H 5> TP |
B L B MBI oot 1
HF11H O o =141 1[0 RO 1
1.2 S N OO 2
BB 2 EE OPENTIOW ettt 3
2.1 FEEIZR oottt ettt st e e ereer e enenaens 3
$2.2H TEIIHLZELI oottt 3
%237 TR ettt nneeneas 3
230 LTI ettt ettt 4
2.3.2 TEBIRE  COOUNTEIY ettt ettt e et e e e et e et eeeeaeeeeeeeeeneeeaeeaeaes 5
233 ATBI CACHON) oottt ettt s aea e s s 6
2.3.4 TEIIT oottt ettt ees e see et s sttt ettt et et a st a s s s sese e et esssen s et eseseteteseteanrenens 8
%2475 7 o0 b - N OO OO 9
280 OF T ettt 9
282 FEBETE T oottt 10
283 FEBETT oottt 10
288 B oottt ettt ettt sttt ettt sttt nanaes 10
285 T ottt 10
28.6 T B ettt 11
247 VAHEIT oottt ettt et eeenas 12
257 OF T ettt sttt s e 12
251 OF TR oottt 12
252 B FHBIIEGEF oottt 14
2.5.3 CONEIOIEI-TO-SWILCR T LB oottt et et e e e e e eeeee e e e eeeseeseeeeeaeeneseneeens 23
2.54  ASYNCHrONOUS TH S covvieeecceeeeee ettt ettt aeaen 35
2.55  SYMMELFiC TH IR oottt ettt enen 40
2267 FITE 1.1 T P 2T oottt Error! Bookmark not defined.
ZE 3 EE OPENVSWITCN .c.veeeeeeeeeeeeeeeeee ettt ee e e e 42
31 BT ..ottt sttt sttt ae e s neetans 42
%327 BT ettt ettt enen 42
%337 BB oottt ettt ettt s eenen 42
3.4 BT et ettt s et et ee ettt er s en e 43
BB A EE NOX woveeeeeeeeeeeeeeeeeeee e e e e e e e ere sttt et en e eeens 44
a1 BRZBIBAE BRI ..ottt ettt 44



427 FEETEL ettt e et et n et s et r et st en e ereneeees 44
437 B2 OO 45
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433 ZERETE LT oottt 46
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4.4 3OO 47
B4 TR oottt 47
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457 A 5 OO 49
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a6 TE TR ettt ettt s et 51
B.6. 1 LA ettt 51
B.6.2 T oottt 54
B.6.3 T R B ettt 57
47T GU L ettt ettt et st n et s et n e en st en e ereneeens 58
N T o 1 | OO SO O 58
B.7.2 B GUL oottt 59
%48 B TE A ettt ettt 61
BB 5 R IMININEt ettt ettt eae e 62
517 BT ..ottt ettt ettt ae s s neeeans 62
5.2 TETEEPE ottt 62
%539 AR IR I <ottt 62
5301 BRIEAE oottt ettt 62
5.3.2 U A oottt ettt 63
T T T = OO 63
5.4 FATBAIITZR. ..ottt s et enees 63
BAL  BUZEIIZE oottt 63
5.4.2 = =3 SO OO OO OO 64
543 S R T BIIEETE oo 64
%559 B FEEAE ettt 65
5.5 BREEIIIR ..oooeeeeeeee ettt 65
5.5.2 ELTE SUFFFD ettt 65
5.5.3 B ACIF R MAC 5 oottt 66
5.5.4 T XTEIM corieeeeeeeeeeeeee ettt 66
B.5.5 BRI oottt 67
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525 Openflow

$2.17 B

B 7 Mudi:  http://OpenFlowSwitch.org.

AR5 W 25 3% B Openflow BEYE 1.0 lRANEES o 1.0 Z BTARACER R, M 1.0 AT 4G
RIEARA, AT HER ENZEASBEXANRA. 1.0 RAM T 4K
http://www.openflowswitch.org/documents/openflow-spec-v1.0.0.pdf.

H RS E A 1.1, fEAR T e — 10 U B RIE 1.1 MBS 25

2.2 THAAR

AN of AL (switch) #H —skimi#, #HTOERME L. ZHPLT LA of Fril
2 — AN ARIEE RN TR 2 (controller) , XHRFHATEMAEHE, KX 2-1 EBx
TR

OpenFlow
Protocol

Secure

-“.
&' Controller
Channel

Flow
Table

OpenFlow Switch

ElZ&R 2-1 of BT R ERIEERENEHIZE
ﬁﬁ%%f@%ﬁf@%kﬁﬁ (header fileds, Eﬁﬁﬂfﬁékéiﬁ\ﬁﬁ) N ﬁﬁﬁbifi&%§ (counters) - 0«4\52
SAMPITATE Cactions) . XML, AU IURRIH T HIE NS, 7 E 22
AR B R BRSSPSR AT N . AR ITA] DU AL R B — A 2 A
.

2.3 RE

TR AL A HAVHEAT 5 S ARG (R o B S5 K o ASHOE P it i R IR R IR e 3



2 % Openflow

Ko 3 N AZ LI 9 28 37 B SR B 38 AT N
FARIAIE =M, 338 (header field) , 11%8% (counters) , 473l (actions) .
WnFER 2-1 Fix.

T 2-1 mRILEH

| Head Fileds | Counter | Actions |

2.3.1 ki

AR A RE 12 M, InFRAE 2-2 P, B3 O, Ethernet JRddik. H bRk
KM, vlanid, vlan ft5e2%, 1P JEHhE. Hirkhhk. #0¢. IP ToS £z, TCP/UDP H fr¥mH .
P Lo B—MRERE—/ MBS A 1E Gany) , SRR VLS AT DS S szl .

R 2-2 MERBIAIEL K

Ingress | Ether | Ether | Ether | Vlan | Vlan IP P P IP ToS | TCP/UDP | TCP/UDP
Port | Source | Dst | Type id Priority | src | dst | proto | bits Src Port Dst Port
AR SR RS WA 2-3.
F<ig 2-3 BHIFAE X
Field Bits When applicable Notes

Ingress Port

(Implementation

All packets

Numerical representation of

dependent) incoming port, starting at 1.
Eth
thernet source 48 All packets on enabled ports
address
Ethernet
destination 48 All packets on enabled ports
address
An OpenFlow switch s
required to match the type in
both standard Ethernet and
802.2 with a SNAP header
Ethernet type 16 All packets on enabled ports |and OUI of 0x000000. The
special value of0Ox05FF is
used to match all 802.3
packets without SNAP
headers.
. All packets of Ethernet type
VLAN id 12 0x8100
VLAN priorit 3 All packets of Ethernet type VLAN PCP field
priority 0x8100
IP source address 32 All IP and ARP packets Can be subnetmasked
IP destinati
estination 32 All IP and ARPpackets Can be subnetmasked
address
All IP and IP over .
I he | f
IP protocol 8 Ethernet, ARP Only ~ the lower 8bits o

packets

the ARP opcode are used




. Specify as 8-bitvalue and
IP ToS bits 6 All IP packets place To$ in upper 6 bits.
Transport .
sourceport / ICMP 16 Al TCP, UDP, andICMP packets | O lower 8 bitsused
for ICMP Type
Type
Transport .
destination port / 16 All TCP, UDP, andICMP packets Only  lower 8 bits used
for ICMP Code
ICMP Code
2.3.2 it##8 (counter)

THEEE T DUk 3R . AN B . BN BATISRYEY . ARG & 1 — 1

ZE, i
o

LR E3TIN

BRI FOROEE. GUHE R ITHRENTHEE R 2-4 thgy

i 2-4 é%irﬁ.%'ﬁﬁ!?,%lé’ﬂﬁ%&%%

Counter Bits
Per Table
Active Entries 32
Packet Lookups 64
Packet Matches 64
Per Flow
Received Packets 64
Received Bytes 64
Duration (seconds) 32
Duration (nanoseconds) 32
Per Port
Received Packets 64
Transmitted Packets 64
Received Bytes 64
Transmitted Bytes 64
Receive Drops 64
Transmit Drops 64
Receive Errors 64
Transmit Errors 64
Receive Frame 64
Alignment Errors
Receive Overrun Errors 64
Receive CRC Errors 64
Collisions 64
Per Queue
Transmit Packets 64
Transmit Bytes 64
Transmit Overrun Errors 64




2 % Openflow

2.3.3 1738 (action)

FENRDUS M E] 0 ANEE 2 AMT3), MREE% AT, WEBILNES. 2T
AT T B PR S BN T AR AT o« B B RIEARUENT o 53 438 AL AT LSS A SCHRE)
1Tahik [Rl4E4% Cunspported flow error)

ATE A Loy AP AN ST . 0545475 (Required Actions) 1 H] 3% 47 5) (Optional Actions) ,
AT BN BN SRR, S HAL 75 08 45 ) 88 2 ORI AT kAT 30

2.3.3.1 W& ATEh

WEATEN-# %K (Forward)

® ALL HERIFAHO CRFEANTD

® CONTROLLER #3186 Kbt 28

® LOCAL FERERAHLIN 255

® TABLE Xk HMEHITREF TSN

® IN_PORT MMk
W%&4781-EF (Drop)
WA TR A ERAT BN IR I, FrUCEC I B A XA BRI 55

2.3.3.2  H[%&ATEh

ALIEITE-#E R

® NORMAL %A ML) 2 JZ5 3 2T R AbHL.

® FLOOD @idH/MEMM M Oz itk H, EEANERHAL,
ATEAT3I-ABN (Enqueue)
AL e B0 5 B A I BRI R
AEATE-EE0E (Modify-field)
Bk NE. BARRIT RN ILER 2-5,

FA& 2-5 BXIBITH

Action Associated Data Description

Set VLAN ID 12 bits If no VLAN is present, a new header is added

with the specified VLAN ID and priority of zero.

If a VLAN header already exists, the VLAN ID is
re- placed with the specified value.

Set VLAN priority 3 bits If no VLAN is present, a new header is added
with the specified priority and a VLAN ID of
zero.

If a VLAN header already exists, the priority
field is replaced with the specified value.

Strip VLAN header - StripVLAN  header  ifpresent.




Modify
Ethernet
source
address

MAC

48 bits: Value with
which to replace

existing source MAC

address

Replace the existing Ethernet source MAC
address with the new value

Modify Ethernet
destination MAC
address

48 bits: Value with
which to replace
existing destination
MAC address

Replace the existing Ethernet destination MAC
ad- dress with the new value.

Modify IPv4 source
address

32 bits: Value with
which to replace
existing IPv4 source
address

Replace the existing IP source address with
new value and update the IP checksum (and
TCP/UDP checksum if applicable). This action is
only applica- ble to IPv4 packets.

Modify IPv4
destination address

32 bits: Value with
which to replace
existing IPv4 desti-
nation address

Replace the existing IP destination address
with new value and update the IP checksum
(and TCP/UDP checksum if applicable). This

action is only applied to IPv4 packets.

Modify IPv4 ToS
bits

6 bits: Value with
whichto replace
existing IPv4 ToS field

Replace the existing IP ToS field. This action is
only ap- plied to IPv4 packets.

Modify transport
source port

16 bits: Value with
which to replace
existing TCP or UDP
source port

Replace the existing TCP/UDP source port
with new value and update the TCP/UDP
checksum. This action is only applica- ble to
TCP and UDP pack- ets.

Modify transport
destination port

16 bits: Value with
which to replace

existing TCP or UDP checksum
destination port This action is only applied to TCP and UDP
packets.

Replace the existing TCP/UDP destination port
with new value and update the TCP/UDP

2.3.3.3

ZHHRE

I SRR AT N SRBLAN, SHR of RS ML PSR, — 2R A2 4l of 2248l "Cof-only ),

— R SFF of ZZ AL (of-enable) . 7T # X 75 L FF L4 AT ), Ja 818 1] LASZ £ NORMAL

1780, [FEF, X5 AT SRRz ¥k 4T 3 (Flood Action)
R 2-6 BFRABY of MM TIHTEY

of-only of-enable
Required Actions YES YES
NORMAL NO CAN
FLOOD CAN CAN




2 % Openflow

M atcg?labl e Apply actions

1
. Opticnal Parse header
Packet in from 802.1d STP tields
network !
processing (see below)

Match table
N?

Send fo
controller via
Secure Channel

Bk 2-2 BALERRE
B AL IR S MR IR VL i 2R R T, DG e 0 ) I8 56 28 e e RO R T RO DG o 4
— ELVLACRT, XN TH RS R 0T W R B REIRBIVL AL R I, WIE R aniz il s . BEAk
WS R 2-2, BAESL@HRILEREREILER 2-3

Initislize Headers
Bat input port,
Ethernet source,
deatination, and 1ype,
set 2l others 1o 2er0

B2t VLAM ID and
PCP. Uss
encapaulsted Eth
wpe for next Eth

tyoscheos

. preemmmema———
- y 1 Set IPsourcs,
, Emtype= “w__i degtination from
08067 within ARP

1
1 oackst
1

Set |Paource, Uss UDRTCP
destingtion, source and
protozol, and destination for []

TcE fislds L4 fislds
LE= ICMP
e and code
for L4 fields
Packet Lookup |
Use ssigned
neader fiekds

E%& 2-3 Gk ILECRIE



2.4 Z4EIE

2 A TE I RE AT AN LN ) 8% I 22 4l T8 A A0 5 of Do 42 25 T LARC &
BHAZHN . FICZHAFEEE, FREE AU H .

2.4.1 of il

of PrM L FF =FpiH B controller-to-switch, asynchronous (525) Fll symmetric (%
RO, R ENEEZAN T EZAL, controller-to-switch W 8 sl #s &k, k&M
BFREL switch R7ZS; asynchronous 75 B switch KA, FSRKE W 4% FHAF s A2 iR A28 4
RIS symmetric Y 2 AT A L Ek HE ) g8 R .

2.4.1.1 controller-to-switch J§ &

H13% 1l &% Ccontroller) A&, 7T AE 7 2 BAN 75 EER H ACHAMLAI NZTH B - B3 Features.
Configuration. Modify-state. Read-state. Send-packet. Barrier 5.

Features

RS ALHZ 22 44x1E (Transport Layer Security Session) [, 2] 8% & 1% feature
TR BE AL, SCHN T ENE B S SRR

Configuration

P A BCE B AR AL I E A R SN T R A R .

Modify-state

2 1) 5 T A L 2 T AN 3y RS 55

Read-state

P 28 ) AT HALIE K — L i . WSS THE R

Send-packet

P S A A A A LR g i 1 R HE D

Barrier

F ) 5 8 DR S AR 1, B S AR AR 1A B R

2.4.1.2 asynchronous J§ 5

asynchronous 75 i 28 1E R AL, 32 BR T A3 B m) 4% ) 280 AR S A 25 4
5. FEH EHFE Packet-in. Flow-removed. Port-status. Error 2%,

Packet-in

THHRI— AN, FERE A BAA VLI, W% Packet-in VH B45 4 H 8. WIS
WML AT e %, WEBIGRESA T, MEREHsNE (BRA 128 715 ARl
ST I T S —RIR G 8 WS IALGATA L LA AL, TIPS B
TH IS BT AR R e il s

Flow-removed

A HATL A I 2R 00 IR D B A8 e S D LR B M B, 2> il Flow-removed Y5 2.

Port-status

AZHN L FUIRES K AEAR A (il down #5) 5 il &% Port-status 4 &



2 % Openflow

1

Error
EHRALIE I Error Y8 2RI K4z i #% kAR 1) 1] @

2.4.1.3 symmetric JHE

symmetric J§ S A LT G R @7, B4 Hellow Echo. Vendor 5.

Hello

AT HATLAN S 1] 25 FH R e S

Echo

AEHALANFE I E5 50T LLm s 7 &t Echo 11 8., #2008 WIS 2[5 &2 Echo reply. %7 &
RN ELER . 2R IEE IR

Vendor

LA BT BINAE S IIRE . JUARKARAS T H -

2.4.2 EZEES

W AEE O, A REEASE AR A . RIS AL 06 A0k 22 4
BN AR AR . A5 R R A B A R I ) 28 1 70

Y of IER ARG, WIS K% OFPT_HELLO W B4 % 77, % B S
() B MR AS 5, 48252 77 44 R U7 8 SCHRF I B AR U AR AT A5 . — BRI & 4
BHFE LR SCRA, WiEERE Y, H0 k% OFPT_ERROR H & (FA N
OFPET_HELLO_FAILED, Ui OFPHFC_COMPATIBLE) , filfiid RIJEA, FF& b
.

2.4.3 EEPWT

HEFREREN, NN ZDOER & I i ds . A2 RER KRR, ZHpL
K NE B, JFEEITAI TCP e, Ui, Py (K DLACHR € ) B S AR I,
T IR R IR MR R . BEAh, S HpLRIE s, BRI R S,

2.4.4 N

‘LA IEIE KA TLS (Transport Layer Security) BN . Y32 HLEshi, ZiliERE
B | 4514 6633 TCP i [ o AUy i I A8 ik B AT INIE . BRIk, AN 2D FRCEM
AMMUEF, —AMRRRVGEEEIEE, — /N R A H 2R HIAIE.

2.4.5 4R

AL AT LI $E S HF 802.1D A b il o WS S FE, FrA MR AE BRI R 2 BTN %
SoAEAR M AT R AN . SCREAE RO P A e WL E OFPT_FEATURES_REPLY vH E.H

-10-



compabilities 3875 ZL B & OFPC_STP i, I H.75 ELAE A M B i 11 85 SCRP A UM B0,
(BTG 75 6 R AUl 1 SEHF o

A SR BN 2 U i FUIRAS, Sk PRI 31 OFP_FLOOD (1 B B % I 2114 U 48 &
(oo 1o 75 By P8 e I Bk OFP_ALL (1196 2 0 A2 A 48 2 1R o LIRS, 9%
FE R B B o

ULRAZHHUASSCHF 802.1D A B Bisl, W) 20 Fo V2] 41 R 2 VI P IR

2.4.6 MEHBN

MRAE O BT DA LT 284

- enum ofp_flow_mod_command {

| OFPFC_ADD, /* New flow. */

: OFPFC_MODIFY, /* Modify all matching flows. */

| OFPFC_MODIFY_STRICT, /* Modify entry strictly matching wildcards */
OFPFC_DELETE, /* Delete all matching flows. */

i OFPFC_DELETE_STRICT /* Strictly match wildcards and priority. */

2.4.6.1 ADD

%t ¥4 OFPFF_CHECK_OVERLAP &I (ADD) JHE., AU oA 2R 3=
TR IR R e CE LS H overlap, HAEAMEMILSD , BRI, HiEdgk
W, J3F iz Bl ofp_error_msg , Jf H 48 B OFPET_FLOW_MOD_FAILED £ #!
OFPFMFC_OVERLAP f{f5,

T EETC MR IN, BUAH OFPFF_CHECK_OVERLAP ARERITRIN, Hr# ik i
WINE w5 L, AR RAEILIC I AR T 3R . WERAEA & T & AR 5 R WA [R] <k
AL R IR R I, 2O O LA, AN TH G % . RS ok 2 22
IR, MR [E ofp_error_msg, Ff H f§ 8 OFPET_FLOW_MOD_FAILED £ #!F1
OFPFMFC_ALL_TABLES _FULL U,

DR IR I B T A MBI T, A LR [H] ofp_error_msg Y 2., RIS A
A OFPET_BAD_ACTION 247! f1 OFPBAC_BAD_OUT_PORT ft#iZ.

2.4.6.2 MODIFY

XL MARA O R PR 5 E B SCR IR R LM R, WSEF+ ADD
MR, HEERE 0 B H AT RINAT s, R OREFTH S B IR AR

2.4.6.3 DELETE

T BS, G0 R R B EMIBR RN, AR AR W RAALE, B TR ERAE .
LR AN (22 T4 45 OFPFF_SEND_FLOW_REM tr&, Wlfih % — 260 MRS 17 B o I
KERIA A IE .

-11 -



2 % Openflow

AL, B FBRIEAFAE 53— A _STRICT WA . X T3E_STRICT A, EECHRIE
BOE, Rk, BrE LR AR iR I 2 2 m CRLHE B S Y Rl 60 & 7R VH B AR T A
PRI o Flan, —ZFFrAE & IERAFIE_STRICT RAMERHE ESiE TR, FA
P RS EZR I .

fE_STRICT WAE LT, RIK IR e S ER U A A UL A AT, B R A A — 23K
W42 5m . BN, —4 A A EE ST DELETE_STRICT 4 BAUMM B 18 2 56 4 1)
FEFN .

IEAMIMBR T B4 2 F748 2 BAME out_port 45,

WRAZHAA G PR ERAE T B8 € AT N, MR [ OFPET_FLOW_MOD_FAILED :
OFPFMFC_UNSUPPORTED, JfiH#44i%& 1.

2.4.7 TAEHY

ALY AE —A idle_timeout F1—A hard_timeout, §i& 1155545 Vi & UL BC £ B 8]
CRLEZFD) , EHEITERIEAR PN, — B RER AR, WA HyL E 3R %
T, [R]EH— AR R 7 R

2.5 of thil

(RN RN EEPSERSY IO ETE AR

2.5.1 of Wik

LA EITEA AL I

© /* Header on all OpenFlow packets. */

i struct ofp_header {

| uint8_t version; /* OFP_VERSION. */

I uint8_t type; /* One of the OFPT_ constants. */

! uint16_t length; /* Length including this ofp_header. */

uint32_t xid;

i /* Transaction id associated with this packet.

! Replies use the same id as was in the request

to facilitate pairing. */

L L

| OFP_ASSERT(sizeof(struct ofp_header)==8);

Version HI>KAR ] of PrisiAs . 2451 of #ril r, version i 5 21 £ F SR W S5 FRUAR
HABAIARETT A . H ATIRRAS R 0x01, ) Type 0 AZ#MLR %5 0x00.

Length FHRAx B A

Type HISRFREITH B 2RAL . ATRERWE B A A5
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> /* Immutable messages. */

! OFPT_HELLO, /* Symmetric message */
OFPT_ERROR, /* Symmetric message */
OFPT_ECHO_REQUEST, /* Symmetric message */
OFPT_ECHO_REPLY, /* Symmetric message */
OFPT_VENDOR, /* Symmetric message */

i /* Switch configuration messages. */ OFPT_FEATURES_REQUEST, /* :

| Controller/switch message */ OFPT_FEATURES_REPLY, /* Controller/switch message
.*/ OFPT_GET_CONFIG_REQUEST, /* Controller/switch message */ |
'OFPT_GET_CONFIG_REPLY, /* Controller/switch message */ OFPT_SET_CONFIG,
' /* Controller/switch message */

i /* Asynchronous messages. */

| OFPT_PACKET_IN,  /* Async message */ |
OFPT_FLOW_REMOVED, /* Async message */ !
OFPT_PORT_STATUS, /* Async message */

i /* Controller command messages. */

OFPT_PACKET_OUT, /* Controller/switch message */
OFPT_FLOW_MOD, /* Controller/switch message */
OFPT_PORT_MOD, /* Controller/switch message */

/* Statistics messages. */
OFPT_STATS_REQUEST, /* Controller/switch message */
OFPT_STATS_REPLY, /* Controller/switch message */

/* Barrier messages. */ ;
OFPT_BARRIER_REQUEST, /* Controller/switch message */
OFPT_BARRIER_REPLY, /* Controller/switch message */ !

! /* Queue Configuration messages. */ OFPT_QUEUE_GET_CONFIG_REQUEST, /* | :
Controller/SW|tch message */ OFPT_QUEUE_GET_CONFIG_REPLY /* Controller/SW|tch
imessage */

-13-
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2.5.2 HHEIELER

BAEm L BB ULRC. 473055

2.5.2.1 ¥gH

2.5.2.1.1 ¥RHO4H

- /* Description of a physical port */ .
| struct ofp_phy_port {
uintl6_t port_no;
| uint8_t hw_addr[OFP_ETH_ALEN]; :
char name[OFP_MAX_PORT_NAME_LEN]; /* Null-terminated */

uint32_t config; /* Bitmap of OFPPC_* flags. */
uint32_t state; /* Bitmap of OFPPS_* flags. */

/* Bitmaps of OFPPF_* that describe features.  All bits zeroed if
* unsupported or unavailable. */

uint32_t curr;  /* Current features. */
i uint32_t advertised; /* Features being advertised by the port. */
I uint32_t supported; /* Features supported by the port. */

' uint32_t peer; /* Features advertised by peer. */
-
. OFP_ASSERT(sizeof(struct ofp_phy port) == 48);

port_no B 45 & 2 W) EEEZ 111 datapath {8
hw_addr &%) #8211 mac Hudik .
OFP_MAX_ETH_ALEN {ii} 6.

name /& 135 LA T4, LLnull 252
OFP_MAX_PORT_NAME_LEN % 16.

2.5.2.1.2 Config

config #fiid A4 sl AV BRI, Bl S5ty

/* Flags to indicate behavior of the physical port. These flags are

* used in ofp_phy_port to describe the current configuration. They are
* used in the ofp_port_mod message to configure the port’ s behavior.
| <

- enum ofp_port_config {
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OFPPC_PORT_DOWN =1<<0, /*Portisadministratively down. */

! OFPPC_NO_STP = 1 << 1, /* Disable 802.1D spanning tree on port. */
!OFPPC_NO_RECV =1<<2, /* Drop all packets except 802.1D spanning !
| tree packets. */

OFPPC_NO_RECV_STP =1<<3, /*Drop received 802.1D STP packets. */
OFPPC_NO_FLOOD =1<<4, /* Do notinclude this port when flooding. */

OFPPC_NO_FWD =1<<5, /*Drop packets forwarded to port. */
OFPPC_NO_PACKET_ IN=1<<6 /* Do not send packet-in msgs for port. */
»

. /* Current state of the physical port. These are not configurable from
. * the controller.
*/
enum ofp_port_state {
1 OFPPS_LINK_DOWN =1 << 0, /* No physical link present. */

i /* The OFPPS_STP_* bits have no effect on switch operation. The
L controller must adjust OFPPC_NO_RECV, OFPPC_NO_FWD, and
* OFPPC_NO_PACKET_IN appropriately to fully implement an 802.1D spanning
* tree. */ |
OFPPS_STP_LISTEN =0 << 8, /* Not learning or relaying frames. */
OFPPS_STP_LEARN =1 << 8, /* Learning but not relaying frames. */
OFPPS_STP_FORWARD =2 << 8, /* Learning and relaying frames. */
OFPPS_STP_BLOCK =3 << 8, /* Not part of spanning tree. */
| OFPPS_STP_MASK =3 <<8 /* Bit mask for OFPPS_STP_* values. */

2.5.2.1.4 OS5

g 15 SR A0 B s 454
. /* Port numbering. Physical ports are numbered starting from 1. */
enum ofp_port {

/* Maximum number of physical switch ports. */
| OFPP_MAX = 0xff00,

- /* Fake output "ports". */

-15-
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. OFPP_IN_PORT = Oxfff8, /* Send the packet out the input port. This virtual :

port must be explicitly usedin order to send back out of the input port. */
| OFPP_TABLE = 0xfff9, /* Perform actions in flow table.

NB: This can only be the destination

i port for packet-out messages. */

OFPP_NORMAL = Oxfffa, /* Process with normal L2/L3 switching. */
OFPP_FLOOD = Oxfffb, /* All physical ports except input port and
those disabled by STP. */

OFPP_ALL = 0xfffc, /* All physical ports except input port. */
OFPP_CONTROLLER = 0xfffd, /* Send to controller. */

OFPP_LOCAL = Oxfffe, /* Local openflow "port". */
i OFPP_NONE = Oxffff /* Not associated with a physical port. */
. 1f

curr, advertised, supported F1 peer 3% FrBH HEESAEIC (10M F| 10G,

XL, BEERSEA CHRZE D L0 FIEERERFPE (B S P A 1) - BERE P (Port
BRI, ZAPRRR] AR B E .

/* Features of physical ports available in a datapath. */

enum ofp_port_features {

OFPPF_10MB_HD =1<<0, /* 10 Mb half-duplex rate support. */
OFPPF_10MB_FD =1<<1, /* 10 Mb full-duplex rate support. */
. OFPPF_100MB_HD=1<<2, /* 100 Mb half-duplex rate support. */

AT
features)

| OFPPF_100MB_FD =1<<3, /* 100 Mb full-duplex rate support. */

OFPPF_1GB_HD =1<<4, /*1 Gb half-duplex rate support. */
OFPPF_1GB_FD =1<<5, /*1 Gb full-duplex rate support. */
OFPPF_10GB_FD =1<<6, /*10 Gb full-duplex rate support. */
OFPPF_COPPER =1<<7, /* Copper medium. */

OFPPF_FIBER =1<<8, /*Fiber medium. */

OFPPF_AUTONEG =1<<9, /* Auto-negotiation. */
OFPPF_PAUSE =1 << 10, /* Pause. */

OFPPF_PAUSE_ASYM =1<<11 /* Asymmetric pause. */

2.5.2.2  B\F

2.5.2.2.1 PAFIZH

BABIHE 2 BIREA0m , SEBLA R AU B R A
Hm st
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: /* Full description for a queue. */

: struct ofp_packet_queue {

uint32_t queue_id; /* id for the specific queue. */

uintl6_t len; /* Length in bytes of this queue desc. */

uint8_t pad[2]; /* 64-bit alighment. */

| struct ofp_queue_prop_header properties[0]; /* List of properties. */
Y

OFP_ASSERT(sizeof(struct  ofp_packet_queue) == 8);

2.5.2.2.2 PAFERME

FE—ABABIERAT A — Lo, HOR AN

© enum ofp_queue_properties  {

OFPQT_NONE =0, /* No property defined for queue (default). */
OFPQT_MIN_RATE, /* Minimum datarate guaranteed. */

/* Other types should be added here

* (i.e. max rate, precedence, etc). */

. /* Common description for a queue. */

I struct ofp_queue_prop_header {

uintl6_t property; /* One of OFPQT . */

uintl6_tlen; /* Length of property, including this header. */
| uint8_t pad[4]; /* 64-bit alignemnt. */

L)

OFP_ASSERT(sizeof(struct ofp_queue_prop_header) ==8);

- /* Min-Rate queue property description. */

struct ofp_queue_prop_min_rate { !
i struct ofp_queue_prop_header prop_header; /* prop: OFPQT_MIN, len: 16.
£y '
uintl6_t rate; /* In 1/10 of a percent; >1000 -> disabled. */

1 uint8_t pad[6]; /* 64-bit alignment */

7

: OFP_ASSERT(sizeof(struct ofp_queue_prop_min_rate) == 16);
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2.5.2.3 JRILHED

2.5.2.3.1 METLEH

PR — MR I S S5 48

/* Fields to match against flows */

struct ofp_match {
uint32_t wildcards; /* Wildcard fields. */
uintl6_t in_port; /* Input switch port. */
uint8_t dl_src[OFP_ETH_ALEN]; /* Ethernet source address. */
uint8_t dl_dst[OFP_ETH_ALEN]; /* Ethernet destination address. */
| uint16_t dl_vlan;  /* Input VLAN id. */ :
! uint8_t dl_vlan_pcp; /* Input VLAN priority. */ |
| uint8_t pad1[1]; /* Align to 64-bits */

uintl6_t dl_type; /* Ethernet frame type. */

| uint8_t nw_tos; /* IP ToS (actually DSCP field, 6 bits). */
uint8_t nw_proto; /* IP protocol or lower 8 bits of

| * ARP opcode. */

| uint8_t pad2[2]; /* Align to 64-bits */

uint32_t nw_src;/* IP source address. */

uint32_t nw_dst; /* IP destination address. */
uintl6_t tp_src; /* TCP/UDP source port. */

uintl6_t tp_dst; /* TCP/UDP destination port. */

i’

OFP_ASSERT(sizeof(struct  ofp_match) == 40);

2.5.2.3.2 wildcards

wildcards 7] LAV E AN 1 — bR &

 /* Flow wildcards. */

enum ofp_flow_wildcards {

| OFPFW_IN_PORT =1<<0, /* Switch input port. */ OFPFW_DL_VLAN '
'1<<1, /*VLAN id.*/

OFPFW_DL SRC =1<< 2, /* Ethernet source address. */ OFPFW_DL DST = 1
§<< 3, /* Ethernet destination address. */ OFPFW_DL TYPE =1<< 4, /[*
;Ethernet frame type. */ OFPFW_NW_PROTO =1<<5, /*IP protocol. */ !
| OFPFW_TP_SRC =1<<6, /* TCP/UDP source port. */ OFPFW_TP_DST 1

§<< 7, /* TCP/UDP destination port. */

/* IP source address wildcard bit count. 0 is exact match, 1 ignores the
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* LSB, 2 ignores the 2 least-significant bits, ..., 32 and higher wildcard
* the entire field. This is the *opposite* of the usual convention where
1 * e.g. /24 indicates that 8 bits (not 24 bits) are wildcarded. */
| OFPFW_NW_SRC_SHIFT =8,
| OFPFW_NW_SRC_BITS =6,
| OFPFW_NW_SRC_MASK = ((1 << OFPFW_NW_SRC_BITS) - 1) <<|
{ OFPFW_NW_SRC_SHIFT, :
| OFPFW_NW_SRC_ALL =32 << OFPFW_NW_SRC_SHIFT,

/* IP destination address wildcard bit count. Same format as source. */
| OFPFW_NW_DST_SHIFT = 14, '
| OFPFW_NW_DST_BITS = 6, ,
| OFPFW_NW _DST_MASK = ((1 << OFPFW_NW_DST BITS) - 1) <<
'OFPFW_NW_DST_SHIFT, '
OFPFW_NW_DST_ALL =32 << OFPFW_NW_DST_SHIFT, |
| OFPFW_DL_VLAN_PCP =1 << 20, /* VLAN priority. */ OFPFW_NW_TOS =1 |
§<< 21, /*IP ToS (DSCP field, 6 bits). */ |

| /* Wildcard all fields. */ OFPFW_ALL = ((1 << 22) - 1)

Wi wildcards %A BEE, N ofp_match FEHfERIFR IR R, VA H KR
1E wildcards 1l 6 fiiskEK~. HA X5 CIDR MR, Fa{RAr 2 ks, f#ilan
1E CIDR 4815 24 & k35 255.255.255.0, [Mi{E of 1, 24 B3 255.0.0.0.

2.5.24 TR

2.5.2.4.1 {7 NEH

HAT, AT AR
- enum ofp_action_type {
I OFPAT_OUTPUT, /* Output to switch port. */
OFPAT_SET_VLAN_VID, /* Set the 802.1q VLAN id. */
| OFPAT_SET_VLAN_PCP, /* Set the 802.1q priority. */
! OFPAT_STRIP_VLAN, /* Strip the 802.1q header. */
OFPAT_SET_DL_SRC, /* Ethernet source address. */
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OFPAT_SET_DL_DST, /* Ethernet destination address. */ OFPAT_SET_NW_SRC,

| OFPAT_VENDOR = Oxffff

2.5.

/* IP source address. */ OFPAT_SET_NW_DST, /* IP destination address.
*/ OFPAT_SET_NW_TOS, /* IP ToS (DSCP field, 6 bits). */ OFPAT_SET_TP_SRC,

/* TCP/UDP source port. */ OFPAT_SET_TP_DST, /* TCP/UDP destination
port. */ OFPAT_ENQUEUE, /* Output to queue. */

242 1TAGEM

AT R OAERIY | AR B )8 -

/* Action header that is common to all actions. The length includes the

© uint8_t pad[4];

* header and any padding used to make the action 64-bit aligned.

* NB: The length of an action *must* always be a multiple of eight. */
struct ofp_action_header {

uintle_t type; /* One of OFPAT_*. */

uintl6_t len; /* Length of action, including this

header. This is the length of action,

including any padding to make it

64-bit aligned. */

)
: OFP_ASSERT(sizeof(struct ofp_action_header) == 8);

2.5.

2.43 AT NI

(EELT UM C T )

/* Action structure for OFPAT_OUTPUT, which sends packets out ’ port’ .

* When the ’ port’ is the OFPP_CONTROLLER, ' max_len’ indicates the max !
* number of bytes to send. A ' max_len” of zero means no bytes of the
* packet should be sent.*/

struct ofp_action_output {

uintl6_t type; /* OFPAT_OUTPUT. */

uintl6_t len; /* Length is 8. */

uintlé_t port; /* Output port. */

uintlé_t max_len; /* Max length to send to controller. */

|5

. OFP_ASSERT(sizeof(struct ofp_action_output) == 8);

Horb, max_len F5 B 24355 1y OFPP_CONTROLLER Hf, &% 345 8% A iy &k
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No IHA 0, MKE—NKEE N 0 ) packet_in V4B . port 488 A& Hi 355 1.
2.5.2.4.4 AB\HRIE

N BACEnqueue) B /AR SE5E RIHEAS CICE L BAFI 7, 1AV TOS Al VLAN PCP
fro BAENBNERAE G AN Z BB L. A 2, JRIGE BT BLSE &0y ok, ERMaKH
(I8 S5 2o A A b 75 B5d T TOS Al VLAN PCP {7k 3E4T BAZ 4%, ]
i E R B IX LA R LB E B G I B L.

N BAERAELHE G0 T A 45K

/* OFPAT_ENQUEUE action struct: send packets to given queue on port. */

struct ofp_action_enqueue {

| uint16_t type; /* OFPAT_ENQUEUE. */

uintl6_t len; /* Len is 16. */

uintl6_t port; /* Port that queue belongs. Should

refer to a valid physical port

| (i.e. < OFPP_MAX) or OFPP_IN_PORT. */

uint8_t pad[6]; /* Pad for 64-bit alignment. */

uint32_t queue_id; /* Where to enqueue the packets. */

)

OFP_ASSERT(sizeof(struct ofp_action_enqueue) == 16);

© /* Action structure for OFPAT_SET_VLAN_VID. */
struct ofp_action_vlan_vid {

| uintl6_ttype; /* OFPAT_SET_VLAN_VID. */
uintl6_tlen; /* Length is 8. */

| uint16_tvlan_vid;  /* VLANid. */

uint8_t pad[2];

b

éOFP_ASSERT(sizeof(struct ofp_action_vlan_vid) ==8);

vlan_vid field 5 16 £, M2hrf VLAN id 1 F 12 fir. Oxffff FISRFR IS A W E
VLAN id.

An action_vlan_pcp has the following fields:

/* Action structure for OFPAT_SET _VLAN_PCP. */
. struct ofp_action_vlan_pcp {

| uintl6_ttype; /* OFPAT_SET_VLAN_PCP. */
uintl6_t len; /* Length is 8. */

uint8_t vlan_pcp; /* VLAN priority. */

uint8_t pad[3];
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OFP_ASSERT(sizeof(struct ofp_action_vlan_pcp) ==8); .

vlan_pcp field 5 8 fif, HAUCHL 3 fifA L.

action_strip_vlan %A 2%, A —MEHE ofp_action_header. %47 Jy2x Rl
VLAN tag (WIRAZETE) .

ction_dI_addr 341N Kk

© /* Action structure for OFPAT_SET_DL_SRC/DST. */

struct ofp_action_dIl_addr {

| uintl6_ttype; /* OFPAT_SET_DL_SRC/DST. */
uintl6_tlen; /* Length is 16. */
uint8_t dl_addr[OFP_ETH_ALEN];  /* Ethernet address. */
uint8_t pad[6];
i
- OFP_ASSERT(sizeof(struct ofp_action_dl_addr) ==16);

Hrp, dl_addr field /&% % ¥) mac Hihl.

action_nw_addr AL i3
/* Action structure for OFPAT_SET_NW_SRC/DST. */
struct ofp_action_nw_addr {
uintl6_ttype; /* OFPAT_SET_TW_SRC/DST. */
uintl6_t len; /* Length is 8. */
uint32_t nw_addr;  /* IP address. */
i

. OFP_ASSERT(sizeof(struct ofp_action_nw_addr) ==38);

oA, nw_addr field /& Z ¥ & 1 IP Hodik .
action_nw_tos L5017 Ik

. /* Action structure for OFPAT_SET_NW_TOS. */
struct ofp_action_nw_tos {

| uintl6_ttype; /* OFPAT_SET_TW_SRC/DST. */
uintl6_t len; /* Length is 8. */

! uint8_t nw_tos; /* IP ToS (DSCP field, 6 bits). */
uint8_t pad[3];

-

OFP_ASSERT(sizeof(struct ofp_action_nw_tos) == 8);
nw_tos 1 e B E 1 ToS 1 6 i,

action_tp_port 351N i3k
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. struct ofp_action_tp_port {

| uintl6_ttype; /* OFPAT SET TP _SRC/DST. */
uintl6_tlen; /* Length is 8. */

| uint16_t tp_port; /* TCP/UDP port. */

| uint8_t pad[2];

-

OFP_ASSERT(sizeof(struct ofp_action_tp_port) ==38);

tp_port 352 % B 1) TCP/UDP/ & i 1.
- An action_vendor has the following fields:

/* Action header for OFPAT_VENDOR. The rest of the body is vendor-defined. */
struct ofp_action_vendor_header {

uintl6_ttype; /* OFPAT_VENDOR. */

uintl6_tlen; /* Length is a multiple of 8. */

uint32_t vendor; /* Vendor ID, which takes the same form

as in "struct ofp_vendor_header". */
b
: OFP_ASSERT(sizeof(struct ofp_action_vendor_header) == 8);

vendor 1#%7& Vendor ) 1D, ER45#J ofp_vendor FF—%L,

2.5.3 Controller-to-Switch JH B

BFEET . ESHEN. BECORES. IES. SIORES . K. kiR,

2.53.1 BF

TLS JERFESL 2], FEh| 8 K& —MUATHE L OFPT_FEATURES_REQUEST
WHHE, AR E—4 OFPT_FEATURES_REPLY HE.

- /* Switch features. */

struct ofp_switch_features {

i struct ofp_header header;

uint64_t datapath_id; /* Datapath unique ID. The lower 48-bits are for

i a MAC address, while the upper 16-bits are

implementer-defined. */

uint32_t n_buffers; /* Max packets buffered at once. */

uint8_t n_tables; /* Number of tables supported by datapath. */
| uint8_t pad[3]; /* Align to 64-bits. */

- /* Features. */
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uint32_t capabilities;  /* Bitmap of support "ofp_capabilities". */
uint32_t actions; /* Bitmap of supported "ofp_action_type"s. */

/* Port info.*/
struct ofp_phy_port ports[0]; /* Port definitions.  The number of ports
i is inferred from the length field in
the header. */
L)
OFP_ASSERT(sizeof(struct ofp_switch_features) == 32);
Hrp, datapath_id /& datapath [FJME—FriR, HA % 48 AL NAZHel mac Hihl,
w1 16 A7 B SEIL#E SR E S
n_tables i dis B A He L S HF TR A2
capabilities 348 H T I (A5 &
. /* Capabilities supported by the datapath. */
enum ofp_capabilities {
I OFPC_FLOW_STATS =1<<0, /* Flow statistics. */
OFPC_TABLE_STATS =1<<1, /* Table statistics. */
' OFPC_PORT_STATS =1<<2, /* Port statistics. */
OFPC_STP =1<<3, /*802.1d spanning tree. */

OFPC_RESERVED =1<<4, /*Reserved, mustbe zero. */

OFPC_IP_REASM =1<<5, /*Canreassemble IP fragments. */ .
OFPC_QUEUE_STATS =1<<6, /*Queue statistics. */ |
| OFPC_ARP_MATCH_IP  =1<<7 /* Match IP addresses in ARP pkts. */

) i

actions /& JH Khr & L FFAT B bit &,
ports s&—> ofp_phy_port Z5 K504, KIS T E SCRE of ALt .

2.5.3.2 FELERHH

Pt a8 i ) A2 el & 1% OFPT_SET_CONFIG #1 OFPT_GET_CONFIG_REQUEST
HE G BACH LD RECEME RS E. X TERHEE, ZHRILLAHE
OFPT_GET_CONFIG_REPLY ¥4 5.,

Pic B A ) B A

. /* Switch configuration. */

struct ofp_switch_config {

struct ofp_header header;

uintl6_t flags; /* OFPC_* flags. */

uintl6_t miss_send_len; /* Max bytes of new flow that datapath should
send to the controller. */
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OFP_ASSERT(sizeof(struct  ofp_switch_config) == 12);

- enum ofp_config_flags {

/* Handling of IP fragments. */

OFPC_FRAG_NORMAL =0, /* No special handling for fragments. */ .
| OFPC_FRAG_DROP =1, /* Drop fragments. */
OFPC_FRAG_REASM =2, /* Reassemble (only if OFPC_IP_REASM set). */ '
| OFPC_FRAG_MASK =3

OFPC_FRAG_*tr & RIBZRZ WAL 1P B e IEH . EFFiC2HA.
miss_send_len FHSRFE 7N 24 WAL 7E 22 e b -R A VL AT 535 DT AL 45 S 2 21142 il 2% 1 B
16, 1% RIEZ DEIRGIEHIE . W)y 0, MIAIEK Y 0 1) packet_in ¥4 5 B il 2% .

2.5.3.3 BERE

P B8 SUR R 7 2@ T OFPT_FLOW_MOD i &

- /* Flow setup and teardown (controller -> datapath). */

struct ofp_flow_mod {

struct ofp_header header;

struct ofp_match match; /* Fields to match */

uint64_t cookie; /* Opague controller-issued identifier. */

i /* Flow actions. */

uintl6_t command; /* One of OFPFC_*. */

! uintl6_tidle_timeout; /* Idle time before discarding (seconds). */
uintl6_t hard_timeout; /* Max time before discarding (seconds). */
uintl6_t priority; /* Priority level of flow entry. */

! uint32_t buffer_id; /* Buffered packet to apply to (or -1).

. Not meaningful for OFPFC_DELETE*. */

uintl6_tout_port; /* For OFPFC_DELETE* commands, require
matching entries to include this as an

output port. A value of OFPP_NONE

indicates no restriction. */

uintl6_tflags; /* One of OFPFF_*. */

struct ofp_action_header actions[0]; /* The action length is inferred
from the length field in the

header. */
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enum ofp_flow_mod_command {

OFPFC_ADD, /* New flow. */

OFPFC_MODIFY, /* Modify all matching flows. */ :
: OFPFC_MODIFY_STRICT, /* Modify entry strictly matching wildcards */
OFPFC_DELETE, /* Delete all matching flows. */
OFPFC_DELETE_STRICT /* Strictly match wildcards and priority. */

priority R E T I@EELAT A . priority AR W] TR SR, BFBK,
MRS ot . BRIk, iR 2a g i) J@ AL R IR R UL B B 5 IR . X #t
MU BT IR BT, 38 G e 0 S 20RO 7 6 AR Se 4 i)

buffer_id Fx&E# OFPT_PACKET_IN JH B & Hi KM L7 buffer FH Y id.

out_port FJ i ¥ FH T 24T MM BR R AR I IT I .

flags 35 AT BEELHE W T (AR &

© enum ofp_flow_mod_flags { i
| OFPFF_SEND_FLOW_REM =1 << 0, /* Send flow removed message when |
 flow '
* expires or is deleted. */

OFPFF_CHECK_OVERLAP =1<<1, /* Check for overlapping entries first. */

OFPFF_EMERG =1 << 2 /* Remark this is for emergency. */

24 OFPFF_SEND_FLOW_REM # ¥ & IR i, 2 T e M) g 2 fioh o — 4% 3 UM B
15 B

24 OFPFF_CHECK_OVERLAP 1 ¥ & [k, 28 Bl 06 2546 25 Rk S e i 22 i
() 2 754 L T Yo [ R rh 2R

24 OFPFF_EMERG_#{ & B I i, ALK RIS R 2RI, A 4 5 &
B W IR TS

Pt 348 H OFPT_PORT_MOD ¥ B RAZ S He LA B o 1 FRIAT 4

. /* Modify behavior of the physical port */

struct ofp_port_mod {

struct ofp_header header;

| uint16_t port_no;

uint8_t hw_addr[OFP_ETH_ALEN]; /* The hardware address is not

| configurable.  This is used to

sanity-check the request, so it must

be the same as returned in an
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. ofp_phy_port struct. */

! uint32_t config; /* Bitmap of OFPPC_* flags. */

uint32_t mask; /* Bitmap of OFPPC_* flags to be changed. */

uint32_t advertise; /* Bitmap of "ofp_port_features's. Zero all bits toé
iprevent any action taking place. */ :
uint8_t pad[4]; /* Pad to 64-bits. */

7

OFP_ASSERT(sizeof(struct  ofp_port_mod) == 32);

mask F Sk config T Z B B4 . advertise 3% H S, B MR —AZ .
2.5.34 FEERFI

FAZ I C & ANAE of PhCEREN . AT LU IS Ay 47 B HAR M SCRIC E
a3 ] 2% P DAR] FH I T S5 4 ok A 3 H D2 R E LF I RABIE B

- /* Query for port queue configuration. */

struct ofp_queue_get_config_request {

struct ofp_header header;

uintl6_t port; /* Port to be queried. Should refer

to a valid physical port (i.e. < OFPP_MAX) */

uint8_t pad[2]; /* 32-bit alignment. */

B!

OFP_ASSERT(sizeof(struct ofp_queue_get_config_request) == 12);

/* Queue configuration for a given port. */

struct ofp_queue_get_config_reply {

| struct ofp_header header;

uintl6_t port;

uint8_t pad[6];

struct ofp_packet_queue queues[0]; /* List of configured queues. */
7

OFP_ASSERT(sizeof(struct ofp_queue_get_config_reply) == 16);
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2.5.3.5 FREURZS

2.53.5.1 FHAELEH

A%GiziTH, datapath 7] LU id OFPT_STATS_REQUEST ¥ B2 R A i) 24 RTIR A

struct ofp_stats_request {

struct ofp_header header;

uintle_ttype; /* One of the OFPST_* constants. */
uintl6_tflags; /* OFPSF_REQ_* flags (none yet defined). */
uint8_t body[0]; /* Body of the request. */

i

- OFP_ASSERT(sizeof(struct ofp_stats_request) == 12);

© struct ofp_stats_reply {

I struct ofp_header header;

uintle_ttype; /* One of the OFPST_* constants. */
| uint16_t flags; /* OFPSF_REPLY_* flags. */

| uint8_t body[0]; /* Body of the reply. */

Y

OFP_ASSERT(sizeof(struct ofp_stats_reply) == 12);

b, flags FISRFRBIZR A 26 MRS, &R —2%. type MIE A5 EK
KM, LAHRE body HHE S AT T -

[

. enum ofp_stats_types {

/* Description of this OpenFlow switch.

Lo The request body is empty.

1 * The reply body is struct ofp_desc_stats. */
| OFPST_DESC,

/* Individual flow statistics.

* The request body is struct ofp_flow_stats_request.

* The reply body is an array of struct ofp_flow_stats. */
| OFPST_FLOW,

/* Aggregate flow statistics.

I * The request body is struct ofp_aggregate_stats_request.
: * The reply body is struct ofp_aggregate_stats_reply. */

. OFPST_AGGREGATE,
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/* Flow table statistics.

* The request body is empty.

* The reply body is an array of struct ofp_table_stats. */
OFPST_TABLE,

/* Physical port statistics.

* The request body is struct ofp_port_stats_request.

* The reply body is an array of struct ofp_port_stats. */
OFPST_PORT,

/* Queue statistics for a port

* The request body defines the port

* The reply body is an array of struct ofp_queue_stats */
OFPST_QUEUE,

/* Vendor extension.

* The request and reply bodies begin with a 32-bit vendor ID, which takes

* the same form as in "struct ofp_vendor_header".  The request and reply
: * bodies are otherwise vendor-defined. */

. OFPST_VENDOR = Oxffff

2.5.3.5.2 E{EEE

OFPST_DESC iR SR ML THIlIE B . FMF . BERRRAS . P05 8RS B

/* Body of reply to OFPST_DESC request.  Each entry is a NULL-terminated

| * ASCII string. */

struct ofp_desc_stats {

char mfr_desc[DESC_STR_LEN]; /* Manufacturer description. */

char hw_desc[DESC_STR_LEN]; /* Hardware description. */

char sw_desc[DESC_STR_LEN]; /* Software description. */

char serial_num[SERIAL_NUM_LEN]; /* Serial number. */ .

char dp_desc[DESC_STR_LEN]; /* Human readable description of datapath.

L/

I

. OFP_ASSERT(sizeof(struct ofp_desc_stats) == 1056); ‘

— T # & ASCI #% 3, LL null 452 . DESC_STR LEN /& 256, Ifi
SERIAL_NUM_LEN & 32, dp_desc fENIAEH ), 7T PLE & X —BAZ AR IS B .
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. struct ofp_flow_stats_request {

: struct ofp_match match; /* Fields to match. */

uint8_t table_id; /* 1D of table to read (from ofp_table_stats),
Oxff for all tables or Oxfe for emergency. */

uint8_t pad; /* Align to 32 bits. */

| uint1l6_t out_port; /* Require matching entries to include this
as an output port. A value of OFPP_NONE

indicates no restriction. */

7

OFP_ASSERT(sizeof(struct ofp_flow_stats_request) ==44);

2.5.3.5.3 HERIBEREBE

OFPST_FLOW 1 >R AU I AT AR X AN 5 S .

. /* Body for ofp_stats_request of type OFPST_FLOW. */

struct ofp_flow_stats_request {

struct ofp_match match; /* Fields to match. */ .
uint8_t table_id; /* ID of table to read (from ofp_table_stats), Oxff for all
itables or Oxfe for emergency. */ '
| uint8_tpad;  /* Align to 32 bits. */

uintlé_t out_port; /* Require matching entries to include this
as an output port. A value of OFPP_NONE

indicates no restriction. */

Lk

OFP_ASSERT(sizeof(struct ofp_flow_stats_request) ==44);

match 8045 X6 T DG i s

table_id A E B R A id, OxFf R BT OV -

out_port 52 FJ & A H O #EAT IS JE Ak, W RANE OFPP_NONE, #H§-4 n] AT UL
Boid ko VE R A RANTE AT H s, I RE 291 E v OFPP_NONE.

2.5.3.5.4 HERHEEHEE

B 245 B HE T AR S A
/* Body of reply to OFPST_FLOW request. */
struct ofp_flow_stats {
uintl6_t length; /* Length of this entry. */
uint8_t table_id; /* 1D of table flow came from. */
uint8_t pad;

. struct ofp_match match; /* Description of fields. */
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uint32_t duration_sec; /* Time flow has been alive in seconds. */

uint32_t duration_nsec; /* Time flow has been alive in nanoseconds beyond
duration_sec. */

uintl6_t priority; /* Priority of the entry. Only meaningful

! when this is not an exact-match entry. */

uintl6_t idle_timeout; /* Number of seconds idle before expiration. */
uintl6_t hard_timeout; /* Number of seconds before expiration. */

uint8_t pad2[6]; /* Align to 64-bits. */

uint64_t cookie; /* Opaque controller-issued identifier. */

uint64_t packet_count; /* Number of packets in flow. */

uint64_t byte_count; /* Number of bytes in flow. */

struct ofp_action_header actions[0]; /* Actions. */

b

OFP_ASSERT(sizeof(struct ofp_flow_stats) == 88);

XL ALFE flow_mod VB FRAEI I, EIEA MK AL RS
duration_sec £ duration_nsec .4 1 VLT [H B G I [6] o FRAL 53 ) AP AN AD

2.5.3.5.5 ZMBERELE

OFPST_AGGREGATE i#REM ] LRI 2 Iilf5 & .

. /* Body for ofp_stats_request of type OFPST_AGGREGATE. */
struct ofp_aggregate_stats_request {

struct ofp_match match; /* Fields to match. */

uint8_t table_id; /* 1D of table to read (from ofp_table_stats)
i Oxff for all tables or Oxfe for emergency. */

uint8_t pad; /* Align to 32 bits. */

! uintl6_tout_port; /* Require matching entries to include this
as an output port. A value of OFPP_NONE

indicates no restriction. */

)

OFP_ASSERT(sizeof(struct ofp_aggregate_stats_request) == 44);

match. table_id £} out_port 1 ] PR 837045 H 2510,

2.53.5.6 ZHREIEER

2 AT BARCLLTT 254 o

struct ofp_aggregate_stats_reply {
- uint64_t packet_count; /* Number of packets in flows. */
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. uint64_t byte_count; /* Number of bytes in flows. */

: uint32_t flow_count; /* Number of flows. */

uint8_t pad[4]; /* Align to 64 bits. */

L

OFP_ASSERT(sizeof(struct  ofp_aggregate_stats_reply) == 24);

2.5.3.5.7 EGiHER

RGUHE BE R 2 i OFPST_TABLE &3R4, 1% RiH BACHE Bk, T
FEIH B

RG2S B SR N i — .

. /* Body of reply to OFPST_TABLE request. */

struct ofp_table_stats {

uint8_t table_id; /* Identifier of table. Lower numbered tables

are consulted first. */

| uint8_t pad[3]; /* Align to 32-bits. */

| char name[OFP_MAX_TABLE_NAME_LEN];

uint32_t wildcards; /* Bitmap of OFPFW_* wildcards that aresupported by the

rtable. */

uint32_t max_entries; /* Max number of entries supported. */

uint32_t active_count;  /* Number of active entries. */

uint64_t lookup_count; /* Number of packets looked up in table. */
| uint64_t matched_count;  /* Number of packets that hit table. */
Lk
OFP_ASSERT(sizeof(struct  ofp_table_stats) == 64); _
body 2 1 B FEIE AL AT, SRAis B3 T SCREIE LA I 8. 40, B hash &i%IHM 0,

T L P AC 2 )y OFPFW_ALL. - 15 DLA 28 3k R R U7 HE 5 o

OFP_MAX_TABLE_NAME_LEN #& 32.

2.5.3.5.8 ¥OZiHERIER

gt PR B K B 2888y OFPST_PORT.

© /* Body for ofp_stats_request of type OFPST_PORT. */

struct ofp_port_stats_request {

uintl6_t port_no; /* OFPST_PORT message must request statistics
| * either for a single port (specified in

* port_no) or for all ports (if port_no ==

| * OFPP_NONE). */

uint8_t pad[6];
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éOFP_ASSERT(sizeof(struct ofp_port_stats_request) ==8);

port_no I skid JEFRIUE B 11, W R RT3 1145 B, W% Jy OFPP_NONE.
2.5.3.59 HOZitREERER

[] 53 9 S rh AR T T A ) — A
. /* Body of reply to OFPST_PORT request. If a counter is unsupported, set
* the field to all ones. */
struct ofp_port_stats {
! uintl6_t port_no;
uint8_t pad[6]; /* Align to 64-bits. */
uint64_t rx_packets; /* Number of received packets. */
| uint64_t tx_packets; /* Number of transmitted packets. */
uint64_t rx_bytes;  /* Number of received bytes. */
uinte4_t tx_bytes;  /* Number of transmitted bytes. */
uint64_t rx_dropped; /* Number of packets dropped by RX. */
uint64_t tx_dropped; /* Number of packets dropped by TX. */
uint64_t rx_errors; /* Number of receive errors. This is a super-set
of more specific receive errors and should be
greater than or equal to the sum of all
rx_* errvalues. */
uint64_t tx_errors; /* Number of transmit errors. This is a super-set
of more specific transmit errors and should be
1 greater than or equal to the sum of all
tx_* errvalues (none currently defined.) */
uint64_t rx_frame_err;  /* Number of frame alignment errors. */

uinté4_t rx_over_err; /* Number of packets with RX overrun. */
| uint64_t rx_crc_err; /* Number of CRC errors. */

uint64_t collisions;  /* Number of collisions. */

Y

OFP_ASSERT(sizeof(struct ofp_port_stats) == 104);

b FARTT AT He, LR (a1,
2.5.3.5.10 AFIEE

T RVH B84 H OFPST_QUEUE. ¥ S & port_no 11 queue_id 43745 B Z2 A 1] 1)
Uiy LA 31 o an SRy 48, W43 70 & OFPP_ALL 1 OFPQ_ALL.
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struct ofp_queue_stats_request {

uintl6_t port_no;  /* All ports if OFPT_ALL. */

uint8_t pad[2]; /* Align to 32-bits. */

uint32_t queue_id; /* All queues if OFPQ_ALL. */

)

OFP_ASSERT(sizeof(struct  ofp_queue_stats_request) == 8);

struct ofp_queue_stats {

uintl6_t port_no;

uint8_t pad[2]; /* Align to 32-bits. */

uint32_t queue_id; /* Queue i.d */

uint64_t tx_bytes; /* Number of transmitted bytes. */
uint64_t tx_packets; /* Number of transmitted packets. */

uint64_t tx_errors; /* Number of packets dropped due to overrun. */
i
. OFP_ASSERT(sizeof(struct ofp_queue_stats) == 32);

2.5.3.5.11 A= ER

AR5 A OFPST_VENDOR 2R AURIER K, HEH 4 NFH AL
RS .

vendor 188 32 {7, MNAEFERERME. WEREFIN0, RT3 4N INAE
FER XM IEEE - OUI

2.5.3.6 K&

A SR A I A AL AL, T EA ] OFPT_PACKET_OUT 5 & .
. /* Send packet (controller -> datapath). */

struct ofp_packet_out {

i struct ofp_header header;

uint32_t buffer_id; /* ID assigned by datapath (-1 if none). */
uintl6_tin_port; /* Packet’s input port (OFPP_NONE if none). */

| uint16_t actions_len; /* Size of action array in bytes. */

struct ofp_action_header actions[0]; /* Actions. */

/* uint8_t data[0]; */ /* Packet data. The length is inferred
from the length field in the header.

. (Only meaningful i buffer_id == -1.) */
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buffer_id R ofp_packet_in FF%5 HHI—8. Witk buffer_id /&-1, TR0 P 25945
7 data 3. W15k OFPP_TABLE #{45 & K 47 9kt 1, M packet_out H7f# in_port
KW R T IR R AW

2.5.3.7 REHEE

P ) A% A A AR R H OB K O 8 B iR A B, T BLfE A
OFPT_BARRIER_REQUEST VK 5., ZiH BRI A H B,

AL — EUEZIE B, W5 B HUT EiZE Bar 2IA KT A 164, AR5 BT H
JE . ZRITRA ARG, AZHHLE K OFPT_BARRIER_REPLY M &, HIEHH
JRIE R A B xid 15 2.

2.5.4 Asynchronous 8§ 5

AFEEEN (Packet_In) . JiMHE: (Flow Removed) . ¥ IR (Port Status) <
&% (Error) %5,

2.5.4.1 Ai#HA

AL datapath FRELIF & 25 35 8% (I, {8 OFPT_PACKET_IN ¥4 ..
. /* Packet received on port (datapath -> controller). */

struct ofp_packet_in {

struct ofp_header header;

uint32_t buffer_id; /* ID assigned by datapath. */

uintl6_t total_len; /* Full length of frame. */

uintl6_t in_port; /* Port on which frame was received. */
uint8_t reason; /* Reason packet is being sent (one of OFPR_*) */
uint8_t pad;

uint8_t data[0]; /* Ethernet frame, halfway through 32-bit word,
so the IP header is 32-bit alighed. The

amount of data is inferred from the length

field in the header. Because of padding,

offsetof(struct ofp_packet_in, data) ==

sizeof(struct ofp_packet_in) - 2. */

b

OFP_ASSERT(sizeof(struct  ofp_packet_in) == 20);

Hrr buffer_id #& datapath FRbrE—NMESAAH I, Mt NIE B R G
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ARG, H A MA(E B S g — I R AT 48

R MR RN R TAT AR (CRATEHIE) Rk akgs, WH action_output
) max_len AT R A I A a0 SR TR N B B VC B R I R g s g, A
OFPT_SET_CONFIG 78 E ) miss_send len 75 K 4545185 . ERIN miss_send_len J2&
128 (75D o TR AL B TRONGEAT, WA W A0 A 5 40 75 22 Rk a5 il 2, i) buffer_id
e E -1,

A A T B4R T LE 2R T 00 R A SS 1Y buffer (5 BRI .

reason 3 ] LI R R AL,

/* Why is this packet being sent to the controller? */ _

i enum ofp_packet_in_reason { ;
. OFPR_NO_MATCH, /* No matching flow. */

OFPR_ACTION /% Action explicitly output to controller. =/

2.5.4.2 UifER

an SR ) A% A B2 AR U 3R IR I KR B I 45 )l 0, ) datapath i i
OFPT_FLOW_REMOVED ¥ &2 B Sk i 2 i) 23

. /* Flow removed (datapath -> controller). */

struct ofp_flow_removed {

struct ofp_header header;

struct ofp_match match; /* Description of fields. */

| uint64_t cookie; /* Opaque controller-issued identifier. */

uintl6_t priority; /* Priority level of flow entry. */
uint8_t reason; /* One of OFPRR_*. */
uint8_t pad[1]; /* Align to 32-bits. */

uint32_t duration_sec; /* Time flow was alive in seconds. */

uint32_t duration_nsec; /* Time flow was alive in nanoseconds beyond

duration_sec. */

uintl6_t idle_timeout;  /* Idle timeout from original flow mod. */

uint8_t pad2[2]; /* Align to 64-bits. */

1 uint64_t packet_count;

uinté4_t byte_count;

L

OFP_ASSERT(sizeof(struct  ofp_flow_removed) == 88); !
Hrf, match. cookie. priority SR T SCER R ST IR AR T i — 3

reason 3 A L R R 2
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 /* Why was this flow removed? */

: enum ofp_flow_removed_reason {

OFPRR_IDLE_TIMEOUT, /* Flow idle time exceeded idle_timeout. */
i OFPRR_HARD_TIMEOUT, /* Time exceeded hard_timeout. */
OFPRR_DELETE /* Evicted by a DELETE flow mod. */

idle_timeout WU ¥ N WU 5 6 & o
packet_count F1 byte_count 73l F SR 14505 1230 R UM S A AR 245 6 o

2.5.4.3 ImIRE

YRR R0 IR A s, datapath 75 %248 OFPT_PORT_STATUS
VH SR R ) 2 o

. /* A physical port has changed in the datapath */

struct ofp_port_status {

struct ofp_header header;

uint8_t reason; /* One of OFPPR_*. */

uint8_t pad[7]; /* Align to 64-bits. */

struct ofp_phy_port desc;

i’

OFP_ASSERT(sizeof(struct  ofp_port_status) == 64);

: /* What changed about the physical port */

enum ofp_port_reason {

OFPPR_ADD, /* The port was added. */

' OFPPR_DELETE, /* The port was removed. */

OFPPR_MODIFY /* Some attribute of the port has changed. */

2544 iR

2.5.4.4.1 FEAXZH

R PR ATL T T A A R A R, mT LA OFPT_ERROR_MSG M .o

| struct ofp_error_msg {
- struct ofp_header header;
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: uintl6_t type;

uintl6_t code;

uint8_t data[0]; /* Variable-length data.

on the type and code. */
Lk
- OFP_ASSERT(sizeof(struct ofp_error_msg) == 12);

Interpreted based

type HISRFRIT 2 BB IRZRA, code st 2R AR RS . data JU D95 R AR S

HoAlfE R
PL_EPERM %5 ) code X A PR il 8
H AT R AA

: /* Values for ‘type’ in ofp_error_message.

* will not change in future versions of the protocol (although new values may

* be added). */
enum ofp_error_type {

OFPET_HELLO_FAILED, /* Hello protocol failed. */
OFPET_BAD_REQUEST, /* Request was not understood. */
OFPET_BAD_ACTION, /* Error in action description. */

OFPET_FLOW_MOD_FAILED, /* Problem modifying flow entry. */
OFPET_PORT_MOD_FAILED, /* Port mod request failed. */

OFPET_QUEUE_OP_FAILED /* Queue operation failed. */

These values are immutable: they

2.5.4.4.2 EFRBEINT ARG

%} OFPET_HELLO FAILED #2871, A

- /* ofp_error_msg ' code’ values for OFPET_HELLO_FAILED.
ran

* ASCII text string that may give failure details. */

enum ofp_hello_failed_code {
i OFPHFC_INCOMPATIBLE, /* No compatible version. */
i OFPHFC_EPERM /* Permissions error. */

' data’ contains :

data 3 HE ASCIH 457 55 SR 45 1% 1 — 2egi ™y .
%tF OFPET_BAD_REQUEST 42k, AR A
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* the first 64 bytes of the failed request. */

i enum ofp_bad_request_code {

OFPBRC_BAD_VERSION, /* ofp_header.version not supported. */
OFPBRC_BAD_TYPE, /* ofp_header.type not supported. */

| OFPBRC_BAD_STAT, /* ofp_stats_request.type not supported. */
OFPBRC_BAD_VENDOR, /* Vendor not supported (in ofp_vendor_header
* or ofp_stats_request or ofp_stats_reply). */

OFPBRC_BAD_SUBTYPE, /* Vendor subtype not supported. */
OFPBRC_EPERM, /* Permissions error. */

OFPBRC_BAD_LEN, /* Wrong request length for type. */
OFPBRC_BUFFER_EMPTY, /* Specified buffer has already been used. */
OFPBRC_BUFFER_UNKNOWN  /* Specified buffer does not exist. */

data 15 % /> AU 4F 64 -7 RIS K

%} OFPET_BAD_ACTION 452871, AR E

/* ofp_error_msg 'code’ values for OFPET_BAD_ACTION. ’data’ contains at least
* the first 64 bytes of the failed request. */

| enum ofp_bad_action_code {

OFPBAC_BAD_TYPE, /* Unknown action type. */

OFPBAC_BAD_LEN, /* Length problem in actions. */ :
OFPBAC_BAD_VENDOR, /* Unknown vendor id specified. */
OFPBAC_BAD_VENDOR_TYPE, /* Unknown action type for vendor id. */
OFPBAC_BAD_OUT_PORT, /* Problem validating output action. */
OFPBAC_BAD_ARGUMENT, /* Bad action argument. */
OFPBAC_EPERM, /* Permissions error. */
OFPBAC_TOO_MANY, /* Can’t handle this many actions. */
OFPBAC_BAD_QUEUE /* Problem validating output queue. */

data 15 % /> AU 4F 64 T RIE K

%}F OFPET_FLOW_MOD_FAILED #7358, R G

- /* ofp_error_msg ' code’ values for OFPET_FLOW_MOD_FAILED. " data’
;contains

* at least the first 64 bytes of the failed request. */

enum ofp_flow_mod_failed_code {

OFPFMFC_ALL_TABLES_FULL, /* Flow not added because of full tables. */ .
OFPFMFC_OVERLAP, /* Attempted to add overlapping flow with
* CHECK_OVERLAP flag set. */ :
OFPFMFC_EPERM, /* Permissions error. */
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. OFPFMFC_BAD_EMERG_TIMEOUT, /* Flow not added because of non-zero :
'idle/hard |
* timeout. */

OFPFMFC_BAD_COMMAND, /* Unknown command. */ |
! OFPFMFC_UNSUPPORTED /* Unsupported action list - cannot process in

* the order specified. */

data 5 % /> AU 4F 64 -7 RIS K

%fF OFPET_PORT_MOD_FAILED 4#i%25%, AR RmA
- /* ofp_error_ msg ’ code’ values for OFPET_PORT_MOD_FAILED. " data’
icontains

* at least the first 64 bytes of the failed request. */

enum ofp_port_mod_failed_code {

OFPPMFC_BAD_PORT, /* Specified port does not exist. */
OFPPMFC_BAD_HW_ADDR, /* Specified hardware address is wrong. */

data 5 % /145 64 7T I RIS K

%IT OFPET_QUEUE_OP_FAILED #i%257, SRR A

. /* ofp_error msg ’ code’ values for OFPET_QUEUE_OP_FAILED. ’ data’ .
icontains

* at least the first 64 bytes of the failed request */

enum ofp_queue_op_failed_code {

OFPQOFC_BAD_PORT, /* Invalid port (or port does not exist). */

OFPQOFC_BAD_QUEUE, /* Queue does not exist. */ OFPQOFC_EPERM /*
iPermissions error. */

data 35 % /D AL HE 64 AT RIS K .

MR FRHERBELERISMIE EIERK, W OFPET_BAD_REQUEST,
OFPET_BAD_ACTION = OFPET_FLOW_MOD_FAILED, 348k xid 75 R
L SR VH B — 2

2.5.5 Symmetric J§ 5

4% Hello. MR ER . [ AR fE B4
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2.5.5.1 Hello

OFPT_HELLO JH E&AH B, (A of HE k. ¥ BIRARN ZREMRE WA W B4k
(1) hello JH 2., FEHKEIHH B4 4 75 2005

2.5.5.2  WHMNiIER

U 7 R A OF 315 S 5 98 L, S B R A3 5
12 ) B R L 2 ) 75 (R M 0 5

2.5.5.3 FWHMN[EE

M 7 [5] 529 JE P — A of VLS SN ke A SR I e B el B ARG, R B B
ISR AFTE . 1A ER A AL (8] R R R IR AR R

2.5.54 HAZEER

SR ENSEy AL I

- /* Vendor extension. */

struct ofp_vendor_header {

struct ofp_header header; /* Type OFPT_VENDOR */

uint32_t vendor;

/* Vendor ID:

* - MSB 0: low-order bytes are IEEE OUI.

* - MSB != 0: defined by OpenFlow consortium. */

/* Vendor-defined arbitrary additional data. */

)

OFP_ASSERT(sizeof(struct ofp_vendor_header) == 12);

vendor 14 32 fif, WIS E TN 0, WAL 3 4~ € U IEEE OUL.

IR AZ N TCVEIE M — B R B, BEREKIE OFPT_ERROR M B H
OFPBRC_BAD_VENDOR 4 i%tfi% 1 OFPET_BAD_REQUEST 48i%A 65 .
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%% 3 % OpenvSwitch

2E3E OpenvSwitch

$3.17 B

‘B 5B WA http://openvswitch.org/,

3.2

OVS B 77 BN & B — N7 SRR & (1 2 )2 RS e b, I8 S Fr T mfed e ks
UK A28 1 Bk . Bt H bs o U7 (8 BURC B UL 4%, 4G 22 P HE M LAE 3h 7
IR R R . EXTIX — HER, OVS HAGRIEM RiETE. o IEEHFE R e AN
B switch 1217, AT LB EEE B BIRE A w4 AR NEEHE . FIRTAE Linux ECRENEZES

(MReED « PSS CRIE) o M4 OVS IS SRR Z FibrvE & BE4Z 1, U0 Netlow. sFlow.
RSPAN,. ERSPAN, . CLI. X} FHAth ) B4l 58 #4115 %% 40 VMware f¥] vNetwork 434 A2
A LER AL Nexus 1000V 5245 #4155 B AL 1 450 I S

H A OVS B JFARA N 1.1.0pre2, T ER LA HS

®  EAIHLIA] EIBE ) A
CFF trunking IR 802.1Q VLAN AR
YKL FE (1) QoS A5 K HUM L I FRIAT 5 SR ES 5
1% 45165 57 £§ OpenFlow ;
VOFEME B FHE A Linux MR/ eng

#3.37 G

T RIS E , ACRSSRE 7 e B, opr AR m] AR git VB J7 Wl k. IhAME
77 Wt R ER AL T LG B B SCRY BRI S AR, A T s . A ET sl AR A 32 B
45 DL AR AR

ovs-vswitchd = Z A, 2 switch () daemon, A5G4 HFAL A B Linux PR A%
B

ovsdb-server % & K FE ik 55 4%, $RE ovs-vswitchd FRIXAC B AE B

ovs-brcompatd il ovs-vswitch # # Linux bridge, f1453kHX bridge ioctls [ Linux Py A% 5
B

ovs-dpctl H>RECE switch PYIZARER;

— 1 Scripts and specs 4B OVS 235 7E Citrix XenServer I, ENERIA switch;

ovs-vsctl A1) A1 5 HT ovs-vswitchd [HTC & ;

ovs-appctl Ki%fr4H 2, i@47HI9% daemon; ovsdbmonitor GUI T H., AJLLzFEFREL
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OV'S #4fE ZE Al OpenFlow %

UE4t, OVS thigfit 1 3CKF OpenFlow HURFIESEHL, H 4

ovs-openflowd —~1& Ff¥] OpenFlow 52 44/l ;

ovs-controller —~& L[] OpenFlow 4% il 45 ;

ovs-ofctl £ 1) F14% i OpenFlow A2 ML A% il 4% 5

ovs-pki 5 OpenFlow A2 #aHL A1 2 F1E EE A FHHESE s tepdump %M T, fi##T OpenFlow [1]
HEs

#£3.47 Wb
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SF4E NOX

PUARTK RS K X 28 PR B 20 2 2%, 45 B BT SRIBOR IRIHMERE o AR T i lb R 2% K it
EEHREZ, NH. BEZEL, et 5 RIEESREE G, B, MSEIIRA

PR o — 7 e B 03 DS SRR W (M X GE Tt 2, 55— 5 s il B+ f—, 4t
T ASH) policy B . MU T M2 S, 3K 75 T 4 1)) L3 70 T o

B4.17 MEHBRIERS

FHITH EARE T I R # BN AE S mft. OB SR R 08 LR HR 2
IR (NAF BERE. J81E) , RPN R. B, RS %, Bt
EAE R G = P RE R E B E S A IR, RIS T R T I R % .

A RE B Lt IR E AR B X 4 A5 B ey, P B T 5 P A 5 RS 2 O B 8 U
FI2ZIE . Flamdit ACL BN B/, 7 ESREH P Sbr IP kb, 5653 0 B
VR T B L IR AU S S e . P SEBRAT B 55 . il o5 ) 245 RS P 348 o A 75 >R
i, & HTSS bR EAR R E KBk

1M NOX CJFIRIUH, H AT nicira A F e85 TR MG 7 W 28 58 4E R G0 2 TH R L
A ix — N . P28 H1E 248 (Network Operating System) XM ARIE L O A A KR,
40 Cisco [ 10S. Novell ] NetWare %, X Ub#E KRG LR EHEAEA 2 F P R Se 5k 14
FInsZ AL BEEER) BISCH, PR A LE 235 E Rl se E MG D . T AN
WIZE I FTE R T, WA RGN AZ e Tl R 4R P SRR, A R4 B3t 5 T ) 4%
M,

F4.27 A

MR, NOX EEINRERFEM AT, — 22X TEN SDN sl (fFilin
of ZZHML) AEEM AR, MRNTAZHNUAT AT A B R AT . — 24 LR 4% 2 app JTF
K, AFRN—NRE GRIERZD ROS I RO,

FEXPIX PR hRE, NOX HITT AR 1 EALFE AR 73

e R AR . JT R AN T B0 I 2% (R SEPR A, B8 R B — 7 A NOX
BEM R P B, iR 2METTRE . AT RERRBEN MM E G5
P+, A BRI BRI L R

TRMRITT R SRR E I N2 NOX $REHI RN, AR
JZo Biltn, BATHEE R HLEs 44, (EANI R P bk, MAC Hidik 4.

IR HURAE R GEA B I A ST A A SRR DI RE, NOX A B I AT o 1 2%
BUAESS, MR BB R fh “MA 7 (Application) SRSEHLAARMEBAESS . &
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G AN 3% 0] LLR i 2008 5 35 C++A1 Python SR &2 e 0 IF & b, M XTI
PN T EXS S Z AT AT e O 7 SEBLX — H K, NOX it Z AL AT i@ ] (General)
RIFE T, SR 2 A M A B K

F4.37 3EH

4.3.1 At

TR T NOX &R IAEI ) T BH M. WA AR S] (RS 28 (L
FiE4T NOX FIAIR 2 AN EFNH, PLE 14 Network View) , i Network View $2 4
T X 2 A R IR AN TRV AN AT . VERE] NOX I X AT WAL A R B &
R, 22 T8 B R N A B I R o AR S RF OpenFlow 2 #tiL

app1 app?2 app3
(2ot ) Capp2 ) € apps )
X Controller

:un g ‘.;T-\uolnlloluluuuu.n:u-}; 1 etwork
View

OF switch
wireless OF

OF switch ; N switch
£ b
L |

ElFR 4-1 NOX EIEM KA EEZSH

4.3.2 #fE

NOX £ X HIX G 2R (Flow) , XFFR—/ N v, #H— Mg kiEE] NOX,
HRF R[] APP SRADHE

X FFRAERT of 2L, Mt EL AT AL, W RIEA X N AUCERT, W K
FIE47T NOX {4z il 25, NOX _L [y R F i i i & A5 /5 ok 2 57 Network View Fl 58 it /& AT
Ho [EIFER), NOX - R DASE il BR L8y B 75 5 A 2h 45 i 4%
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4.3.3 ZhFALH

Xof [P &% o AN [ WL FEE PR AR AR AN (3] PR A 3

RN

XFT 10 Gbps #E#%, WAL BRG] DUARIGR B . BRI, R LR 108
AR

2P

— B OLT 5 AL R ST S L X R 2 D B . 2% e L i B (APP
on NOX) SkAb#E,

network view

2% [ B (K57, AR AR

4.3.4 JFRSEM

NOX LMIFF A& L HF Python, C++iE T, NOX A0 LA IR SCHE 3 /0 #5216 F] C++528)
PURAIEPERE . ACHD ] LA http://www.noxrepo.org 35HL, Fi%45 GPL ¥ #] .

4.3.4.1 #0O

Yo

HAAFERBNE R HAEAND B SN BHES.

Network View 144 #5 %5 8]

AT DNS SRE B . VISR A AR, 34t EEwRANE gm0 . R
AL AR I I A 7 2

st

NOX S ¥t Bt 0 45 i) o 38 o 8 BEAS HRATL R ST ) o DX 4% T e 15 1 DPI 38 ek 2 5 [ X 45 97
R AR S .

RGiFE

AN SURGE, Ol 52, FraEMZ kS (DHCP. DNS) | 1
VUL JERR S
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F447 &
4.4.1 B

4411 NEREmFE

FEIZAT Linux HI# 2 AH SR ML E, AT Dodi T i i ok 22 B i) NOX.
] git clone git://noxrepo.org/nox ‘
cd nox

i ./boot.sh

| mkdir build/

| cd build/

../configure --with-python=yes !

| make

" make check

SR M JEACHS tarfile %223&, NITEFE 1247 boot.sh.

IR IRTC T C++ STL 1 debuging A%, AT U H R I iy 4 >R 5 P 124G 25 DASRIRCE
PRI 22T L

PR sE G, FEAH sre Hat &4 A nox_core R . 7 R nox_core RAEM src
Hat FHATHAT, H% i H RSB B R AR,

4.4.1.2 Deb %23

T I T A SR SR U R 45
. wget http://openflowswitch.org/downloads/debian/binary/nox-dependencies.deb
. dpkg --info nox-dependencies.deb

. cd /etc/apt/sources.list.d
i sudo wget http://openflowswitch.org/downloads/debian/nox.list
- sudo apt-get update

-47 -



PRiE _E NOX 7] PUIZATAE K ER 70 # Linux KATH L, B J5 T A 24T Debian 551, [l
I HES K FH Debian Lenny 5{# Ubuntu.
NOX ##i LT i 234
® g++ 4.2 or greater
® Boost C++ libraries, v1.34.1 or greater (http://www.boost.org)
® Xerces C++ parser, v2.7.0 or greater (http://xerces.apache.org/xerces-c)
NT SZFF Python, B E
® SWIG v1.3.0 or greater (http://www.swig.org)
® Python2.5 or greater (http://python.org)
® Twisted Python (http://twistedmatrix.com)
EDRE PN
® Mako Templates (http://www.makotemplates.org/)
® Simple JSON (http://www.undefined.org/python/)
PAZE Debian R4t 9%, niki% 0D e R AT 2 ke A

: apt-get install autoconf automake g++ libtool python python-twisted swig :

glibboost1.35-dev libxerces-c2-dev libssl-dev make

I P 2 DD REIE 7R BT

it & python
Jconfigure --with-python=[yes|no|/path/to/python]
RIS A
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Jconfigure --enable-ndebug
BEXT AN E A of PhSGHEAT 4
Jconfigure --with-openflow=/path/to/openflow

4.4.4 L5

A DAL T ) i 2 R ASE B NOX & 75 24 126 I

#4.575 NMH

4.5.1 HEZR

£ nox R G, WP AEE 2 & of IACH & (ZHML) , nox MW diE & 1Y tep
Ui 1, — HA of ZZ L@ MW 5 nox B S73EHE, nox H4 5% R ICE B & RIE AT A,
HAGBAT TBAF I iy 2 KIE LG LML nox ] LLIE IS 4T 2 AN EB4F, S B /e H SR
src/nox/coreapps/, src/nox/netapps/, src/nox/webapps/. — #% nox 5 B i Ay 447 K I R T A%
HAokAT

40 111k nox Wil 6633 ¥ 11 Cof HrBRiA ) ,  Hil packetdump F2 3k
Ab R BT SO (1 D A

________________________________________________________________________________________________________
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4 NOX

4.5.2 BT HEO

24T nox T EBEN src H3t R, 04T nox_core. i {5 B AT LU nox_core —help 3k
0.
nox CRFMIFE I IR 6 Fls
® Passive TCP (-i ptcp:<portno>) $323% A\ [f] TCP &%
® Active TCP (-i tcp:ip:<portno>) F:#k Hiff TCP 4%
® Passive SSL (-i pssl:<portno>) $%523% A\ [ SSL &z
®  Active SSL (-i ssl:ip:<portno>) F:zh % Hif SSL %2
® pcap (-i pcap'/path/to/pcapfiIe['/path/to/outfile]) MFEE peap SCAFHELEUITA ]
E,  [FIR] DK LS B4 SO
° Generated packets (-i pgen:<# to generate>) & fi—LEAH A Y flood . (T
)

4.5.3 HiFE

BIFE NN E 4-14-2 ATz~ . nox R of ZZHMALA IS ATAE @) linux EHL L, of &2ft
HIEPAMIE, Horb ethl B8 eth2 F 5@ 138 Heiiim 11, eth0 7545 nox SEHEIFEH] 1.

secchan nl:0 tep:10.0.0.2:2525
nox -i plop:2525 pyswitch

openflow_mod.ko

E

10.0.0.2 10.00.3

Bk 4-3 hRIPEH
TE RN 25508 £ R P A
5, LA datapth SRiEHE ethl fl eth2. @4 A
- insmod datapath/linux-2.6/openflow_mod.ko 7
utilities/dpctl adddp nl:0
utilities/dpctl addif nl:0 eth1
utilities/dpctl addif nl:0 eth2

%30, JAH nox FERE, WAWT 2525 1, FHE4T python f 12 AZ 4k
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BEI, of LT 2 T Ll pyswitch RIFSHAEH, W& EHLEZ AT LUl of &2 #
HLFEAT IS .
H4h, nox EAJPARIES $ATZANHAE, BlanER @47 B B ANFT BN 2 AL H A

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

NOX 1] app JF K T2 T iR N EEA IS : 444F (Component) FREFEAF (Event) .

4.6.1 A4

4.6.1.1 &

AR ThRE. ARSI TIES . Bl bk,

HAFATDLH c++8% python (EEZE[ENMEH)D K5 . iRt Birntkae, mEEm
api o NKIF . A RIARES — B AE sre/nox/apps! H 35, — MEEN @ ST 1) T B S SR AU
KA.

4.6.1.2 HAMBFFE

%> app
f1F sre/nox/coreapps/ H % K. L4
® messenger: &Mt TCP/SSL JIRk%5#%um ) sockets >Rk HAth 1% %%
® snmp: {EifH python ISRk AL FE snmptrap 1E4 NetSNMP A3 2%
M 4% app
AT src/nox/netapps/ H 3 T . £13%
® Discovery FRERFTHESIMIASHALZ B I BOIRAS
® Topology TRAF %A1 E R0 55 i 45 14
® Authenticator FREZM %% hosts F1 switches HIf7 &
® Routing it 5 &
webapp
K7F src/nox/webapps/ H3% K. flfE
® Webservice v nox [ app $2ft web A 5520
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® Webserver 11 575l 1
® \Webserviceclient

FE=Fap
%ﬁ@%
® OVN % NOX/Openflow (% %5 ] ¥4k HE 42
® Basic Spanning Tree & of W46l 7d — R A ik
® Mobile VMs iEF2 BRI demo, sigcomm2008 15z £ demo
® RipCord ##f H 0 M AL &

4.6.1.3 BIEAH

4.6.1.3.1 C++f|FE

PAZESEIL— AN T 1K Hub 4

Hub 286 SR XL R 1 9 BT A i 1 CREIEANTD A . 5T nox
Kei, TEEHELZKEIRE, AL of ZZHHF AR, KK F—R G 5 a2 HAh
A v

AN EYINS

. #include "component.hh"

i class Hub

: public Component

4

| public:

Hub(const Context* c,

const xercesc::DOMNode*)

: Component(c) { }

void configure(const Configuration*®) {
}

void install()

IS

7

REGISTER_COMPONENT(container::Simple_component_factory<Hub>, Hub);

MIXABIREATCLE 2], — DB R A2 Component 824k & 5Kk, JLH,
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REGISTER_COMPONENT % F K Bhahas m#k#% . configure A install 75 i 7ENEK [0 {5
B, FSREM AR EA RS . QU AR — B 3 20 — A meta.xml LA,

nox Az, £ H M T metaxml, AT HEOC R KW e AT I R G X
T e+ UL, <library>{E 2 PR IL TR R A4 PR — B f SRR — A install 77k it
ATHAEN, FHPATHICHI A H R A ST ARG, % T4 U 38 i) X B 75 2R A an
TAabFE,

© void install()

' { register_handler<Packet_in_event>(boost::bind(&Hub::handler, this, _1));

Az (B n] Lod i e AT d s, WRE BT A, FEEFIH resolve R
# (M Component 254k KT KD SRIRAFHIR MIAIRN . 13K topology 4L IA0MN,
BHAT

. resolve(topology);

4.6.1.3.2 Python fil&

Python B 21 {F EE S Dyl i, — iy, ALAFACAD R 2847 R 4t .

. from nox.lib.core import *
i class foo(Component):

def __init__ (self, ctxt):
Component.__init__(self, ctxt)

def install(self):
# register for event here

pass

def getinterface(self):
return str(foo)

def getFactory():
: class Factory:
def instance(self, ctxt):

return foo(ctxt)
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B 7 IX e RS, B E LAYR N configure J53%, 437E install 5k BTHAAT .
) BR A — AN python 24
® Nin.py A sre/nox/apps/examples/ H 3%
® )\ src/nox/apps/examples/pyloop H & Hill ARG (R Hil Bk T install 7775355 1)
BT A A
® HBIEM python S 4 Fr i i £ src/nox/apps/examples/Makefile.am H ]
NOX_RUNTIMEFILES .
® 3T src/nox/apps/examples/meta.xml SRALFE BT app. i & python runtime
FERCH I -
@
02 F) python api 7 nox/lib/core.py F1 nox/lib/util.py
SR A A B F4%,  A#F Component.resolve(..) J7i%. a0
from nox.app.examples.pyswitch import pyswitch

self.resolve(pyswitch)

4.6.2.1 &

FHAERMES A PAT S —BH % 5 nox HAEHISE. Biltn—2 i B 4L 1F kb
# of YR . B4 datapath IIAFME. At ANF{F. datapath B S FUEH F45%. F
PE R AR 2 TR AR ELBR AR I S R

MR, A — RV ER AL BEES A R . FFE nox $AT IERBh AITAE .

4.6.2.2 HEFIE

R s
nox fh— RIIKI N EFHMF, ARG of HE, B
® Datapath_join_event (src/include/datapath-join.hh) A3 7 N2 Bl
® Datapath_leave_event (src/include/datapath-leave.hh) AbEE IR A2 e/l
® Packet_in_event (src/include/packet-in.hh) nox W A2 bl A& K i1E M4, £
FEAZHHL 1D, N CIFI4 buffer 2.
® Flow mod_event nox 7 nakf& B I
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Flow removed event 38 I Bl 48 i 54
AFEETS A A, R A O SRS
°

VAN

® Port stats_in 2% HIAZ HALIE N Port_stats_request 71 B & Hi ¥ Port_stats 4 &
Pl i B USCRI Rl R, ELHEHE 2 i IR M AT TR EGER . (L8 rx tx, and errors).

® Port status_event (src/include/port-status.hh) i FRZAS 2048 . a5 o FUIRES

Port_stats (src/include/port-stats.hh) i3 Port_stats_request ¥4 8.
HAh, A BT UE iR e R AT R A AR A B B A, B

HEHLB T RIZ% (generally due to timeout)

® Host event (src/nox/apps/authenticator/host-event.hh) 37 () == HL I\ X 2% 5
fili &%, Flow_in_event #5 #% 27 4b 2

Flow in event 4% (¥) Packet in_event {4 #i i 25, B Authenticator
4.6.2.3

® Link_event (src/nox/apps/discovery/link-event.nh) 4% b & 1 link B i & 26
. th Discovery fi)x, BLARH T HSh4E W25 4 4h
EMEAF
i H

cH+ B F WM FE M,
(src/builtin/component.cc )
http://www.boost.org/ .

{

i E ff H  Component:register_handler 75 7%
Disposition handler(const Event& e)

nox I api MK H T boost JE K AH G BR KL, W LIS
FTA AL 20 (handle) 3R [5]—-> Disposition 2678, A LLJf& CONTINUE & STOP
TNHPIFETE T EM— A NS T

return CONTINUE;

void install()
{

register_handler<Packet_in_event>(boost::bind(handler, this, _1));
il

return

F python 35 M FH4EJ7:3540L, K sre/nox/lib/core.py H11H] register_handler #2211, 4
def handler(self):
def install(self):

CONTINUE
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4.6.2.4 RAEH

FITAT RS2 FH R A0 T B 7 3R B AT A AT A F

; post(new Flow_in_event(flow, *src, *dst, src_dl_authed, src_nw_authed,§
“dst_dl_authed, dst_nw_authed, pi));

e = Link_event(create_datapathid_from_host(linktuple[0]),
i_create_datapathid_from_host(linktuple[2]), linktuple[1], linktuple[3], action) '
self.post(e)

4.6.2.5 RAGTHEIEE

£ nox app ', IBATREAFIRBNN, nox FE4E T THI SR T R RAE SRR B E I 1] 4R
7. X—IhREFRRIEN KA (post) KSEILR, =Xl h

fltn, RS- EESEAT I ATRLEATR e+ ARG SEI.
© void timer(){
; using namespace std;

cout << "One second has passed " << endl;

timevale tv={1,0}

post(boost::bind(&Example::timer, this), tv);

timevale tv={1,0}
post(boost::bind(&Example::timer, this), tv);

AH N A python ARAS Ky
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def timer():
print 'one second has passed'

self.post_callback(1, timer)

post_callback(1, timer)

IIETHITIRE NG, 7 B R U 4 PR A 223 nox.

4.6.3 FF&HilTE

o KmIfHL.
B PR NOX L4 I 20 R C B4 AH R B

. git clone git://noxrepo.org/nox noxtutorial
| cd noxtutorial

./boot.sh

mkdir build

cd build

../configure

G 1E 52 1 DNt 75 G 1 BT o

® QUM CICH+AL:

1) BENFEEHCE AT H M E 3%, 10 sre/nox/netapps. F ] nox-new-c-app.py (fi7
T src/script/, ERINAE RGEZT) B4 T B3, FEEndE configure.ac.in. 4
R AT DL BT .

2) fEsrc H3x N EFHIE NOX F&.

. ./boot.sh
\ cd build
../configure
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4 NOX

nOX B T4 qui ACHEATIA G O TR AT, 7T DM 2 T
1 iB1T G

4,711 335 GUI

HEN sre Hax, i T 4 5 3l nox gui
/nox-gui.py
2 HBh RS nox. W nox IS AT AR B b, TR EEHAT

JRBEIN G, FTIFINERR 4-4 Prosdtim, b 2 EE s, ANREIME R,
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NOX Graphical User interface

&3 4-4noxgui IR E

4.71.2 Fm@E

R EEAFEHE (og) 5 EFIHIME L.

H ST ED nox ARG AR 2, W BLIER B € SGE uEsk o Hrfs B

ARSI B iEId messenger AAFIRICRAGIRAME S, HIP AT AT H. T R L
AT AR — L2 B L5 2

4.7.2 ¥ & GUI

BT AL
i e AR, Bl

# Add custom view buttons
infoBtn = QtGui.QPushButton('What is STP?')
self.connect(infoBtn, QtCore.SIGNAL('clicked()"), self.showlInfo)
self.buttons.append(infoBtn)

£ topology.py SCAHF B THES, 8N
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self.stp_view = STP_View(self)
self.views[self.stp_view.name] = self.stp_view

.........................................................................................................

: # Register for json messages from the gui
self.register_handler( JSONMsg_event.static_get_name(), \
lambda event: self.handle_jsonmsg_event(event))

# Subscribers for json messages
#(eg. self.subscribers["stp_ports"] = [guistream]

self.subscribers = {}

# Subscribe for stp_ports

| msg = {}
msg ["type"] = "spanning_tree"
msg ["command"] = "subscribe"
msg ["msg_type"] = "stp_ports"

self.topologylnterface.send( msg )

. # Connect signal raised when msg arrives from backend to handler
self.topologylnterface.spanning_tree_received_signal.connect( \

self.got_json_msg)

© # Signal used to notify STP view of new msg

spanning_tree_received_signal = QtCore.pyqtSignal(str)
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. # Signal used to notify STP view of new msg

spanning_tree_received_signal = QtCore.pyqtSignal(str)

$$4.87 MXIAE

NOX il H 3= TL{E http://noxrepo.org.
KR H AL 55 SANE. Ethane. Maestro. onix. difane Z8. H.A7 onix & 1H A7 5
3 A NOX B—ANSE,  [FAEH nicira 2w 4537
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% 5 2 Mininet

55 Mininet

H5.17 R

Stanford K%~ Nick McKeown [ 78 /N & T Linux Container 284y, J &kt T X &M’
FEERMCI T & o 7E mininet FIFEBI T, /R0 LUR 55 AE B SR A B — AN E X
M2 (software-defined Networks) , %i3&F Openflow. Open vSwitch 5% Fh bpis 553047 FF
KEHIE, BEEIGUEE AL S NIRGIE, Bra rARes JLF ] LUCSEIT & 2 J 5L 1)
MR IREE . fESRIE B, —47 a2t n] DL — NS HF SDN BT E I ML 454,
AT LR G AT A DGR, 30U T T IER IS, NI LU FA 8 B B SE R 3R B
H#T Mininet CL&AE R E 77 BIERF 6 X &N WA ) Openflow B30 A7 I8 7= AT

Mininet i H 36 H il £
http://www.openflowswitch.org/foswiki/bin/view/OpenFlow/Mininet , H §7 & ZE 48 7 & K
Bob Lantz £} Brandon Heller. 1182041k mininet-discuss@lists.stanford.edu.

5.2 FERME

mininet /F N — MR HHGE LRSI R IR T 6, H3 2R
Y ¥ Openflow. OpenvSwitch 258 e S 2% 5B 14

78 2 NP EF R

XFFRGRAE SR MRS FFE 04 3 R

43t python API

IRUF BB REAEE (Linux 325D, 455A i rIui ik /)

N, SO 4096 G ML L LE R

5.3 SR IKEUM{E A

5.3.1 FKENEH

B 7 P O 2SR T C B A AR OGRS R 5L T Debian Lenny BRERINLERR, FEGbE R
http://openflowswitch.org/downloads/OpenFlowTutorial-081910.vmware.zip,  JE4& K/ KN
700M Zifqs MM JER/ANA 2.1G Fidi o REAINLBLBAE 0N vmware 1) vmdk, W] PAELEEAE A
vmware workstation 2t virtualbox 25 AT I . a0 gl QEMU A KVM NI 75 B 56 31T 4%
. JaTFRA TR LLZ A BB AU, os FREAE], A4H mininet 19AHX DI RE

A A virtualbox BEATINER, HEER

REFHBCHTRAS, host #:4F R4t 7 23 HF pae, JFAE virtualbox H14T7T pae SC#F.
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5.3.2 fEAGRE

BN 2 %0535 openflow, ZEUGHE T AHIFI A ssh &g B EMWML B (TRl
HHNEFIE X EEm B , BT EERAE.

Ve AP

UK guest EHLK A bridge 77 0B, LASKEL host 7] WL AL IP; AT K F A guest
BLE PR, —HCRA NAT, —3eRH host-only, {H host-only ¥R ] GETCI%: H 3
dhep FHbdk, FEFEHEE (ifconfig ethl ip/mask) ¥ host #l.ssh H 3 T id_rsa.pub 5 i 5
guest HLI.ssh H3t N, FF5 N authorized_keys, 2l H FhIAIE

5.3.3 ¥

i# X\ mininet/mininet H 3%, #4T

555.47 fR] B

5.4.1 Q&M

mininet FERAE T2 W15, 88— AN/ N AUIN N 28 K535 2N i LA P IR

BB BN AT A, T wireshark, )5 &1817, MmN

sudo wireshark &

Ja 2l mininet, #7424 sudo mn, TUERIA G 41T B AT s B P9 25 0 4 5

220k 45 B R R A R AT 3E N BL mininet> 5] S dr 47 S -

T, MNIETFG, BATSRIAE 74 1 G405 5 (controller). — & 38 #(switch)
P& EWL(host) N, FF H A wireshark HEATHLI . T IHIHEAT JLIURE RIS, FrEh st
Z WKL 5-1.
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5 2 Mininet

<>

sl

Bk 5-1 MR
R 8 wireshark &0 lo <, FFiEid it 3E of 0] LA £ OpenFlow 1M £

542 BERER

: mininet> nodes
available nodes are:
: c0Oh2h3s1

© mininet> net
© s1 <-> h2-eth0 h3-eth0

mininet> dump
c0: IP=127.0.0.1 intfs= pid=1679
s1: IP=None intfs=s1-eth1,s1-eth2 pid=1682
h2:1P=10.0.0.2 intfs=h2-eth0 pid=1680
- h3:1P=10.0.0.3 intfs=h3-eth0 pid=1681

5.4.3 R RUBEAT MR

A0 SRAE BRI S R UL AT i S HRAE, T, #5308 node cmd. il
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WNAEE AL s1 BRI 285 S, JATA T EAEAT I ifconfig A AT b s1 FHUARERTH],
Bl s1 ifconfig, [FIAE, WRIATTAEH ping 3 MELHJ7 i KMIA h2 BR h3 Z AEE G, H
FEMAT h2 ping-c3h3 HIF]. 753]H45 RN
. mininet> h2 ping -c 3 h3
PING 10.0.0.3 (10.0.0.3) 56(84) bytes of data.
64 bytes from 10.0.0.3: icmp_seqg=1 ttl=64 time=7.19 ms
: 64 bytes from 10.0.0.3: icmp_seq=2 ttl=64 time=0.239 ms
' 64 bytes from 10.0.0.3: icmp_seq=3 ttl=64 time=0.136 ms !
— 10.0.0.3 ping statistics —
' 3 packets transmitted, 3 received, 0% packet loss, time 2006ms !
 rtt min/avg/max/mdev = 0.136/2.523/7.194/3.303 ms
EAREFAEHAT S5, AT LLEN wireshark idsr & & 26U M LB ISR, X 1218 i
A ping 733 145 Rl K SR R 52 8T B 4= P 4% B ping Wl Ar4 72 pingall, 2 H3h AT
A EHUT BIEX AT ping &8N

5.5 ¥ HEME
5.5.1 RGN

Br 1 cli Mz B 724, mininet i&H& 4L 1 57 () B ZhHAT BRI X, HAk
34 sudo mn —-test cmd, BRI H 3 E 3347 emd #:4E, SERUE R H .

%40 sudo mn --test pingpair, AJ LA EL$Z%F EHLIEE B TR, sudo mn --test iperf J&
B fa BT YRR . FH X Py SR 5 (0 B A3 B S0 45 2 .

5.5.2 HE X

mininet $& 4t 1" python api, BT LAR R H € L3R M45#, 78 mininet/custom H3g T
BT AT . BIInTE topo-2sw-2host.py A E LT A~ mytopo, AT LA L --topo
HIUCRAE 2 X — b, AN

: from mininet.net import Mininet from mininet.topolib import TreeTopo tree4 = :
iTreeTopo(depth=2,fanout=2) net = Mininet(topo=tree4) net.start() hl, h4 =
‘net.hosts[0], net.hosts[3] print hl.cmd('ping -c1 %s' % h4.IP()) net.stop()
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% 5 2 Mininet

5.5.3 M KE K mac 5

BRIEOL T, ENURASINLE 35 0B MAC bk FENLIY, XAER L N ATy
fEA R, A LAS ] --mac 0T, IXAE ENLERAHAL 73 B2 (1) MAC HhEERAR AT 1D &
— W, B HET MAC HibEERFR B0 BT A

5.5.4 f# [ XTerm

N T REWS IEWRAE ] xterm, FRATTAR E Ml s TAE . R BLHER A AT AE )7 08 sk 2
OpenflowVM.

5.54.1 &P

A X K linux EHL, LHEE X.

W% P windows L, 75 5E1E windows HL 3% F 223 Xserver (Xming) F#H
ik:  http://sourceforge.net/projects/xming/files/Xming/6.9.0.31/Xming-6-9-0-31-setup.exe.

SR ARME F secureCRT i f2 & % 3] OpenflowVM, FFEAE “ 2k Ii->SSH2-> %438
B T, BUY “diffie-hellman-group14” 1 “diffie-hellman” i%#%; [FILE “mfE/X11” F,
R R XL B AL (P 75 i, JFa Xming, {8 @1 T 4y 4@ 2 £ Openflow VM
I

WIRARAEH puTTY 22 5% 3 OpenflowVM:

R puTTY->Connection->SSH->X11", ##£“ X11 forwarding->Enable X11 forwaring”;
FFJE Xming, st windows JFUGHEH, fEIATAHIA “omd” , FTHF %3, HiA “cd <dir>”
DI BNRAE puTTY B HE T R a2 2 5 5% 2 openflow VM.

WA -x 248, mn fER S SR R EEZHTIT A XTerm, J7 #3250
TR AT E S RAATIRE. N

N mncli 25, WATLMEH xterm node iy 445 & 8 sh 36T 5 A xterm,
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S E sl FR h2 ) xterm, #] LLAY

5.5.5 HEEERIE

7E mncli /1, A link fy4, 258 808 H 52685 2%, 4% 34 link nodel node2 up/down,
Bl N A5 s1 PR h2 2 8] BERk, T LA

5.5.6 5 E A HALER 2 4% R A

B I --switch 1101 ER --controller 32 X5 i] DL 433 48 7€ K FH WIS e 8 70 1) =8 AL R 42 1) 8% , 451
oA A P SRR

1 NOX pyswitch
D EEHLR nox 1817

* cd $NOX_CORE_DIR
./nox_core -v -i ptcp:

SRJG ctrl-c RFE nox HEFE
2) SRJE 48 7E nox Ll

5.5.7 7%

BRANFE LR, ML S5 ST 4 725 18] (namespace) 1T 2 i 1 i R A 4 s #4
TEM 4 722 [6] (root namespace) H'. WIERARZELLLFTA Y SUA X BTS00, FEHRM
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% 5 2 Mininet

--innamespace 2%, HI53)77:’8 sudo mn --innamespace
W N TIHENK, EERAEST, Pra s s F —2E R a6, [Hitk, 78 h2 81
h3 8 s1 BAEA ps AAE SRR B M5 2 — 3, PR A 72 () AR 2

5.5.8 B3I ERL

-h, --help show this help message and exit

--switch=SWITCH [kernel user ovsk]

--host=HOST [process]

--controller=CONTROLLER [nox_dump none ref remote nox_pysw]

--topo=TOPO [tree reversed single linear minimal],argl,arg2,...argN

-c, --clean clean and exit

--custom=CUSTOM read custom topo and node params from .py file

--test=TEST [cli build pingall pingpair iperf all iperfudp none]

-X, --xterms spawn xterms for each node

--mac set MACs equal to DPIDs I
--arp set all-pairs ARP entries

-v VERBOSITY, --verbosity=VERBOSITY [info warning critical error debug output]

--ip=IP [ip address as a dotted decimal string for aremote controller]
--port=PORT [port integer for a listening remote controller] I
| —-innamespace sw and ctrl in namespace?

--listenport=LISTENPORT [base port for passive switch listening controller]

--nolistenport don't use passive listening port
--pre=PRE [CLI script to run before tests]
. --post=POST [CLI script to run after tests]

©help  BROANFIHPTA a4 30, Ja NG 2250 Hizar 4 ik

| dump ﬂEﬂﬂj RER

| gterm  Z45E T EITH gnome-terminal. 7E: TTASSE mn ik :
| xterm  Z55E _EIF R xterm
intfs B T 1P |
- iperf AN RLZIAIREAT R LI iperf TCP YUK
L iperfudp PN AU [E I E A B udp HEAT IR ]
L onet SR MIZSEEREE L

i noecho 12T HIE I, KM (echoing)

pingpair  {ERTPEHNLZ 8] H. ping I

- source MMM A
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- dpctl  FEFTA AL AT dptcl IATHI S A4, AHIN tep 127.0.0.1:6634
link R ATELR A 2 T

' nodes I FTA T BAE S

pingall T host 75 &2 [E] H. ping

. py #HAT python FikK

{ sh JB{THNIB shell dir 4

quit/exit 1B

5.5.10 H A #AE

AT sudo mn -c SR TIEHEECEEAE, EAMEEKE .

HAT exit =B 4 mininet ¥ cli, ITHT?"ﬁ BT RIS

py cmd {3 F python K47 cmd.

M mininet J5 30 J5 52210 5¢ A AT LA sudo min --test none

5.6 RLTAEE

THIRAE T — AN BAR B of switch (45 TR/ 48— L L m 2 i i 2
e, Bshvm, REHAT

AR —ADRIZE, =8 EHES -GNl E, ZHHLY ovs ZZHHL, FE5E remote
ey BRIAIAMD .

5.6.1 dpctl

] LA B)AZ WML i 2 3 AR I, Hodb tep i 11 6634 52 BRIA RS 3L W W o 11
AT

Al LUE B VRN R RS B
BERS, R NZ, $AT h2 ping h3 TLiEASRIm N . KL FRAT 75 228t dpetl Fahis inii
RI, KIFE R
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% 5 2 Mininet

. dpctl add-flow tcp:127.0.0.1:6634 in_port=1,actions=output:2
. dpctl add-flow tcp:127.0.0.1:6634 in_port=2,actions=output:1

UL ER R T LLE SR &GRS, R ATEAE h2 A1 h3 Z [H] ping i

5.6.2 &l

AT
5.6.3 XA 5HHIB T E

BATOTCAE B — AR il oy, BRONBA TR, AE N — & 2 ] ThRe )
AEHML . FE S BRI U i 1 A& 6633, LA T #5485 a8 bl 2 TRl 9 B A2 B A, mTBLid

i wireshark, FCE of it JE2E M &L B A2 A LER = Hl 28 2 IR HIH E . S 0EMH 5-1.
R 5-1 THHAITHIRZ BN EHE

Message | Type Description

following the TCP handshake, the controller sends its

Hello Controller->Switch . .
version number to the switch.
Hello Switch->Controller | the switch replies with its supported version number.
Features . . .
Controller->Switch | the controller asks to see which ports are available.
Request
Set . in this case, the controller asks the switch to send flow
. Controller->Switch L
Config expirations.
Features ) the switch replies with a list of ports, port speeds, and
Switch->Controller .
Reply supported tables and actions.
Port enables the switch to inform that controller of changes to
or
stat Switch->Controller | port speeds or connectivity. Ignore this one, it appears to
atus

be a bug.

R, FRATAT LA wireshark W22 55— A ping B h2 &3 h3 B, 42 il &% dnfaf
I Bh¥s DA B () 26 0 )38 bl . wireshark FH N 3t I 2%
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HREH B S HER 5-2.
T 5-2 RIMRFDAHEBIIE

Message Type Description
a packet was received and it didn't match any entry in
Packet-In Switch->Controller | the switch's flow table, causing the packet to be sent
to the controller.

Packet-Out Controller->Switch | controller send a packet out one or more switch ports.

instructs a switch to add a particular flow to its flow
table.

Flow-Mod Controller->Switch

Flow-Expired | Switch->Controller | aflow timed out after a period of inactivity.

5.6.4 f#H NOX

B et A Hfh R 2 AEIs 1T (b4 6633 i )

2 F ZNFTFFIZEAT tutorial B FH 1 nox, FTENHEANIERS B, AT 6633 5 1.,
HIFTEH RN FE R, W HNL B2 R IhER S nox.

W H ping MR, AN EHLEE, B switch 25 [HF— hub.
SR 5 18 115 2 ~/noxcore/src/nox/coreapps/tutorial/pytutorial.py H14CHY, ik nox TAER—
AN S) T BERIAZ L A 55 i 4 2% ofinclude £URY, BL A nox X &% AN (AT 4GRS H 5%
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% 5 2 Mininet

~Inoxcore/src/nox/lib/packet/. JBITHH S nox FEFF, FRATAT LALLAZ HALHIAT A SE I gEAL
HHAb . AT IRRIA I S 1 nox #2157, AR LAEHA chench S AT .

5.6.5 LRI EMS

AL R —A3CFd, B mn BEGHA . B0 S 44 29 my_cli_script
Ay EASRAT

________________________________________________________________________________________________________

5.7 AR

HEX mininet H 3K, FEAAHE 7 ASF H % (bin. build. custom. dist. example. mininet.
utiD A1 8 4~ 34 (doxygen.cfg. INSTALL . LICENSE . Makefile . mnexec. mnexec.c.README
setup.py) -

5.7.1 bin FH>x

£ 55 mn Al mnexec PIASAT AT S

® mn ff

py RREGSCHE, REFHATIIRERS, IS8, Flin-h Z55--custom 4%
7€ X MininetRunner 28, AN G BLRE & .
FEPATLIERA

parseArgs() /it %

setup() /3 F] mininet.net.init() KR BB 4T S I B

begin()

AT 2 S50, AFERIER S kAl s

/118 ] mininet.net.Mininet() 1 2 ® 4% °F- 4 mn

/I mininet.cli.CLI()I% CLI %%

1 mn.start() J5 3 X 2%

HBATFE 52 R 4, BRI cli, BV CLI(mn)#E A\ 22 H AR5
IFAT 855 I A mn.stop()i&

ARG ) = LM E R 5-2 FiR .
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[B]3R 5-2 MininetRunner &R =

® mnexec
mininet P47 SCF . 52— 2% python ARADHAT L R L A2 5l & Mk LASEEL R DhRE, B HER
PSR IR . 3 setsid Mz tty F2 . FEMEE =S 8)i24T. FTEN pid 5.

5.7.2 mininet T H3

mininet A< SEEL EARES H %, BHEE T .py VR4

® _ init__.py 3(fF

python AAE G A\ 451 SCAF

® clean.py

RPN BRI %L

sh(cmd) i [ shell K447 cmd;

cleanup() 5 EESLEG AT BE B T U BR R R B B S0

® clipy

€ X CLI 2K, 1E mnigfT 5 ML M i) ar AT, b - SNV & I 2. 491l

® log.py

sE B OH E ] X%, ® X = A4 2 MininetLogger . Singleton I
StreamHandlerNoNewL.ine.

® moduledeps.py

BEHAR WA A FE . 8 X 5 A% Ismod(). rmmod(mod) . modprobe(mod) «
moduleDeps(subtract=None, add=None). pathCheck(*args,**kwargs).

@® netpy

mn 2 G EE . SERERETT AL AT RE .

@® node.py

LI FDNRERI LA IS TN ST, BRI, BN RIESR R A
#* 53 R
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# 5 # Mininet

E%% 5-3 node.py H4kiE K FR

FAKIRE A

Host: %%[] 7 Node.

KernelSwitch: %7 [AIASHAL, (NRELE root 44 775 Al AT

UserSwitch: /2 75 [A] [ 52 # AL .

OVSKernelSwitch: Open vSwitch [ A A% X [AIAZ#eHL, (N HELE root 44 725 Al AT

NOX: NOX x| %%

RemoteController: mininet #M4 ], @i $E e IP bk TiER:.

@ term.py

SEBAEREAN T S IZ4T terminal (1 ThRE.

® topolib.py

ST RE FE E AN

Fu4E—> TreeTopo ZEA TreeNet pR%i. HI# $&4Les IR EEAN fanout (IRPIREE M, J5#
IR [E]— AR S5 R 1T Mininet (2% .

@® topo.py

BRI T30 AFE— L W4, BlanZeil, A%,

@® util.py

mininet [)—Y84HBIThBE, B35 shell AT a4, W& b A% 3 0 b 45

5.7.3 custom T HX

128 H 52 HI3R 30, mininet 7] LU i --custom mytopo iy 4347 1 F .

5.7.4 examples T H3x

AL 35— 26 I mininet 25470 44 F 451
@ baresshd.py

Mz 4T sshd.

@® consoles.py

ERENEREG .

@® controller.py

B — A 2R & IR 2%

@ emptynet.py
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BTG 25 TN

@® hwintf.py

NI R4

@ linearbandwidth.py

QI H & Xh S, FEREATIR

@® miniedit.py

I o I ) 2 P 4%

@ multitest.py
QRN I EREAT 2 AN

@® scratchnet.py

@ scratchnetuser.py

{8 FH 2 1) api B M2 .

@® sshd.py

FEEABIEE K host L3547 sshd.

@ treel024.py

A 1024 D7 R HIRPR S5

@ treeping64.py

B 64 AT R HIRPR G5 R FE I
® util TH

BLHE debian HIZ3EAIA, of N T 55,

5.7.5 HAt x4

@® doxygen.cfg

F doxygen A= A RS SRS IR T B S0 A
® |INSTALL

Yo I RS B

® LICENSE
PN

® README

TR B IIRE S

@® Makefile

. LM E .

@® mnexec

7] bin H 3%~ ] mnexec 3CAF.
@® mnexec.c

mnexec ] C JEACHE ST 1.

@ setup.py

1N
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6 HXINH

%#6.177 Openflow

TH F 10
http://openflowswitch.org/

of %

http://www.openflow.org/wk/index.php/OpenFlow_Tutorial

%#6.277 OpenvSwitch

TH F 10
http://openvswitch.org/

6.3 NOX

I H 301
http://noxrepo.org

T H wiki
http://noxrepo.org/noxwiki/

#6.477 Mininet

Mininet 1 F 1 F2
http://www.openflow.org/foswiki/bin/view/OpenFlow/MininetWalkthrough
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