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it H, Android FF & # Trevor Eckhart &3 Carrier 1Q 2 &) 58 5his 5 i S AE T AN FHL
RGP A T BRI EEAT N[ -

G E T ARR2)

“Carrier 1Q B )R F MR R MG T4 2 BEB)E R 75 1 7 15
FIE B/l ) 17 NI M T (IR

K E NIz E RS Sprint [ 5 A Jason Gertzen 7L HBAF 1 FR:

“E (Carrier 1Q Z*FJH9 i) FEFEL BT, AT THERNTES B 50 a5 19/ /7
5 I TR B LRGN PG F R T o Bl TR A2 LR g
HIK IG5 HEH S IS

SR, MRAEZ A T AT L AA BRI BORE %7 i i85 5 ARG AE B,
T A S5 s AR S R TR IR S, BB AR, AT N AE A i e, B
FERAEISA . B A B B B I KBRS R B AL g e A o X B4 6L
etk nl 5 Carrier 1Q AR RSS A BEATGEvH e JLAR AL 577 b nl LIRS IMEL 5 1M
SR AN A& BEAT VRN 1) 3 Sz ad s &l RIAD ™ IOBEAA R 58 A Bk e 45 1% 8 ) L L i

1Z'E W Verizon Ml Sprint fEILZ K FHLAP L X —#F, W& Android. Symbian Al
BlackBerry — /M- o FHOCHRIE IR 52 5 Wi e 45 £ 1A 1.4144[4] - 2 AW =TJ7 & i ROM
PR, 1l CyanogenMod, 84 R IX — A

HAFEG)S, Carrier 1Q A F] 1] Trevor Eckhart 54K T 15 ¢ 50 Z4 42 B PR 457 1 - A28 1 F bR
PREAT IR A2 2w B SR AR AL AT TS H Eckhart (W4T 4 52 21156 B Z AR RLLEE
Fefky. 11 H 24 H, Carrier 1Q AWl BUBSHRYF, FERHRSRIHIARN: “ AP P $cH, i
Riitr, HIEHIRERTE, HAZ R, MG ES, T HITNE )25 7] GE Hi DR 1 &
[ )8 B T EE RS- 5K (5]

2. FIRSHLA

LRI TR EIR AT S IARRREARTEAT TR T T E SR B

v 1{E Sprint AFH 7 ROM 1. ZANEE =7 i ROM H ok BLIZAE A
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v HTEAR TR S A EREA

v AR ZATEN ROM IR,

v FEARE MRS B E WA AT S S

v AR S TR TN 2 AP ESAAS B AR

Vo OREAR AL TR AR B (N BERA T R IR A i IR 55 A K4 XA
v ORERRITE, BT A AHUR S

v ORERIEAT )R, el A B A SRS A AT

Vo YRR R R A YRR WAP RS, SRR AR R BRAAE R R
B e o)

v iZFEAAEAE Android. Symbian. BlackBerry =& (3R F R A
v SRR R AR P AT 0 R0 EA S s e B R
v’ CarrierlQ 2 ] (7= S EFITGERE AT BL 55 —AN A B 1 B L™= SR A H P B

v CarrirelQ A RS2 6 MR 55 SCRE SR AE T WU (R SR 238, JFRESRIOITAT 7]
A B PR R 40 B
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= FERERRE

1E Carrier 1Q AR FRFITR, FiZHAFAE Android. Symbian S60. BlackBerry 4.7.0
ARSI A, b, 5t Android 248, HETCAILL FRIFL ROM HfEfE iz iaE (K

1):

> Sprint A )4 HTC G3 Hero T-HI4Z ALK 77 ROM

>  Sprint /A ] i HTC EVO 3D Shooter #3241 77 ROM

> OMJ }j HTC EVO 4G F-HL& HIf¥) Android 2.2 %5 —J5 ROM

> Villain y HTC G3 Hero F-HLE HIf) 25— ROM, 5.4 F1 5.5 fix

>  Synergy A HTC EVO, INCredible, MyTouch 4G T-H15& I %5 =77 ROM

A yample\OMJ_EVO_2.2_Froyo_v4.6_deodexed.zip\system\app\
E=4 73 K
| HtcFootprints.apk 645 092
| HtcFootprintsWidget.apk 724 922
| HtcLocationPicker.apk 97783 !
| HtcLocationService.apk 85 785
| HtcLockScreen.apk 677 968
|_ htemailwidgets.apk 632 570
|| HtcMessageUploader.apk 15 151

3 il IQ\Sample\OMJ_EVO_2.2_Froyo_v4.6_deodexed.zip\system\lib\

E8
|_|libcamera_client.so
|| libchecksum.so

B libciq_client.so

B
| libepta.so

| libcpt9provider.so

|| libcrypto.so
|| libctest.so

P
77748 |
9292
116 356
38 608
350 368
345524
771 800
5172

B 1 ZERI# ROM & IZ 54

BEAh, WA RIS, BANZ AN =5 5E % ROM $RAEE T 4647 TRl 3R AL ) e
17 ROM H#2 Kk Carrier 1Q BAFAHKINALF.  HATAEES7> ROM A3k ] AT S| Le R A 1

B AR (2,
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53 7 E\CarrierlQ\Sample\srf-1.2-final.zip\system\lib\

=4 5 Fh
|_|libImmVibel.so 388 343
|| libiprouteutil.so 23 696
W] libig_client.so | 134 628
L libjnigraphics.so 5036
__|libjni_latinime.so 9 376

2 H=7 ROM FRERHAH

FIRFT7 ROM HMIZE =77 ROM £ KR A R AMEH i sE fl g, b —feA &
SO AR MR REHRF, A B A B THUH R SEAF XA, IF BAETHL
hRIYIEAT (181 3),

‘ (] R#£TF 2010-4-24 23:11 | OFEEE i
RFT 20104-25 10:58 =¥ SATiE BHE IR

2. 1RG5 BHtcIQagent® AR, HHAM, FILRT, WHF? || 5.
D HicIQagent , ¥ | FRiF

_ R
08, BERFE, AFAE, 2508, HALiEwE-

: | 1. #HEEIRARN, BEAHcQagent, XMETHAMMN?
£%TF 2010-516 11:58 B PATE BHS MR [

i g | Bt (219t , RATRENE, SHIELMIHILL:
HtciQAgent SLE A MR ERIBATIA u
thanks oza 1. ©98-05 16:40:17.269 I/ActivityManager

( 1685): No longer want com.syncagent (pid 3601): hidden #16

2. ©8-85 16:40:17.309 D/CIQ ( 1685): throwUI15 com.syncagent

e3. 28-85 16:40:17.309 D/CIQ ( 1685): processName com.syncagent

94. | ©8-85 16:40:17.309 V/Performance

( 1752): >>com.android.igagent.AgentService@4@671760 onStartCommand:Intent { act=com.:
5. ©8-05 16:40:17.309 V/Performance

( 1?2): <<com.android.igagent.AgentService@4@671760 onStartCommand, 1ms

[sKkHh] 159 7 Evo 2.3[5 8 RHMHTC IQAgent ( fEilfEcom.htc.android.iqagent) BE/M21E ?

[ £%T 2010-114 09:20 | UER(EE | @FXMI | F160

3 EARRMOFIHREFEEZRYE
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£E9 HTC FHUR AL Android ROM H1, %524 i LA SO
® /system/app/HtclQAgent.apk
® /system/app/HtclQAgent.odex
® /system/app/IQRD.apk

® /system/app/IQRD.odex

® /system/lib/libhtciqagent.so

® /system/lib/libcig_htc.so

® /system/lib/libcig_client.so

® /system/etc/igprofile.pro

® /system/bin/igfd

® /system/bin/iqd

Forp S A APK A, = SO BhaSHERA, WA ELF Wl AT 30, BN
B AT igprofile.pro X LA 341 7 ROM FF Y ASANFI IR H SR o 1 DXL SR IE — 3 HT o

2. APK TENMH

1) IQRD.apk

IQRD.apk H1—Mk%s com.htc.android.igrd.IgService, — /NI #E com.htc.android.igrd.St
ateReceiver fll— %3 com.htc.android.igrd.lqActivity ZH /%, %A B 83 B br. (EistTi,
FOR TN N (& 4D, Jerp— MRS il A AT A B0 45 -

® com.android.phone.HtcCdmaPhoneApp . WAKE_CIQ

® com.android.internal.policy.impl.SHUTDOWN_CIQ

® com.android.phone.HtcCdmaPhoneApp.DISABLE_CIQ

® com.android.phone.HtcCdmaPhoneApp.NAI_INFO

T3 N IAAT R A
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® com.android.phone.MESSAGE_SENT
H AT IAN R E X AT A WA R i &

IntentFilter locallIntentFilterl = new IntentFilter ("com.android.phone.HtcCdmaPhoneRApp.WAKE CIQ");
localIntentFilterl.addaction("com.android.internal.policy.impl.SHUTDOWN CIQ");
localIntentFilterl.addaction("com.android.phone.HtcCdmaPhoneApp.DISABLE CIQ");
localIntentFilterl.addAction ("com.android.phone.HtcCdmaPhoneApp.NAI_INFO");

Context localContext2 = this.mContext;

BroadcastReceiver localBroadcastReceiverl = this.mFDReceiver;

Handler localHandlerl = this.mHandler;

Intent localIntentl = localContext2.registerReceiver (localBroadcastReceiverl, locallntentFilterl,

E 4 I1QRD.apk SEAHE S
|QRD.apk 5 ZL [ AAM R 1T -

® CALL_PHONE: ARVFNHFEFAEEAMN ARG OLT PRITH .

® READ_PHONE_STATE: FoVF FHFE P U5 nl e45 LI RE . A MEAL PR ¥ N FH AL 5 mT
e LT SR P o), B IEAEE L, LUK 5 1545,

® SEND_SMS: FuVFM HHFRIT AL A .
® CHANGE_NETWORK_STATE: FCV/FAY FHRET 56 o0 4 i B IR A o
IQRD.apk 1 ] T —AMEF I JEPE: android:sharedUserld="android.uid.phone", & i%)&

PEESK 5 R sl un N T FL Y Phone.apk B MR 4. WE TiZEM)E,
IQRD.apk 5 Phone.apk ¥ LAAHIF] 1) UID 384T, PRI (R0 o] DA 58 42 g 0 5 3R 145

TEZFEA () CDMA AT, £33 B /2% K] ESN. MEID. MDN. MSID. PRL. SPN. MIP.
NAI 2543 5, A04E NAL [ P 4R350 (8] 5). % GDM &%, TSz ECEL 9 28 AF 3 1143 L
41 MCC. MNC. APN %,
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public void readNAIPasswd(int paramInt)
{
StringBuilder localStringBuilderl = new StringBuilder():;
String strl = NV READ ITEM NAI PASSWD;
StringBuilder localStringBuilder2 = localStringBuilderl.append(strl);
String str2 = String.valueOf (paramInt);
String str3 = str2;
if (paramInt == 0)
{
Message localMessagel = this.mHandler.obtainMessage (14);
mPhone.requestHtcDMCommand (str3, localMessagel):;
return;
}
if (paramInt != 1)
return;
Message localMessage2 = this.mHandler.obtainMessage (15);
mPhone.requestHtcDMCommand (str3, localMessage2);

Bl 5 IQRD.apk j%EX NAI Z#5
2) HtclQAgent.apk

PREA U — MRS com.htc.android.igagent.AgentService, LAtk 44455 25 N1
T com.htc.android.igagent.action.ss1c AT Ao IXEEAT A SEBR b5 T AL A P i A ok

L ARG T LA 2, Carrier 1Q ¥ IX L8l AT A IR GBI Z N metric, XH5HH
Ji BRI LR R i fir 44 2 — 800 . BART S, A RGP 2 5 B0E — 4
B ThiR (& 6), FHAHT ] byteToHexString & ZAI hexStringToByte 4 ix L6345 B —> metric
HEATHT R, MTTEF2RALT com.htc.android.iqagent.action.sslc HIAR 25 il & 4T K SCBE R AN R )
L/

if (paramString.equals ("com.telenav.app.android"))
{
i=12;
continue;
}
if (paramString.equals("com.htc.soundrecorder"))
{
A5:=%
continue;
}
if (paramString.equals("com.android.vending"))
{
q==ls
continue;
}
if ((paramString.equals("com.htc.android.omadm")) ||

{
i = 24;
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B 6 HtclQAgentapk A KEFMEMRHFREMRG X R
PZAEAS TP I ) IR B LA
® com.htc.android.htcime
® com.android.phone
® com.htc.calendar. com.android.calendar
® com.telenav.app.android
® com.htc.soundrecorder
® com.android.vending
® com.htc.android.omadm. com.smithmicro.DM
® com.htc.android.mail
® com.android.browser
® com.android.calculator2
® com.android.calculator
® com.google.android.youtube
® com.htc.pdfreader
® com.htc.music
® com.google.android.gm
® com.android.ft
® com.android.googleserarch
® com.android.mms
® com.android.launcher
® com.android.packageinstalller
® com.android.settings
® com.android.updater
® com.google.android.apps.gtalkservice
® com.google.android.apps.maps
® com.google.android.talk
® com.htc.streamplayer

® com.android.camera
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® com.google.android.googleappps
® com.htc.dcs

® com.htc.album

® com.amazon.mp3

® com.handson.h2o.nfl

® com.handson.h2o0.nascar09

® com.mobitv.client.sprinttv

® com.htc.android.teeter

® com.telenav.app.android.sprint

MR A A IR S5 BN IRIAT Ay, AZAEAS LR B30 AT RIAT 0 B RN IR Ry, 30— 048k
AN IR B, B BAR GPs HUBRAL B A5 HAE (18 7).

H—PHh, 4 HtclQAgent.apk 4L RIX 485 B 5, HAHD htcigagent.so [ SCAFFE ALK
AR INEEZ T, F i SE R RA B ) R 55 25 4248 o

Intent locallIntentll = localIntentl;

String str28 = "GPSRequestType";

int i14 = 0;

short s12 = localIntentll.getShortExtra(str28, ild);
Intent locallIntentl2 = locallIntentl;

String str29 = "GPSSource";

int il5 = 0;

short s13 = localIntentl2.getShortExtra(str29, il5);
Intent localIntentl3 = locallIntentl;

String str30 = "GPSResult";

int il6 = 0;

short s14 = localIntentl3.getShortExtra(str30, il6);
Intent localIntentl4 = localIntentl;

String str3l = "GPSFieldsValid";

int 117 =0;

short s15 = localIntentld.getShortExtra(str3l, il7);
Intent locallIntentl5 = locallIntentl;

String str32 = "Latitude";

long 19 = 65535L;

long 110 = localIntentl5.getLongExtra(str32, 19);
Intent localIntentlé = locallIntentl;

String str33 = "Longitude";

BE 7 HtcIQAgent.apk £ GPS 58

3. SO FISHHERE 4

HtclQAgent.apk i T htcigagent.so $2HL1) INI #2100, 5 & SEfr B HjE— 382,
EEEMERE (& 8), —ZUn Java_com_htc_android_igagent_Controller_submitAL16,
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FETEHELE APK (1) NI #5211, X6 bR £ 25 1 FH N 30 SE B TE 4 actionALL6 FRTRR 2. APK 3RTSH
BRI B m AN E, X2 action PR MIIRBUX S50 4, W ILPHRE K, &5
IQ_SubmitMetric KEATIXELE M, FRRHE BORVERIE N S HL A E .

Java_com_htc_android_iqagent_Controller_submitNT1C
Java_com_htc_android_iqagent_Controller_submitNT07
Java_com_htc_android_iqagent_Controller_submitUI08
Java_com_htc_android_iqagent_Controller_submitSS1C
Java_com_htc_android_iqagent_Controller_submitSS1U
Java_com_htc_android_iqagent_Controller_submitSS1V
Java_com_htc_android_iqagent_Controller_IQInit
actionWAPPush

actionSMS

actionUI12

actionUI09

actionHWO03

actionLC18

actionNT1C

actionNT07

B 8 htcigagent.so FHIERS K EL

IQ_SubmitMetric SILT libcig_client.so H'. ‘& & 5 H ig_metric_might_be_interesting
BR K DRI A A SO R () B R, SRBCU RTINS R, 285 A ig_submit_metric #2484k
ﬁo

4. BEXH

A igprofile.pro TN ROM [f]/system/etc H 3. Z i nes, HIELPAE—A
53 BHSCH URL iR

https://collector.iota.spcsdns.net:10003/collector/c

Hr 184 collector 15 X ok “H84E5 7,

igprofile.pro # iqd iX /N AT A A o

5. ELF AJHiT3i4

FER AT I iqd 1, LR URL:

http://collector.sky.carrieriq.com:7001/collector/c?cm sl=5
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. HERZEST

TEREREARITFHLR, “ Bra N R 751K AL 5 4 4 HTC 1QAgent A1 1QRD IR T (&
9)., HHr, 1QRD FE MR 10 fiw.

TEARHMIAL, FEEA ROM ) 1QRD BTl AR LEIL/E AndroidManifestxml H135%, £
HE AR L

o AVFEIANHEIKANG R

® iR, HL. HEFESEE

© AR 45 SRIDUH NS (1) 1ty BEAV B

® GUHEFIER, Internet V)]

o kI

® EFAEHE. U WI-FiOIRES. U Ul WE . BRARG S RWE . WERX. B
APN ¥ 'E

XL PR T HAE AndroidManifest.xml W F IR, &SRR T L= UID:
android.uid.phone, AT AJ LA RZGeF2)/F com.android.phone 1AL .

&b 1 10:30em | f Ll % 10:31 pm
Application’info Applicationinfo

@ HTC IQAgent @ IQRD

Total 48.00KB
Application 48.00KB
Data 0.00B

Storage

Total 28.00KB
Application 28.00KB
Data 0.00B

Launch by default

No defaults set.

Launch by default

B9 #AMEMEBERF
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x}’ A @1 10:31 pm x}’ A== 10:31pm
Application'info Application'info

Permissions " "
4\ Your location

plication can access the following on your

A Network communication

A Network communication

B 10 IQRD FiER

FEA 2S5 3 il %% AgentService (8] 11),

Running services

HTC IQAgent

Process: com.htc.android.igagent

AgentService 04:05
Started by application: touch to stop

11 HtclQAgent F /5 HIBR 55

APV EIE NG, B0E 80 Google HERIN, AR I IAE E (B 12D,
XL fE L htcigagent.so SO AT B4 AR S e 16, A2 T 3L ONE 2
Java_com_htc_android_iqagent_Controller_submitAL15 HJ=ZELHE (8] 13). 1% INI 212 LE
HtclQAgent.apk 84 T 55 Web 15 ) A 5¢ 1 K& ALK e 0 F 1

EEAERENREAISAT IR, BT Tl 3R 3 5 (R A% B RAT T AR 1K) I 2 B8
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Application Tag Text
com.htc.android.lgagenc dalvikvm No JNl UnLoa
com.htc.android.igagent com htc android igagent Controller | submitALlS5
com.htc.android.igagent com_htc _android igagent Controller | submitALlS
com.htc.android.igagent com _htc android igagent Controller | submitALlS5
com.htc.android.igagent dalvikvm GC_EXPLICIT
com.htc.android.igagent com htc android igagent Controller | submitALlS
com.htc.android.igagent com_htc _android igagent Controller | submitALlS
com.htc.android.igagent com _htc android igagent Controller | submitALlS5
com.htc.android.igagent com htc android igagent Controller | submitALlS5
com.htc.android.igagent com htc android igagent Controller | submitALlS

E 12 1QAgent MiiAyiARIER

EXPORT Java com_htc_android iqagent Controller submitAL15
droid igagent Controller submithAlL15

PUSH.U {R4-RH,LR}

LDR R4, =0x1918

HOU R7, R2

ADR RS, loc_17DB

LDR R1, ={aCom_htc_androi - Bx30E8)

; DATA RXREF: Java com_htc_android igqagent_

ADDS R3, R4, RS

LDR R2, ={aSubmital15 - B8x30E8)

Moy R4, R@

ADDS R1, R3, R1 ; “"com htc_android igqagent Controller"
MOUs RB, #4

ADDS R2, R3, R2 ; “submitAL15"

BLX __android log print

LDR RO, [R4]

13 htciqagent.so H15% & #9iER K53
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>
5

AN

T, WA

1F Carrier 1Q A " HIESIE R, H1ZHBAE(E Android. Symbian. BlackBerry =/ F- & 1]
PR A :

® JiI T Android R %i) IQAgent.apk

® J{I T Symbian S60 %[ 1Q_AgentVM_S603rdMRd.sisx

® JHT BlackBerry 4.7.0 Z%:i[t] IQAgent.cod %5

BRI R 0, H RS B A EREAR R AT R BRI R

GriT, BARE SRR AT ROM KA LA AR Z MBI AL, BRI R 1T
N AR ZE S X WS AR R TR B .

NN Android FRAS 20T

1. FSoir

GFEAT B L2 IS TR, 4.
® INTERNET: FVFNHFRFAIE M4 &R 7.

® READ_PHONE_STATE: FoVF FHFE P15 ) e 45 LI RE . A3 LA PR ¥ 3 FHRE 7 mT
R LT SR P o), B IEAELE, LUK 75 4%,

® RECEIVE_BOOT_COMPLETED: fui/FN AR AE R 5EHUA 30 B HATH ).
® RECEIVE_SMS: Jui/F N R OR AL BRI

® MODIFY_PHONE_STATE: foi/F R P4 2 1 i DI g . HHE A PR R B FH A2
JPa] BAT U1 4 FTIFRIOC I E B 5 45, A,

® CHANGE_NETWORK_STATE: fOUF A R 58 o X 4 i e IR A o

®  GET_TASKS: JCVFN HIRE R R AT OC i Al isdis AT AR S5 1A R B TR
A L R AT SR A N TR P R PR £

® ACCESS_NETWORK_STATE: FoVr HFE P& A Fr M RS

®  ACCESS_COARSE_LOCATION: 1Jj [ FHL I IV B 05 LA s TF- WL R AR B o

®  ACCESS_FINE_LOCATION: Vj il FtHE RO E IR, B THL L B E L RS .
®  ACCESS_WIFI_STATE: AVFNHFEFAEH K Wi-Fi REREE.

® READ_LOGS: SC¥FNHIRE T MRS H i iﬁ“{ﬂiﬁéﬂlﬁﬁo KRR, NIy At
AU LR T FAUE IS D0 — e fm B, e T e & A M5 R A R R
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® RECEIVE_WAP_PUSH: Fi/F[ 2P HCHIAREE WAP 15 5o

®  PERSISTENT_ACTIVITY: FUVFN FHFR P 0 FFELISAT, XFE R G EA GeR LA T 1A
N FE -

® PROCESS_OUTGOING_CALLS: Fti#FIY HFE e A B ANk il ol B OB R 4T 1050, %
BN R ARSI AT R S L AME .

®  WAKE_LOCK: JuiF LB 1L FALE AR -

®  BATTERY_STATS: FUV/FM& clolcAR it rE Al FH S DL Ge v B o 5l N FH FE P AN R4 H
BERUR

TN BRI EOCH . REE3h5E A MRS SR RN, K & L EC#S com.c
arrieriq.trial.service.receivers.BootCompletedReceiver, %552 %% )3 855 com.carrierig.trial.se

rvice.lQService,

IQService R ¥ R 48 A, 1R RS BT P AN A 3 ZE SC A libig_service_trial_1.6.50

libig_service_trial_2.2.5s0 Z—

CIQHTTPUploadTransactionProvider:CIQHTTPUploadTransactionPr..
CIQHTTPUploadTransactionProvider:CIQHTTPUploadTransactionPr..
CIQHTTPUploadTransactionProvider:Initialize(void (*)(void *),void (...
CIQHTTPUploadTransactionProvider:NetworkSubscriber:IssueArri...
CIQHTTPUploadTransactionProvider:NetworkSubscriber::~Networ..
CIQHTTPUploadTransactionProvider:NetworkSubscriber::~Networ..
CIQHTTPUploadTransactionProvider:NotifyNetworkFailure(void)
CIQHTTPUploadTransactionProvider:NotifyNetworkReadyCallback(...
CIQHTTPUploadTransactionProvider:OpenTransaction(char const*,...
CIQHTTPUploadTransactionProvider::Shutdown(void)

o o oy ey ey

& 14 libig_service_trial_2.2.so R T HTTP &

AREAK IR IS, YRS “#*472348” I, 25 1EIXROENY . %560 L7 5
15 T B USSD AUHS .

public void onReceive (Context paramContext,
{
String str = paramIntent.getStringExtra ("
if (str = null)
return;
if (!str.equals("#*47234#"))
return;
abortBroadcast ()

Bl 15 IQAgentapk 2T ERIESHE

A, EREARLEEAT GO PN ICES , 23820 android.providerTelephony.SMS_REC
EIVED F! android.provider.TelephonyWAP_PUSH_RECEIVED | 4%, 7E B0 1415 5 WAP #E% (5
BG, BHENZE, A checkSMS 1 checkWAPPush 771347402 . SR 2 r E M N 2,
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RS TESEAEY Y

localIntentFilterl.addAction ("android.provider.Telephony.SMS RECEIVED");
int i = variantHelper.getSMSPriority():;
localIntentFilterl.setPriority(i);
Context localContextl = this.myContext;
BroadcastReceiver localBroadcastReceiverl = this.mySmsReceiver;
Intent localIntentl = localContextl.registerReceiver (localBroadcastReceiverl, 1lc
SMSReceiver.2 local2 = new SMSReceiver.2(this);
this.myWAPPushReceiver = local2;
IntentFilter localIntentFilter2 = new IntentFilter():
localIntentFilter2.addAction ("android.provider.Telephony.WAP PUSH RECEIVED");
try
{
localIntentFilter2.addDataType ("*/*");
int j = variantHelper.getSMSPriority():
localIntentFilter2.setPriority(j);
Context localContext2 = this.myContext;
BroadcastReceiver localBroadcastReceiver2 = this.myWAPPushReceiver;
Intent localIntent2 = localContext2.registerReceiver (localBroadcastReceiver2,

E 16 1QAgent.apk HEWEEF WAP #EER

checkSMS Fl checkWAPPush 55 i Fafisk INI 42 LR AR AR SEIL . L INT AR A 43 511
T libig_service_trial_x.x.so H[f] 1Q_CheckSMS FI 1Q_CheckWAPPush P& %L, X P> R Huks &
FAG A WAP HEIE(E BN, Bl “//ecm” FFk IR Rl e ik, s /e 10t — 20 4 1)
F D RZ AR AR B B AAE AR B RS54 -

W =
LDR R2, ={gFrontend_ptr - BxB23F8)
LDR R3, =BxFEDCOOG5

ADD R7, SP, #8x38+var_20

LDR R4, [R4,R2]

STR R6, [R7,H#4]

STR R3, [SP,#8x308+var_20]

ADDS R4, #OxFC

LDR RO, [R4,#06x38]

BL IQPorting_CriticalSectionEnter

MOUS R1, #8
MOUS R8, R7

BL IQPorting_ClientConnectionSendToServer
LDR RO, [SP,#8x38+var_28]

MOUS R1, R6

BL IQPorting_ClientConnectionSendToServer
LDR RO, [R4,#6x38]

BL IQPorting_CriticalSectionLeave

B 17 BREFERGNEERSIERFERS

TEFIERAN ROM WIFEAH, FAT T AL T RS . HtclQAgent.apk 1 H B 55
BTN ER R 4T A com.htc.android.igagent.action.smsnotify I com.htc.android.igagent.acti
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on.wapnotify, 43 X N RS 18 KT WAP HEIEIE 1. X AT WK F htcigagent.so HGT Y

FINI B, Fe IR NI SEBLE 2 T libcig_client.so H111) 1Q_CheckSMS A1 1Q_CheckWA
PPush pK%.

2. ISR

W AR AT 5 IE A PRAE BT BT L8

R )G, A4 4 Device Health Application (& 18), A AEMIEbs, HFTaA R
ENGIP

N E a=2157| AP H 2 .l = 21:57
MEEFER RFIEFER

Device Health

f#1&
S8 7.36MB
NAERF 5.85MB

i 1.50MB

APREIE

O 2385

18 REFFFH YRR

ZARA IR B R4S 44 4 Device Health Service (& 19).

Device Health Application 4.2MB
#%2 : sys.DeviceHealth

Device Health Service 01:21
RN AEFEI : ftiEa]{2LE

19 XA E R AR
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BT ST O R TR IEAT )R, SRR K Y “ DeviceHealth
Monitor” [EA, sididE NG, MBL—AJLFEAFm (200,

20ME1M B 220, A= 2 .l = 21:58

REB

% Il 5] 21:58

ll DeviceHealth Monitor

IEE#HITHY } . y

actively monitoring device health
¥ DeviceHealth Monitor

DeviceHealth Monitor 21:55

b PEL]

HERELAE Y USB iE Y

USB IBiX B ik
i#4% /87 USB 8,

——i
20 RAMRGHRTERFFE

MARIEAH R T 25, HAFSbr EAE—ANEGI S (K 200, MWILERCE SR, &
T4 1Q Agent Settings (1353, HHTIFARN IR, WFHI DG, es T 2M
17N Al s RE
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3L % 1112 5:43 PM
1Q Agent Settings

IQ Agent Active

Stop IQ Agent

Logging Disabled

Enable L OggIng

CADeT Connectivity Disal

Disconnected

Inbound CADeT Port

27020

Outbound CADeT IP Add

10.0.2.2

Setup Proxy

Mode Off

Agent Switch

Turn on(Default)

F Media scanning completed

1Q gent Settings

Turn on(Default)

Agent Logging Disabled

turn on this log

Modem Logging Disabled

turn on this log

Service Logging Disabled

Client Logging Disabled

turn on this log

Metrics Logging Disabled

turn on this log

Bridge Logging Disabled

turn on log

Network Logging Disable

turnon log

21 RARKRERTARBREERSE
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75~ CarrierlQ A& %R #r

1 Carrier 1Q 22 W FEHENI A G MR 557 w55 I 5%

HLZFR AT LS BRI RAAE R (K 22), B!
® SMS_PullRequest_CS: FFiE SMS Fa A5 OKAT, X — i 5 a0 A 1A — 2k
® Scheduled: HZUEENT, JHIA & W4T A

® ArchiveFull:

® PackageCreation:

Ipload Time

10:05:29.012
17:20:11.983
17:20:11.747
17:20:09.509
17:20:03.962
17:20:03.119
17:19:56.384
17:20:01.927

& 22

R TR B A B AL BB 2247 2
T Z IR IR 2%

1 - SMS_PullRequest_CS 100001
2 - Scheduled 250701
4 - ArchiveFull 250701
4 - ArchiveFull 250701
2 - Scheduled 250701
2 - Scheduled 250701
4 - ArchiveFull 07

4 - Archiverull

ZHMRESFBHEARERIER

Jo B RS SCHEERRE 2 IMEL, IMSI AT (] 23):

Sessions for De\, ;e with Equipment ID = '004401073498707" and Subscriber ID = '310410210667311"

Enter page nama: sessions list

O Il'ereocrdll‘
for the rrbier o
/ Sexien GUID

1 = ' 14BDIIBAADEEFC 14ZFE7ACDBAZCOCEZED
z ™ LAUZEES19N ] SSEFE14551 7951 5005885
3 vl S IEOCERA DARATEATTZ2O4TT660969
1 | AS1DOAFBZ1SFFFCY7EEE685(

s E SA745B3554¢ACSCRS S77EDALACE
€ O AF3533F01 DEFIBSEDAIEALEF B1 27

A 23

only selected: |~

Select packages 5 based on your oreferen:e h

e apareas e 2ase the value to see more records.

selected sessions
o Upload Time

2008-11-28 10:05:29.012 911894705 ;I;IS_PulRequest_‘S
2008-11-28 10004:29.677 911894645 tl;r;IS_PuIchucst_l:G
2006-11-28 10;04:06,353 911694623 ér;ls_PuIF.equest_S
2008-11-28 10:03:27.573 911894586 ge'ckﬂﬂwnm
2008-11-28 10:02:77.415 911894526 g;d’m}eamn
2008-11-28 10:01 126,792 911894465 :a'tw‘:ma"m

[ &= &3 IMEL/IMSI Zif]

gekb, TR B BLN A7

Choose to save all/only ‘

| Profile

n
100001

ool

100001

100001

[exull

100001

Transaction

MR LEIL R, 7T LR B0 BT LR ER I metrics, BRI AT 4 MBS AAE Bl
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Metric Log Display XML export of Download binary
package(s) data package(s)

N 27/
” g _—~

Export. XML Tor Upload XML X0u=y XML sxport for S1M SINARY Rexocess package(s)

time metric trigger model RAW_BIN K o
2008-11-28 1003°38.376 5518 UPIH (ol US4LZ/510H55 9508200 Metric
m

time metric trigger hwserlal RAW_BIN

2008-11-28 10:03:38.393 5514 UPTR  COMOIC73496707 19al12751d<CO303434303130573334395637303 700 7

time metric trigger msid RAW_BIN | Tﬁgge'
-11- 38 4 PTR ~e2i2iE2i0000000e assc

2008-11-268 10:03:38 416 5518 U

time metric trigger vers RAW_BIN

2008-11-28 1x03:38 417 SS1D  UPTR OECAAZIORRTIN 3112751043058 5434141323 13085363733313 100

time metric trigger vers RAW_BIN
200B-11-28 1003 38.434 SS1E  UPTR  12041731% w
Device Identifiers
Directory Numbar Equipment (D Subscriber 1D
e DO%901073498 707 -3109102105673 11 -4

time metric trigger clgaver
2008-11-28 1003 38.434 551Q UFIR Q3.2 4

time metric trigger carrler R View All Sesslons  View All Sessions
2008-11-28 1003 36.434 S5S1R  UPIR AT +

24 ReEFRAUEAIIRFHEEFIZR
SHEE B WAL, ATRLER AR A 7

\
time \ metric trigger uctransactionid ucProtocol ucsendsegnum ucMessageType ucchannel ucMessage RAV
2008-09-17 20:5! 2 GS31 DBGD  255- IQ_TRANS_ID_NOT_AVAILAELE 6 255 - 1Q_SEQ_NUM_NOT_AVAILABLE 21 5 - 1Q_ CHANNEL_SACCH 05153492058b126495220928291c3¢6f20281 114
time metric trigger uctransactionid ucProtocol ucsendsegnum ucMessageType ucchannel ucMessage RAV
2008-09-17 20:55:08.}, ) GS31 DBGO  255- IQ_TRANS_ID_NOT_AVAILABLE & 255 - 1Q_SEQ_NUM_NOT_AVAILABLE 21 5 - IQ_CHANNEL_SACCH 05153d54638b126432520530=91c06f20281 1016
time. metric trigger ioni ucmascagetype ucchannel ucMaceage RAW_BTH
2008-09-17 20:55:06.866 (GS30) DBSO 3- IQ_PROT_DISCR_CALL_CONTROL 7 6 - IQ_CHANNEL_FACCH
time metric trigger ioni ucMessageType ucchannel ucMessege RAW_BIN
2008-09-17 20:55:08.866 |GS3MM DBG0  [INIENEININEESTEE 3 0 - HO_ENUM_DESCRIPTION B4 6- 1Q_CHANNEL_FACCH 033f 421720e1d20003000f05038¢
time metric trigger calllD state \'\{W_m
2008-09-17 20:55:08.955 GS02 DBGO 52069 4 -IQ CALL_STATE_TYPE_ESTABLISHED 9Brre3¢Sch00X004

i £ -

time metric trigger uctransactionid ty Out-of-range metric RAW_BIN
2NOR-19-17 PN:55:NR.Q77 GS3N DBGO  285- I0 TRANS ID NOT AVAILABLE &- 10 PROT DISCR RR 30 l values highlighted 2b2b2babb bi1720s1d 20

25 RaErmTUESFLRAKNE
XA L%, P4 T AR AN 7 BUIK 5 SRR -
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» PC Metric Category i ;
b PP Metric Category Organized by metric
» PR Metric Category e —— category
¥ PT Metric Category .
b QA Metric Category Valid data ranges
e [ Field descriptions shd daaipe
b RC Metric Category | P | ] / i
¥ RF Metric Category / /_./ | /
/ §
» RFO02 - Charel Frecuency 7 4 / j /
i = | /
» RF04-SID / e { /
» RFOS-ND y/d ;r‘/
¥ RF11 - Standard Set of dynzamiz RF info ”
MctricFicld  Metric Field Description Min  Max Type
TIME The tme this metric was created. -00 ®  TIMESTAMP
RSST The received signa power level -110 -50  NUMBER
EARS The visuzl representation of sioral strength presented to the user, E.g. the rumber of bars on the dzplay, Q 7 NUMBER
GAIN The current trangmitter gan setting, -28 25 NUMBER
FOWER The current power the phore € tranemitung at. -5 25 NUMBER.
GOCO The delta nurber of good framas which have occurrsd sincs the last reporting of this metric a 255  NUMBER
SAD The defta nurber of srror fremes whidh have occurred since the last reporting of this meiric, a 255  NUMBER
RAW_BIN Rawr OTA binzry for this metric -o0 o  RAW
» RF12- Aciive, Candidate, Neighbor Set
» RF13-Data Handoff 8agn

B 26 RaErFmRERTIERFEOER

Pk, ML CarrierlQ 2~ FIERPLIE G 77 dh, HHT AT LLER 1% 4 W) 7 s 4R E AT
PP A 2R FAA SRS L, AR AT R THLIK I A7 A A RS R o
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M ERG T, D4 AT ABEAHAE Carrier 1Q 2 7] IR G T L™ A7 AR BE 1) B FA S AR AT
j"j ’ EE%E&E:

® (EARTEAIN T IELUT, AT/ ROM 22 8CH FARA: (KA PG SRR 4145
® EAEFI T HINE LT, RIX LS Bk Bz m A 6 RS 4
®  CRRIXSUHHEA DR i S5 SR kg T LA

G A R AT OB IS 6 g5, AR AT H AR T HLEA R B B 5K
PRI OLAE 2 S Nl SRR ORI £ S5 o

ZHA S AMERE R, AR E S5 S AL — BT AN
B 7 TR ) ROM S 22 42 D, TR RE A IE S 4% Carrier 1Q 28 W] 5 B 8lis 8 i S AE e A T-AL,
M EAT TR 1o 128 3 VPR AT MBI BRSO, (B NAR ALY,
A VAR DT, JEHR N Pk e 22 4 el LA W A%
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[1] Android Security Test. CarrierlQ. http://androidsecuritytest.com/features/logs-and-servic

es/loggers/carrierig/

[2] Carrier 1Q Corp. http://carrierig.com/

[3] Todd Haselton. HTC Sensation and EVO 3D revealed to be spying on users. http://w

ww.bgr.com/2011/09/01/htc-sensation-and-evo-3d-revealed-to-be-spying-on-users/

[4] Mathew J. Schwartz. Smartphone Invader Tracks Your Every Move. http://www.inform

ationweek.com/news/security/mobile/231903096

[5] Carrier 1Q Retracts Their C&D, Apologizes To The Android Researcher They Hassled.

http://techcrunch.com/2011/11/23/carrier-ig-retracts-their-cd-apologizes-to-the-android-re
searcher/
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