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Behavior

Instruction | Description

VMCS-maintenance | VMPTRLD

This instruction takes a single 64-bit source operand that is in
memory. It makes the referenced VMCS active and current, loading
the current-VMCS pointer with this operand and establishes the




current VMCS based on the contents of VMCS-data area in the
referenced VMCS region. Because this makes the referenced VMCS
active, a logical processor may start maintaining on the processor
some of the VMCS data for the VMCS.

VMPTRST

This instruction takes a single 64-bit destination operand that is in
memory. The current-VMCS pointer is stored into the destination
operand.

VMCLEAR

This instruction takes a single 64-bit operand that is in memory.
The instruction sets the launch state of the VMCS referenced by the
operand to “clear”, renders that VMCS inactive, and ensures that
data for the VMCS have been written to the VMCS-data area in the
referenced VMCS region. If the operand is the same as the
current-VMCS pointer, that pointer is made invalid.

VMREAD

This instruction reads a component from the VMCS (the encoding
of that field is given in a register operand) and stores it into a
destination operand that may be a register or in memory.

VMWRITE

This instruction writes a component to the VMCS (the encoding of
that field is given in a register operand) from a source operand that
may be a register or in memory.

VMX management

VMLAUNCH

This instruction launches a virtual machine managed by the VMCS.
A VM entry occurs, transferring control to the VM.

VMRESUME

This instruction resumes a virtual machine managed by the VMCS. A
VM entry occurs, transferring control to the VM.

VMXOFF

This instruction causes the processor to leave VMX operation.

VMXON

This instruction takes a single 64-bit source operand that is in
memory. It causes a logical processor to enter VMX root operation
and to use the memory referenced by the operand to support VMX
operation.

VMX-specific

INVEPT

This instruction invalidates entries in the TLBs and paging-structure
caches that were derived from extended page tables (EPT).




This instruction invalidates entries in the TLBs and paging-structure

TLB-management INVVPID _ L
9 caches based on a Virtual-Processor Identifier (VPID).
This instruction allows software in VMX non-root operation to call
VMCALL the VMM for service. A VM exit occurs, transferring control to the

VMM.
Guest-available

This instruction allows software in VMX non-root operation to
VMFUNC invoke a VM function (processor functionality enabled and
configured by software in VMX root operation) without a VM exit.
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J&&, L R] DAUESE A T B INV 42 ] 5 B2 KR AR e 3t PR 5 58, B AR = iy E R
S-Channel /& VEPA (14, 1M Palo %~ <3 P802.1BR It A #| T SR-IOV KA %

LTI IR, Ay B2 e G S Bhise s SE S I A BE AR _E A ST A
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2. FERE Hee. e, BH
fRRTT R
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44 : SEBLP802. 1BRIKJUCS PaloM &

*VEPAF1S-Channeltt 7 1} f @ 4 50T

FUep @, FHIEAART 8RR R HEAR” MR A s B2 VT-c A
SR-IOV I, — 2 Intel SZILET, —AN2 Intel E 51, (HFRAR X B WAFREF T,
L [F) 23 B AT 2 R A D Bk

B B IR AR NG

I AT 2775 AR 55 S B 1 £ P 0T IR 2% 2% — B 2 R AR HEAT 17— 28347, A AN 8 7 )
At CPU A I/0 [P ERME . CPU REHIMLE T T H A CPU FV/PV B4 ML H AR Kk Je
HAT &N 7R BIE AR HVM 3 E R B 100 1/0 A B RIS 58 B 1/0 FV/PV 1)
B RAEIAR ES, SRIOV M4 BIE ARRINIE A, FERZMEH LR, (H5
THES R UENBEE AR R EEE, WaigDb BRI o E AR E .

TR A e F b R L S X 8 B R T T B s L, — A8 PO B AL S M (S R e A A
S, ARG AR SR AL B GRS R TR T R S, 8
ASIC. Fabric B, NP &5t 44T Bk SEEl KU R FH o

X86 % 4t HVM (145 K HE T ZX ik /2 Intel, 24 88%F DELLHP %5 iR 55 #5% £ i i, Microsoft.
Redhat %% 24t/ 7, VMware. Citrix 2% VMM | 7 LL & Google. Amazon %5 = 115 A 45
FRALR R, MR IAX BERERT & R X A &, JB T LR R, K mr DU 2
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A NS HVM BOARAEFRRGF . T bL—7KKk B Intel #9578 B LA T EHORIC S
(SRS OET) =S

Vector 3:

I/0O Focus

Vector 2:

Platform Focus

Evolution

Software-only VMMs
= Binary translation
= Paravirtualization
= Device Emulation

Past

No Hardware
Support

Establish foundation
for virtualization in the
Intel® 64 and ltanium®
architectures. ..

Simpler and more
Secure YWMMs through
foundation of
virtualizable 1SAs

Standards for 1/O-device sharing:
= Matively sharable I/O devices
= Endpoint DMA-translation caching

... followed by on going ev
- Microarchitectural (e.g
= Architectural (e.g., ext

Improved CPU and I/O vir
and Functionality as VM
provided by VT-x, VT-i,

T ———————————————————————- -

VMM software evolution over

time with hardware support
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Hypervisor E#l{t

I T BB (4 £ FESR A3 A 1 e L BRI i, R TISKRE & Hypervisor, 2454 Typel
Hypervisor, 443 Lk i it R RS Xl

THESHX

HERVVAEANE . EH MR, 28 28 2 XX AR XX IFIRER A
XX AEXLEY?, XX T H R8T XX e 2 W w . BN RIR L AESH SR ENA B
RZEH, HLERNA TR,

JFEFE T 75C)5 S Open Source, i F-A& 7 1998 4 2 4335 E /M Palo Alto — /M43 E i
Christine Peterson #2 tH ) . 556 1 B R #CEEHF Free —iAl AR 4G B B AT 2 0 SR &R,
BGHENF=A R MR, T Open — i o] LB 4 (% B B KA 3EAT RS . R 7 s B el A
LEZS I, Open Source a5 5635 I A& A8 F RIYE 1 L BE 25 G A N 5 Ak e
%, BHAEAM . FE 2 ARIFETRIZZ 0SI(Open Source Initiative) il 7., X
HSHET R R, EA5 AU IR R 8

FREREE Rt 22 TR Re e/ 2T R R il &, FRb@Ed H 2 M A2

BRI T AR 7R, ] DU AR S B N 583 . AR A — R k7 K2 & Rk
R, BT LAUE 2 1 B AT ML B AR 5K 2 w2 il H SR U AR — U LR R A A -
MIRFEIE T JAVA, C. PHP F#:/E R4 Linux. Android; A HTTP Jil.%5 2% Apache ZI% 4

i MySQL; Ml % 2% Firefox %1 Blog 4t Wordpress; M £ & —43 4 Ui AR Hadoop %5
T A H 1) — R %2 Hypervisor 24t Xen Al KVM, X S8 #8 TFIR B bR X H A BE VR
B o

TSR AT e R RS RO ) 8 1 1R 22 F V0 FH SRl 1 A FH 28 BRI R LS5 o SR BRI — i
A2 A T8 AE A B B AT T Bl B A N — H 18R, JRATTIE R O B VR RTHIE
£ GNU Wt Bidsg 7 UFRTE IRRSAERNIE, B3 EEAN 2, BRI 3%
2 H 2| K15k /2 BSD (Berkeley Software Distribution) . MIT (Massachusetts Institute of
Technology) . Apache. GPL (GNU General Public License) #1LGPL (GNU Lesser General
Public License) J1A~. H:rt BSD/MIT A1 Apache A% ika —LE, B SR ARIFVE 2 05
AR IR, SR EEAME BURCA TP #R 6 Z0OR B R RS P VR (5 2. GPL 2 24 T L H
fe) HIVFATIE, 1 FSF (Free Software Foundation) & A7, LIt 852 2 6 AR5 E B
A B, SRR AG SRR, JfilEid Copyleft (55T Copyright) #ENJ, ZEkE
K A TREAIE GPL R4S 21 ) i A7 V88 SRR AR HATS 8 06 TG GPL. S0 S5 K 44 11 Linux 8l
Al GPL, 5 Bh3RAN AT LAG 3% 4 F BT Wi AR 1 Linux OS24 2R 4ilb A1 A AE 7 GPL
TEIBCIEAS A1 4 9 A F A Bl B, 75 mT DU RS HEAT G i 2%, X2 TR 2 Linux )
o (R 238 o LGPL X GPL BEAT 1 — € JUHE » S A AT RE X 84 LGPL (14T 1
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HEPAM ARSI, VRS YRR . LOPL B LR £ X SR PR AT v, DR I A 8
“A Library General Public License.

X BT IS VE ATIE (0 F 13 T DO I R TR sk _E AR B

FREyEsE e
HREREETEE
FFENE

SRR, Bk ORM,

i SEEEE , SRR g
FEEFTE 4 HEEFAE

H:#h WTFPL (What The Fuck Public License) B AR &1~ , M 7k AeE HH NB Z 4k,
DO WHAT THE FUCK YOU WANT TO PUBLIC LICENSE

Version 2, December 2004

Copyright (C) 2004 Sam Hocevar <sam@hocevar.net>

Everyone is permitted to copy and distribute verbatim or modified copies
of this license document, and changing it is allowed as long as the name
is changed.
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DO WHAT THE FUCK YOU WANT TO PUBLIC LICENSE

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. You just DO WHAT THE FUCK YOU WANT TO.
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Graffle: @therealfitz

RKETFEPATF A S T H S RBAM KR, TR —E SRt maimrtbs
—RERITIR, VIR T R R BT BV RTIIE License BEAT HH o

IR AT IEHAT AT A AT AVE B, AR BIHE X T A XCE Z M2 RERASIEA, H
TEEHAPA, — RIS E PN R BN IR ME SR P & BRI &, —R21E

NRAT B A B AT TSR RO R e SR (7 65
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MRS B S 3 A o G S R AT LA A IX 8] 5 03 = K3 o 1 Se e IR S5 o BN B 4 i) 4
X, MESAE ORI B R AR A E B S KAV &, U2
SourceForge.net, tH#FN SF.net. HAE ARG KRR ZF 6 AR 6
B, i 30 J3 AR E A LA BN P SRS . SourceForge BEEL S G Wiki B
FHEFH 1) Media Wiki 3XF1 4 IRFET, A F 7 REAN AT R & H i S &5 kR
BATFIUH o SR XA R 20 A AR A2 ] 524t Git () GitHub AR ] Mercurial
i) BitBucket; H Microsoft 49 % T Windows Ji A2 ) CodePlex; LA H
Google #2551 Google code( 4] & ¥ T Google = ki S e i 1 i IR 4+
H T C & O IR AR E 1 &, RN Android) .

BRI L TR TR KRBT, AR W Linux. Mozilla. OpenBSD.
OpenOffice. Eclipse. Xen fl OpenStack 254k [X . 24 X 26 Ho i 45 1 FHIR R
PEBEATHET R AR R 55 T, LAl — XM 2, R Z RN,
USSR E L IR FF 2L E 1R

5 = IAE O Z A KRB I H S B 4R S5, XTI H Ia A S A RAm 1 A ik
A7 S PRSI I AR . B SR — SRAL X AR R AR T, 38 SR X EU AR & 525,
TG = AL Xt R W B 1. BRARER H T B R Bl ASF(Apache
Software Foundation)—5%. ASF J& %8 B4 X A R, ) Re s s
Apache HTTP Server FI4E4", JoRAERBIIFATIH A B TTN, TUH BT K AR LT
FABARTI N TG H . FIRR Z A5 R H I S| ASF, H ASF 4i—& 2, K
HI B FGFT s A RIGPER K. 914 ASF 5 93 NEEEHINTNAIH , [FK ik
FL& % U OpenOffice 25 HAth FFJsAEIX . HAn# LW H A Apache HTTP Server.
Tomcat. Ant. Struts. Lucene. Nutch. Logging. Geronimo. XML. Perl. Hadoop.
Hbase & . £ H @S X HBUSHIEL T, KIHTE S ASF ERAMIE/ECE N
KRBT AT ) FE G2 —. ASF B BT H 4 #8848 VF 7lE Apache

License2.0,

B F ] B 21 IR LA X R /R BT R . ST T T AR AR N G AT Lo B
BN (BB BRI R R AN T, RS ES . 2% SR B B YR S SR AT
WA N GUT R . W TG T RE 2R =AM, BER A UON, i kg )
JUE ALV SRR 4, XNk RJERITHION, JEFE License RBUT IR
285 = 7 A\t AT R M AL AE P B R AR N » ASF il Fo VR LA BRI H DLy
AZai, EWERXMITAREES T2 5 TR/ HE, mHEAN NS5 THE
BAFIRIEA T . Be)a—TSEbs LRI i SRIONER B T 5548, a2 &RA1E
P ZFE P m PN XX Een, HEREERES-PESA T ENET, HRIXLE
IARAT IO 2 X T IR R A ) e 7 A — B SRR 2 A ), BT 19 R I TSR A R X R
SCE R EATH T
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KFRELFIBHZIRNNEBREB . —42 2006 1, OpenBSD [1)E HLN 7 [
Gy TR 76 OpenSSH 7= i It H f4EakIE =k, F T OpenSSH [ A AI4Ed TAE. X
Se R B S R AR RS F T OpenSSH, Rl A48 T 303k 35, K Sl
HP. IBM. Redhat I Cisco 5 KA H]. AWML KRG I, (A3 w2 & kE
Rk H T Mozilla F42x35 H 1 1 J33E 70, K28 FireFox 3 % #% A {8 OpenSSH 1))
SHINEE. ARG E Mozilla H%, BT HEEESESKEZ e T m ik IR R 4
21, f£ M EREB. 1M 2007 ME KA A S, Mozilla A Google Yt A\ T —2 6600
FIFET6, KT HAE FireFox J Wi &5 HERIAS T Google #1551 % . it AT & 53 T
Mozilla 4N A 88%, DRIt M EBURFLS Rk AT &, 25 R B G B AR 2 R
LA ) B 4538, JEESR N 2007 AEAMEE 10 £ T0. JLAWITZ )G, Mozilla it & f &
Wi T —H,

EIRPIAZGIEIRE T EBUR, ARE BRI WA T S I S, R Rk
AL, WMGDERAEI NG, WM, WAL LG e, it
AT SRS o

Hypervisor 5%/ RN

EIEIE@, kaRdbiR, Mura PR 33 Hypervisor 7=, VMware ESXiv Xen. KVM
A1 Hyper-V. - Hyper-V K,  VMware #7308 (M VMware M3 BRI ELH BT
P ELHG ESX/ESXi/vCenter S5 AT K& 7= i BIFR /2RI ) 5 Xen F1 KVM M58 & TF . F
14 AERAE 2R 58 I AZ (R0 A0 B 40 B T 3% L™ i i 22 57

BIERGEAZ

Je R SRR . MHEAC R B A3 i AR, B S A PR TR 4> A7 U0 R, MR R E
ZHEREACTE, HESHERAE RGBS KR AR AR TR SRR T X 2 TARAE S5 (0 HE P Ab 2
HAZ oA IR AEA R N I RE 24T SRR RE A F SRR, BEAT G — % HRA L .

FER ARG, IRABABRIER G NS, N B3R R BEAT (55
WP, —MESSEEH, Jai N EE RIS HIIES . BB I R R AR RE
Tt RE BRI L2 HREE B E i TAE, m AR SR IS A2 B AT TR A T
TRE R R, H R ERATES R R, [IERTA B TAEAGZ HEBA
WG BRAT o SIS PRS2 R A RE At gl A8 T U, A7 8 I PR P 0 5 P 4 D EL e AR
WEFL 1o (BRBEERIEAMN AR, 27 5 RMETHCE NREGE THAENL B R &
Z /DTSR PP AN 2 DR B R B TC (LB AR DR 5 72 I RTRE v B AR AR 1
AR S Wl SOYAN T RE T8 AT S5 o BRIL AR R 2R G0l A0 SR AT 551 B2 A1 53
— T ELTRE, XN PR PP AR AR A F 45 1 iy & 2 T HEAT e e, Tl SRR U il 2 A2 B F R
e R 2 T i — SR, 5 BT AT 28
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BT IRSH R AL, EMEFEAEEAZ DRI, B Em& MErF i) it
Yxzh) Driver, KA RIREITHERAEIR S BIRGS R RS, NGBl RG T 2R X LAt
TR GO N R AT LR @ PO R (IS R85, fJa gmiRHE 0 AP (4n
C ) XL G Xt RoT R PR e B RE P AT o JRATTIE R AT BB S 3 A )
R RN R G R A Kernel, RN A RZIE B2 40 54T 551 FEFE P AL B AT, BT T F
BN T AR 2R 58 22 TR AR AR X 3 2Z AL

IR SERE RN RBUIE DTN HIETE (A ATEE R 5 20 L& — S A ()
RYMS. BRMLBARN A Sd, WS VM IZ1TH VMM 1] DLEE Ry —AN S AR
Fr, aAZIGE R A% A Re LR EREAE, R AT TR IS Typel [ Hypervisor 7] LLELAR Ky
Mini OS+VMM. &7 Bt i BRI 7Kz 2 /] 5936, 1X A Mini OS B/ /b Mids e,
{1 ¢ Al AHLAC FLEIE R R GRS KRR BEMM AR ZE A2, 1 VMM 75 22 L S AT B8
[FIFESRABL,  FB4 Hypervisor B 1FE )2 AL BT BB N A% 7o

W45 Hypervisor
WA A AL 55 LR LI

1. BRI NSRRI AT IR N AF TR AU AR AT BT B . EeandiAT
e IEI, RER MR T E ATy (2 Z IR/ T) , MR
HAEERAE 27 APC) 55, Ui T #/2 Hs T iE I 24 5t 3y

2. WAEE B TR (REFER) MAID AR R M AF LT, B2 0
R R B TR 24— B T, 75 SO N AE I 2 A3 SO R N A7 7T
# (40 Page 8% Segment) J7{ERFHFRFAEH . S /MESR ML 15t nT LUK
B b 1) 2 18] LR T 208 e A R N A7, S Bt o i 0 N A7 I T A M Candie
AR A A AE 85 DL BAEAS B TP IRED - fREER, BT AR —B
A EAE N AE I AT, DR E 5 4 B A 00 K400 A7t ikl 40 9 5 T T B AR AR
MM 23 8] (Kernel Space) A8 FHARFACAS A 23 8] (User Space)
JL FHFE 7 A B BV o] FOERAE P A% 23 18] T4 N A% ARBE 1318 4T & N 24 11
WAZ BT IS AHEN o T S AL 2 S8 20 e B AN A 2 TR R 14

3. I/0 WA : WU AT R R S S . RN EEN T
Ez—.

4. RGP : BERGud I C PESE AP $AELS N AR 7 1 —H T FARS, HT
2R CPU 5K, AT U il 15 45 FH A A7 (1 — R B A B AF - 7% close. open.

read. write 1 wait.
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BIERGAR B ATAIRZ 23, SORARE LSRN, AR R#E T A 12
HHIX P Al 9 AZ BT E LB AT AR T oK . 5% Monolithic kernel,  PIA% (1T Thse (RS #ig
TR —AMARZE RN, WIS, Pra SR RE AT TR 2. A5
BOHEAR SRR IR, AR — DD RERER Y A 2 S B RGN B, RS
PEREB . JRTARERAE Linux A%

DUk Hypervisor (%) KVM 5l & B 38248 F Linux A EZ, 7T DAE R R 2 S8 AR AT AT — AN TP
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RIS AIN FHFRT, RIGESHAGERRE M ZE. T 3OE2X KVM #7iE—2
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FARZAE N — P JZ IR A AR N AZ D e S A L%, SIEBR_ 3% B 5 e ke
DI ReAR At — € BAZ A e AN, FTENAENAZ T B T, TWRLefCas sl 2246 Client i
R P BFA TR =RN%, T RARSMAKZE, XsatEa e, T
VERCR S5Fae 1201, A W% Hybrid kernel. 38 PIRZAH LU N A2 0K B8 £ 1)
RVETBON T WAZ A ), ABAT e 4% 1 — 2o R S ARRL I E T F P 1Al o BT I3 28 %190
TR E BATE L, KRS WS RIE RS PRS2V, g5 R4 H
Windows #1 Mac OS X.

VMware (¥ E 75 A BERHR D (142 2 F& Hypervisor ESX/ESXi [ E A& AZEARZE /), Ak
Fofvigh 22 Sy, A3 L AR FE T e Tl N A R B N AR S R (TP 150 W X
DHE) , HANE VMkernel A 1R KT BEZ MTHHAR K22 ) SimOS b, 3T
SN BEAT R 70

BT BB TR AL, A AR 2R, i A #% Nano kernel: K8z a5 8 B o
WA I 8 S5 AR (Vi) AR AR Y045 e 2 WREN AR P LA, DAIS 1) A 22 [ AR L Rl A
BRI H K BN Megalithic Kernel: R TA HIERAE R GUAH IS A A8 2 A5 BT
RPN S B RZAE o, DUE RS ARIEEATRCR B, SR MR 2R B SR ARt
HAREE BN T .
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Windows [#) SQL Server 55 . H NZUt 1, XA B AR B R4 L4 . Bingo, ifE
B B A V2 R I R 2544, {H2 Exokernel BILAERE A2 Ak T-iE6 B BU R
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OK, FHARMEIMEIMAEILLINA T, IATAVEEAT 7%, Library OS AN E#
FARBERH, AT RASG I — AN Rt TS e 25 2, Pl 28 8L QEMU S5 A543 7
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T 415 Library OS 342, RIAN I 64T HEAL
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