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• New functions require new hardware (e.g. VNTag, TrustSec)
• Innovation happens at hardware design speeds
• No support for network-wide control or high-level abstractions

The Rational for Nox
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Nox Components

OpenFlow

Network Application Services
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Nox Controller - Network OS
•Open platform for network control
•Provides system-wide abstractions
•Turn networking into a software 
 problem
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Objectives (with retrospective)

• Generality

• Performance

• Robustness

• Simplicity



Technical Overview
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Component Architecture
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Example Uses



• Declare security policy in high-level language
• Enforce policy network-wide (per-flow)
• Supports

• Admission/Access control policy
• Directory integration
• Network monitoring and logging

Basic Idea: Use dynamic policy compiler to manage all 
connectivity on network
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Network Access Control



Network Visibility



SNAC Deployments

• Stanford CS (~400 devices)

• Government (multiple deployments)

• Medical University (~200 users)

• Small business (~50 devices)





Example: Network Virtualization
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DVS Controller

Open vSwitch + DVS Controller

• Open vSwitch (http://vswitch.org)
– Full featured virtual network switch
– Handles dynamics of virtual environment
– Exports standard visibility and control 

interfaces

• DVS Controller
– Central switch controller
– Provides

• Distributed CLI
• Policy declaration
• Network visibility
• QoS/RSPAN policy
• Support VM Mobility

Distributed vSwitch

openflow

I speak 
OpenFlow!

I proactively push
rules on host join!



Virtual Network Console



Other Projects Using Nox

• Home networking
• Control virtualization
• Datacenter policy
• Network-wide monitoring
• TE/WAN
• Mobility

• Many others ...



Concluding Notes



Nicira’s Role Going Forward

• Will continue to support Nox 
• Questions, bugfixes

• Will continue to develop tools useful for deployment

• Working on next-gen Nox (4th gen system)



Thank You
http://noxrepo.org


