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Optimal signhature for Atphttpd attack:

f = bitl & bit2 & bit3 & bit4 & ((bit5 & bit6) | (!bit5 & bit7) | (bit8 & bit9))

bitl : strcmp(METHOD,"GET") == 0; *
bit2 : URI[0] == "/';

bit3 : URI[1] !'='/";

bit4 : strstr(URI_sub[1], "/../") == 0;
bit5 : isnotdir(URI_sub[1]);

bit6 : stat(URI_sub[1],ptr) < 0;

bit7 : stat(URI_sub[1]+"index.html",ptr) < 0;
bit8 : URI_sub[1] == 0;

bit9 : stat("index.html",ptr) < 0O;

Redundancy
across signatures

Optimal sighature for GhttpdLog attack:

f = (Ibitl & bit10) | (bitl & !bit1l1 & bit12) || bitl & bit11 & bit13)

bitl : strcmp(METHOD,"GET") == 0; <«
bitl0 : strlen(METHOD) > 165;

bitll : strstr(URI,"/..")) == 0;

bitl2 : strlen(URI) > 170;

bitl3 : strlen(URI) + strlen(ClientAddr) > 166;

A AL T R R 2% B R RS R A S BUR AR A, Bt TR T X
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1) f#iH SALT T.E. (Satisfiability Application Logic Translator) ¥
MG RIER TN ONF (Simplified Conjunctive Normal Form)

Ghttpdlog signature expressed in salt:

~
] CNF:
;1 Ghttpdlog Salt N
2450
$bitl expr =7 2140
$hit2 expr =7 2340
$b:!.t3 expr =7 5.350(0
$hit4 expr =7 SALT 2430
$conjunctionl and ~$bitl $bit2 = - . | 510
$conjunction2 and $bitl ~$bit3
S Jun 2130
$bitd = 1450
$conjunction3 and S$bitl $bit3 $bith '1 240
$disjunction or $conjunctionl -1-350
$conjunction2 S$conjunction3 = 60
$ eval $disjunction + ; assert -70
return value true
#done
\ y

(b2Nb4Nb5)U(b2NbIN b4)U(b2N b3N b4)U(b2NBINbS)U(b2NbINDS)
J(b2NbINDBS)U(b2Nb1)U(Bb2NBIND3)U(BINb4NbS)J(bINb3INb4)U(BINBINbS

2) WfEF T BK CNF 34k~ BDD (Binary Decision Diagrams) .




3) ¥ FrA i BDD #EATER (OR) #fE, Witk TIURI, & —/N KK BDD, M
Tt F=—ANEH Fast Path YEFIf¥K BDD.

: stremp(METHOD,"GET") == 0;

bitl

A3/ BDD HiAH24 55—~ DFA (deterministic finite automaton) SEHl. H1-F SALT
T HAT LK ONF 2r XALERAE, AT =42 FR47 46 ) BDD. X FF— ZHARFIE RS R AL 201
B4 2 A DFA Bl BT LR A & 1 DFA i 7 58K 558 Single—Pass
Parallel Processing IHEE T -
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Signature S1 | :
Signature S2
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No attack  : : Signature Sn i\

Signature S1

Signature S2

Signature Sn

—
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TE¥RE LK BDD [1) Fast Path KILEHAT B 5 N\ 57 BDD 41 5% Slow Path,
M7 F BT RS B R AL



FTLL Single—Pass Parallel Processing F AR KBS B PT~:

Solutions in their own niches:

S1-specific
protocol
state
machine

S = Union
of all
signatures

S2-specific
protocol

state
machine

Small number of Signatures  Large number of S_,iﬁnatures

TR T IR Single—Pass Parallel Processing % ARSZHFEHE UL, F&
11#EF Palo Alto Networks /A7 PA-5000 4177 b FAELF R 28 158 1 -

Signature Match HW Engine
Signature * Palo Alto Networks’ uniform signatures
Match = Vulnerability exploits (IPS), virus, spyware,
CC#, 55N, and other signatures

Dedicated Control Plane

* Highly available mgmt

* High speed logging and
route updates

Multi-Core Security Processor
ceu B cru m = High density processing for flexible security
functionality
* Hardware-acceleration for standardized
complex functions (SSL, IPSec,
decompression)

10 Gig Network Processor

* Froni-end network processing offloads
security processors

= Hardware accelerated QoS5, route lookup,
MAC lookup and NAT
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