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2.1.4
80386 4 2.5
4
o GDTR Global Descriptor Table Register 48
GDT 32 16  GDT
o IDTR Interrupt Descriptor Table Register 48
IDT 32 16 IDT
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) LDTR Global Descriptor Table Register 16
LDT
47 32 16 15 0
GDTR
IDTR
TR
LDTR
2.5 80386
) TR Task State Register 16
TSS 16
4
GST IDT LDOT TSS
2.1.5
1
80386 80386 8 32 DRO~DR7
2.6
0 DRO
1 DR1
2 DR2
3 DR3
DR5 Intel
DR6 Intel
DR7
DRS
2.6 80386
4
DRO~DR3 4 DR4 DR5
DR6
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debug
1 0 DR7
4 1 2 4
2
80386 32 TR6 TR7
Translation Lookaside Buffer RAM CAM  TR6
TR7
2.2
MOVE REG ADDR
ADDR 10000 REG ADDR
8086 4 ADDR
80386
MMU  MMU
2.7
CPU MMU
cPU — /
/
|
MMU
—
L» MMU
2.7 MWU
80386 3
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Intel MS-DOS  Windows
2
32 2% 4GB 16
0x00000000 OxFFFFFfff
3
32
2.7 MMU
2.8
B 4 T AL
15 o 31 0 3 0 31
ki iukily 4ot B B o 2 i g1}
2.8 MMU
2.3
2.3.1
80386
Base Address
Limit
3 Attribute

0
Base Base+Limit
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80386
80386
2.9
B ¢ Limit. Limits Limitc
C
e R 4 4k 2 ]
Lty “"‘““-;Lu—--nw BaseB+LimitB
BB '
------------ Baseq
Limity, e
o a | - BaseA+LimitA
_______E,___:::;. -t Base,
/}:L,—’ \Easec+LimitC
Limit S
@ c E - - Basec
0
2.9 —
2.3.2
Descriptor 8
80386 8 80386
2.10
32 20
6 G G=0
W 6=1 aK
1M><4K=4G D D=0 10 o
32 6 0 °

- 27 -



Linux

£#. 9|  T~ORBFRE
1 15-8frB RE
2| T~omBEA
3 15—8fr 2 bt

4 23~ 16EE it

5 TFHAFT
s |aD|ofo|19—1egr 5 R

7| i-2dfrprEar

2.10

P |DPL 5 ¥ A A
2.11
7 P Present
P=1 P=0
DPL Descriptor Privilege Level 0
S System S=0 S=1
3 3 E E=0
2 ED ED=0
ED=1
1 W W=0 W=1
80386
ED=0 W=1
2.12
3 E=1 2 C C=1
Current Privilege Level 1 R
R=0 R=1
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2.13

2.3.3

16

M

16

& 5 4 3 2 1
DFL 1 oED | W A
2-12
& 5 4 3 2 1
DPL 1 1] C E A
2.13
A
2.14
FH: o0 - Ofi B FFIR
1 15~8fE B 57 IR
2 I-Ofr B Eat
3 158y # bt
4 23— 16BrE At
5 |P|DPYO| 2% &
¢ |G oo po~168t IR
7 31~ 24fy B At
2.14
5 4 0
6 0
2.15
286
4
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Eike) EH i) X
o g Hntely T R 8 A5 M dntelly 7 (R EED
1 A EI286TRE 9 HRHI386TIE
2 LDT A 386T RS
3 286TRE B 5 % (Intel ) {8
4 2861H AT ) c 3869 AT ]
5 HEEN D 5 X dntelZy 5 {REE)
& 286h B[] E 385th I 7]
7 236k ] F 386 M8 )
2.15
2.3.4
386
8
8K
1 GDT
GDT Global Descriptor Table
8
2 IDT
IDT Interrupt Descriptor Table 256
64K
256 8086
3 LDT
LDT Local Descriptor Table
LDT LDT
LDT LDT
GDT
2.3.5
16
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32
2.16
15 2 10
|TI|RPL|
2.16
3 15~3 13 0~8129
2 TI=1
TI=0 10
RPL Requestor Privilege Level
RPL DPL
386 88
8
24

2.17
16 2 10
[ |

v T1=0 v TI=1
2.17
88
1 16 32 ESI EDI

Tl RPL
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4 32 ES1 EDI 32
32
32 4 32
16
4
2.18
TI R 4CGBTEfis 8
16 1R 8 | [[1 | —
TI=0 TI=1 3243 fit th it
} Trii 88
| BRETEHREEER | BRI
- i:}
HiEEEE
GDT LDT
2.18
2.3.6
2.19 6
CPU
80386
2.3.7 Linux
Intel 8086 CPU
16 20 386
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Linux Intel
Linux Linux
RISC
BE Ra B AR E LA
B3 788 Rk PR T T8
ES Selector E Base E Limit i Attributes i
ol Selector E Base E Linit i Aﬂhbumsi
55 Selector | | Base + Limit o+ Aftributes i
DS | Selecter | ! Base ' Limit 1 Attributes
FS | Selecter | ! Base : Limit | Aftributes |
G5 | Selector | ¢ Base :  Limit ' Altributes |
2.19
2.2 Linux
LDT LDT VM86
Linux Windows DOS
Linux GDT

include/asm-i1386/segment.h

#define _ KERNEL_CSO0x10
#define _ KERNEL_DSOx18
#define _ USER_CS 0x23
#define _ USER DS 0x2B

Linux
, index GDT
0

index=2,T1=0,RPL=0
, index=3,T1=0,RPL=0
, Index=4,TI1=0,RPL=3
, Index=5,TI=0,RPL=3
Linux

LDT TI=0

RPL 3
4

arch/i386/kernel/head.S

ENTRY gdt_table
.quad 0x0000000000000000
.quad 0x0000000000000000
-quad 0x00ct9a000000fFff
.quad 0x00cf92000000FFff
.quad 0x00cffa000000fFff
-quad 0x00cff2000000fFff
.quad 0x0000000000000000

/*
/*
/*
/*
/*
/*
/*

NULL descriptor */

not used */

0x10 kernel 4GB code at 0x00000000
0x18 kernel 4GB data at 0x00000000
0x23 user 4GB code at 0x00000000
0x2b user 4GB data at 0x00000000
not used */

*/
*/
*/
*/

Linux

Wine

GDT
RPL
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.quad 0x0000000000000000 /* not used */
/*

* The APM segments have byte granularity and their bases

* and limits are set at run time.

*/

-quad 0x0040920000000000 /* 0x40 APM set up for bad BIOS"s */
.quad 0x00409a0000000000 /* 0x48 APM CS code */

.quad 0x00009a0000000000 /* 0x50 APM CS 16 code 16 bit */
.quad 0x0040920000000000 /* 0x58 APM DS data */

-Fill NR_CPUS*4,8,0 /* space for TSS"s and LDT"s */

GDT gdt_table Intel GDT
GDT

2 5 4 4 2.10
o 0x00000000
o OxFfff
o G 1 4KB
o D 4 32
° P 4

0 4GB
2.9 0
Linux
Linux Intel
Linux RPL
3 RPL=0
RPL GDT
RPL Linux Intel
Linux
GDT 4 4
APM
Intel TSS LDT Linux
Intel Linux LDT TSS
CPU TSS
Intel Linux
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2.4
-«

.\
e
\
o]

RifiabEEiE Y L

2.20
CRO PG pG=1
PG=0
page
page
frame 2 20
2.20
2.20
80386 4K » N
4K 80386 46 .
4K
4K »
12

12
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2.4.1
4K
0 32
CRO 1 32
1
80386 M 4
aM
10
4K
4
1K
4K

12
12

2.21
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20

31

10

1K

CRO

1K

22



Linux

Stttk Wy it
31 2221 1211 f © 31 2221 1211
(8% | @ |[weE | | mE | weE
?_—|‘
| 5RO W_" nED
CR3 THF% E
2.21
2
2-22 1024 4
2.22
o 31~12 20 12
32 1024
e 0 P=1 p
o 1 / 2 /
3
2.23
o 3 PWT Page Write-Through
RAM , 1
o 4 PCD Page Cache Disable
7 & 5 4 3 2
7~0fif | PSE (8] A FCD | PWT | T/
15~8F 3~0fy T i it O3EH
23~16FF 11”41’Hﬁ§ﬂﬁﬂk
31~24 4y 19~12iy Tn % # b
2.22

20

0
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/s R/W fr i 4 B 3 i B0
0 0 7 %5
0 1 x 52
1 0 Hix 52
1 1 EE 52
2.23  U/S RM
° 5 A =1
o 7 Page Size 1 4AMB
o 9~11 Linux
2
80386 1024 4
4K
12 2.24
7 & 5 4 3 2 1 0
07| 0 D A |PCD |PWT | U8 |R/W | P
15~8fF 3~0fr T i Bt O3+ H 0
23~16f1 11~4 fiy 7T Th] #t ik
31~24f 19~12iy T [ # k
2.24
31 12 20 6 0 5 9 11
6 D 1
4GB 1024 1024
1024>=<1024=1M 4K
4GB
3
32 32
2.25
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CR3 32 10 A31~A22
4 CR3
32 12 0 32
32 A21~A12 4
32
A11~A0 32 32
4
Intel 4MB 2.26
32 10
22
31 22 21 12 11 0 4(}%&??{%%%
\ | | | mBE
|—|7
31 ‘ 22 21 12 11 0
CR3, | ‘
| - T1 H F AT o5 4
4
B3 | @‘)
TMHFEM
| 20Tt | | | TERT
| &a
A E i | ] T g el
T AR RE bt
32f7 4 H ik At
2.25 32
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w1 itk
31 22 21 0
A% | WEE
)=
D T
CE3
mH*x AMBTR
2.26
2.4.2
386
32 128K
8%
2%
2.27 L] EE ] cc
TLB ~~
i
32 £ 1 i i T BT - gg%

19 =0 2048 T M fb bk 5

A, WEBETNEEHE K -
EE i — A AE R

AT [ Mkt Pk B F VLA -

|
2.27
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2.5 Linux
Linux
e Linux
0 4GB
e Linux
RISC
Linux
Alpha Sun  UltraSPARC Intel Itanium 64
2.28 Linux
3
o PGD Page Global Directory
o PMD Page Middle Derectory
o PT Page Table
Linux Intel
Linux
R4 B b
gE% | =@mEx | FW=x 8 &
+ O
D | . @] W
11U
CR3 o o
EER thia] B -
2.28 Linux
2.5.1
Linux
include/asm-1386/ page.h pgtable.h  pgtable-2level.h
1
PGD PMD PT 4
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pgd_t pmd_t pte_t pte Page table Entry

typedef struct { unsigned long pte_low; } pte_t;
typedef struct { unsigned long pmd; } pmd_t;
typedef struct { unsigned long pgd; } pgd_t;
typedef struct { unsigned long pgprot; } pgprot_t;

Linux
gcc
#define pte_val x X .pte_low
#define pmd_val x X -pmd
#define pgd_val x X .pgd
2.22 2.24
pgprot_t
typedef struct { unsigned long pgprot; } pgprot_t;
#define pgprot_val x X .pgprot
pgprot 2.24 12
pgtalbe._h

#define _PAGE_PRESENT  0x001
#define _PAGE_RW  0x002
#define _PAGE_USER 0x004
#define _PAGE_PWT 0x008
#define _PAGE_PCD 0x010
#define _PAGE_ACCESSED 0x020
#define _PAGE_DIRTYOx040

page.h

#define _PAGE_PSE 0x080 /* 4 MB or 2MB  page, Pentium+, if present.. */
#define _PAGE_GLOBAL 0x100  /* Global TLB entry PPro+ */

pgtable.h
extern pgd_t swapper_pg_dir[1024];
extern unsigned long pg0[1024];

swapper_pg_dir pg0 1024
2
Intel 2.29
31 22 21 12 11 0
2.29 32
#define PAGE_SHIFT 12
#define PAGE_SIZE  1UL << PAGE_SHIFT
#define PTRS_PER_PTE 1024
#define PAGE_MASK  ~ PAGE_SIZE-1
PAGE_SHIFT 12 PAGE_SIZE
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PTRS_PER_PTE PAGE_MASK OxXFFFFFO00

12

PGDIR_SHIFT
#define PGDIR_SHIFT22
#define PTRS_PER_PGD 1024
#define PGDIR_SIZE  1UL << PGDIR_SHIFT
#define PGDIR_MASK  ~ PGDIR_SIZE-1

PGDIR_SHIFT 22 12
10 PTRS_PER_PGD PGDIR_SIZE , 22 4MB

PGDIR_MASK  Oxffc00000
3 PMD_SHIFT
#define PMD_SHIFT 22
#define PTRS PER PMD 1

PMD_SHIFT 22 Linux 386

32 64

2.5.2

page.h pgtable.h pgtable-2level.h3

static inline int pgd_none pgd_t pgd { return 0; }
static inline int pgd_present pgd_t pgd { return 1; }

#define pte_present x X .pte_low & _PAGE_PRESENT | _PAGE_PROTNONE
pgd_none 0

pgd_present 1
pte present 1 0 P 0 0
2

#define pgd_clear xp do { } while O
#define pte_clear xp do { set_pte xp, _pte O ; } while O

pgd_clear pte_clear
0

pgtable.h 2.1
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2.1
Set_pte
Pte_read User/Supervisor
Pte _write Present Read/Write 1
Pte _exec User/Supervisor
Pte dirty Dirty
Pte _young Accessed
Pte _wrprotect Read/Write
Pte _rdprotect User/Supervisor
Pte mkwrite Read/Write
Pte _mkread User/Supervisor
Pte _mkdirty Dirty 1
Pte _mkclean Dirty 0
Pte _mkyoung Accessed 1
Pte _mkold Accessed 0
Pte _modify p,v p
Mk_pte 32
Pte _pte phys
Pte _page

2.6 Linux
Linux .S
.C
C C C
C
DOS
Linux Intel AT&T
386
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2.6.1 AT&T Intel
Linux  UNIX
UNIX Linux 386 UNIX UNIX
PDP-11 VAX 68000
AT&T UNIX 1386 AT&T
Intel
Intel “c i
AT&T Intel AT&T “
1
Intel AT&T e 77
“$”” Intel ““h>>
““p>” AT&T ““0x”” 2.2
2
Intel AT&T Intel
AT&T
AT&T
Intel mov eax, [ecx]
AT&T movl  %ecx ,%eax
2.2 Intel  AT&T
Intel AT&T
mov eax,8 movl $8,%eax
mov  ebx,0ffffh movl $OxFFFF,%ebx
int 80h int $0x80
3
Intel e 7
AT&T e 7
Intel mov eax, [ebx+5]
AT&T movl %ebx ,%eax
4
Intel AT&T Intel
segreg: [base+index*scale+disp] AT&T %segreg:disp base, index,scale
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index/scale/disp/segreg scale
index scale 1 segreg
segreg
AT&T scale/disp “<$ 2.3
2.3
Intel AT&T

%segreg:disp base,index,scale ,foo
foo,segreg: [base+index*scale+disp]

mov eax, [ebx+20h] Movl 0x20 ‘%ebx ,%eax
add eax, [ebx+ecx*2h Addl %ebx,%ecx,0x2 ,%eax
lea eax, [ebx+ecx] Leal %ebx,%ecx ,%eax
sub eax, [ebx+ecx*4h-20h] Subl -0x20 %ebx,%ecx,0x4 ,%eax
AT&T [base+index*scale+disp]
disp base,index,scale
base
scale index
disp
5
AT&T
“I,, 32 “W,’ 16 “b,, 8
Intel byte ptr word ptr dword ptr

““dword>” ““long”” 2.4

2.4
Intel AT&T
Mov al,bl movb %bl,%al
Mov ax,bx movw Y%bx , %ax
Mov eax,ebx movl %ebx , %eax
Mov eax, dword ptr [ebx] movl %ebx ,%eax
2.6.2 AT&T
Linux .S e 7z
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AT&T
1 GNU GAS GNU Assembly

assembly Linux

GAS Id gcc GAS
GAS .0 .0

as filename.s -o filename.o

Id filename.o -0 filename
filename.o filename

GAS AT&T Intel AT&T UNIX

GNC C gcc
gcc -0 example example.S

example.S example
S S gcc C
#include #define #ifdef #endif gcc
C

2 AT&T Section

AT&T .section
3

section .data

hello: .string "Hello world!\n"
hello_len : .long 13

.section .bss

name : .fill 30 #
name_len : .long 0 #
name  name_len 0 .bss

.bss .data .bss
.bss 4

.data .bss 4 align .data 34
36 36
section .text .data  .bss
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3 Assembler Directive

.section GNU
directiv
arch/i386/kernel/head.S

1 _ascii "string"...
.ascii cegee

.asciz z “<0”” “<07”

.asc

int_msg:
.asciz "Unknown interrupt\n”
2 .byte

.byte
3 .fill
.Fill repeat , size , value
repeat size value Fill size
repeat 0 size 0 8 8 8
repeat 8 4 0 4 value
size  value 2 value value 0
1 size size 1
Linux GDT
.Fill NR_CPUS*4,8,0 /* space for TSS"s and LDT"s */
8 Fill CPU 4
4 _.globl symbol
.globl Id symbl symbl

symbl
.globl SYMBOL_NAME idt
.globl SYMBOL_NAME gdt

idt gdt

5 .quad bignums

.quad bignums bignum 8
bignum 8 bignum 8

.quad 0x00cf9a000000fFff /* 0x10 kernel 4GB code at 0x00000000 */
.quad 0x00cf92000000fFFf /* 0x18 kernel 4GB data at 0x00000000 */
.quad 0x00cffa000000fFff /* 0x23 user 4GB code at 0x00000000 */
-quad 0x00cff2000000ffFff /* Ox2b user 4GB data at 0x00000000 */

6 .rept count

.rept .endr count
.rept 3
.long 0
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.endr

.long O
.long O
.long 0

7 .space size , fill
size fill size fill
fill fill o0 arch/i386/bootl/setup.S

.space 1024
1024 0
8 .word expressions

gdt_descr:
.word GDT_ENTRIES*8-1

gdt_descr GDT_ENTRIES*8-1
9 _long expressions
.word
10 .org new-Ic , fill
new-Ic New Location Counter new-Ic

.org
new-lIc .org .org
.org
fill fill
fill 0
.org 0x2000
ENTRY pg0
0x2000 pgo
2.6.3 gcc
Linux C gcc
““asm”” include/asm-1386/system.h CRO
read_cr0
#define read_cro0 {\
unsigned int _ dummy; \
_asm__\
"movl %%cr0,%0\n\t" \
'=r* __dummy AN
__dummy; \
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}
C gcc C
__dummy C _asm__
movl
C
C
1
_asm__ _ volatile__  "<asm routine>" : output : input : modify ;
_asm__ __volatile__
““asm””
e ''<asmroutine>" "mov1 %%cr0,%0\n\t" “
cc 1 2 CPU
Intel 8
gcc
%%cro
o output
constraint < 7
2"=r* __dummy
““ r’ %0
__dummy
¢ m?>  __dummy
““ m” __dummy
2.5
2.5
m, v,0
R
Q eax ebx ecx edx
I, h
E, F
G e s
a, b.cd eax/ax/al, ebx/bx/bl, ecx/cx/cl edx/dx/dl
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S, D esi edi
1 0 31
Input 7
ccqrzcenss
modify : ““memory~~
e ““memory””
system.h _cli
#define _ cli _asm__ _ volatile__ "cli": : :"memory"
2 Linux
Linux arch .h e
system.h C
1
#define __save flags x _asm___ volatile__ "pushfl ; popl %0":"=¢g" x :/*no input
*
! #define __restore_flags x __asm__ _ volatile__ "pushl %0 ; popfl": /* no output */
g" x "memory", “cc"
1 2 1 pushfl
popl flags X
2
2
static inline unsigned long get_limit unsigned long segment
{
unsigned long __ limit;
_asm__ "Isll %1,%0"
M=rt o limit "r" segment
return __limit+1;
}
__limit %0
segment %1 Isll segment
__limit __limit 1
3
Linux

strcmp
arch/i386 string.h
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static inline int strcmp const char * c¢s,const char * ct

{

int d0, di;

register int __res;

_asm__ _ volatile__
"1:\tlodsb\n\t"
"scasb\n\t"

"jne 2fA\n\t"

"testb %%al,%%al\n\t"

"jne 1b\n\t"

"xorl %%eax,%%eax\n\t"
"jmp 3f\n"

"2:\tshbl %%eax,%%heax\n\t"

"orb $1,%%al\n"

g
"=a"  _res , "=&S" dO

1" oces ,"2"  ct ;
return __res;

}
“\n,’ “\t,’
gcc

1 lodsb //
scash// al
jne2f//
testb %al %al
jne 1b
xorl %eax %eax
jmp 3f
2: shbl %eax %eax
orb $1 %al
3:

3 1b
o __res al
. do 1

ESI
. d1l 2

EDI
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3f
%0
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2.6.4 Intel386

Linux
386

BT

BTC
BTR
BTS

CALL
JMP
LOOP ECX

LOOPNZ/LOOPNE ECX 0

RET

3

IN

LEA

MOV

ouT

POP

POPA  POPAD
PUSH

PUSH PUSHAD
XCHG

4

CLC 0
CLD 0
CLI 0

LAHF
POPF POPFD

AH

ECX
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PUSHF  PUSHFD
SAHF

STC

STD

STI

5

NOT
AND

OR
SAL/SHL
SAR
SHLD
TEST
XOR

6

CMPS/CMPSB/CMPSW/CMPSD
INS/INSB/INSW/INSD
LODS/LODSB/LODSW/LODSD
MOVS/MOVSB/MOVSW/MOVSD
REP

REPE/REPZ
SCAS/SCASB/SCASW/SCASD
STOS/STOSB/STOSW/STOSD

7

CALL
INT
INTO
IRET
JMP
LDS
LES
LFS
LGS
—54—
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LSS
MOV
POP
PUSH
RET

APPL
ALTS
HLT
LAR
LGDT
LIDT
LLDT
LMSW
LSL
LTR
MOV
SGDT
SIDT
SMSW
STR

SS
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Ko LT Pl pg A R T (BRI S3), E AL 1247 I Bt DL A2 LE BRI S G
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AT EITRAE Intel 1386 CREBAT FFIHLEIAE Linux FFEISCHL. WK A e
DOS AR N g E WP 2, A, PRI IIE Linux PERSCIEC N E 2%, X2
HI ORI R AR S DRI, I, 200 S T AR ILRDR s T B SCRF e ANiE, ANEAESE
RN R BT, A7 R AP B SEBLR SEA S B 58 A A TR 1) o

3.1 HrEEAHIR

RZHAFATREXT 16 (LSRR i W LA BT 7, Bildnh i =, A5 1/0
T DL S, XS N A 32 (L R R AR AT R PRI 2 1] die AR ) 22 S ol
TRABE TN W R 7 o

3.1.1 ik

Intel x86 RAMMLILSLHE 256 Rl &b, 4 FALBEARAR A ) U SR b s, #4
EATIN 0~256 w5, BIIRT—Ahr2E M0 o, Intel XA 8 {7 (KA 5 B4 f—AN 1)
&, BRI, Y rh i ) & BT 256 b el 2 RIS : S R T S 4 iR (Faul £
RIBEBE (Trap), “EATISL KR SR BEAE FH R sl ey, SORRERBER. W o Ry b mT
Bfig W CINTR) FIAMTAEDf P W (NMD, By 1/0 W&~ Atk (IRQ) 51 ht
W, TR S A CAnREA R 5 R R R A A B R T

AP W DR P 1] R S (1 o g T D, T T PR 1) S DA T o) e B o 4 )
FERE . Linux X 256 /N R4 e ks

o AN 073L I FEAS AT R R AR BE T

o A 32747 (i E (RIH 1/0 Bas 5 &M 23 Bogs be i .

o TSI 487255 ) FHRARRE P M. Linux HAH T ig— (B 128 B 0x80
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W) FRSEIASGIH . M P A TR HAT—4% int 0x80 VL4wfRA 0, CPU Fi Y43
WHZAS, FEIFUEHAT system call ¢ ) WAZEKEL.

3. 1.2 AR n] B H i

Intel x86 ik 1y i 4% il 8259A KM 15 ANAMHWTIE, &R 8259A n 45 BE 8 A i
Widie 55 190 ORFERD IS 2 AR Wik, 55 2 2% 82504 (FRA D 1 ik th
Uiy INT AHIE, Wi 3.1 Fiom . FRATIHE L o gz il S5 A (1 RE A Ze U il b BT 2k, 245 T rh b 2k,
WS T M B G, B2 IRQ (Interrupt ReQuirement ), AT HHEHIE — 2 P4k
PR HE—AS TRQ B & i — AP . TRQ 2652 I 0 JFERIUY 40 5 1, R, 25—4% IRQ
LRI RN TRQ0. TRQN [FEAE ) o n+32; WIFT AT, TRQ A a) i R f S ] DU 3o o
T4 e i 1 ORAB 4L

i

A

INTR

A

INT IRQO(IF %)
IRQ1(E%D)

IRQ3(tty2)
IRQA4(tty1)
IRQ5(XT Winchester)
% IRQB(#3K)
» ACK IRQ7(4TEIHL)
¥ —INT  le——— IRQ8(SzH It 4l
i «—— IRQI(FE 5E 1/ IRQ2)
+——RQ10

573 i [ IRQ11

< oo [ IRQ12
l«—— IRQ13(FPU 7%#)
[ — IRQL4(AT Winchester)
«——RQ15

INTA

A4

A A A A A A A/

rh kT
A

ACK

3.1 ZUER) 8259A R TALIA

HARREA VAT LA 2l F oA b5, A0 e — 4 e 1) h IS 2634 17 #5361
Bl AR BAaX 4k rh Wi e BAIE S 5o T IF SN AN B Bk %, TirbL 15 4R ik
AT o PWI AR BRI, U R T S W A Y S TRQ,
BF R HE TRQ IR AL b (19 77 20, I FE AT DAL 5 22 1) ¥ 2% A5 A T
rh T % 8259A HAT U R ERAE
(1) WM Wk, g~ lngsk (IR F5.
(2) WERAEFRWLk breA T — AR W k55 .
a. fEEAZ BN IRQ 15 T FE AN I (1) 1] 5o
b. XA i) B A AR W RS 00— AN T/0 S 11, AT SRR CPU B i 3l i ki tt
) H
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c. EFFARIE S RIXS] CPU B INTR 5 H——B1 & H—AN i
d. &ff, H2 CPUMIAXATWHE S, AR S sk Wriisflds (PIC) 1)
—A1/0 % Hs BEi, 3 INTR 25,

(3) RkHFF—T.

XFTAMER 1/0 1R B BEMnT 20 P RESL, —FiE A CPU A B2, 215 R eflag 1
HAR AL (TF), 24 TF=0 I, 25 (EAEMIANE T/ 0 b ridRk, BT, — Rt M bz
TR AR, A T s s b — A 8 AL BT bRl A7 A28 (IMRD,  BEA7 XTI 8259A 1K)
—4 ek, WUREARFIE Ak, T TRMARMA E 1, BE A, WE O,

3. 1.3 S AR BRI W

UL CPU A B BRIy, AtE ¥, 7E CPU UUTHFE 3R L AREE L. F
P W 2 VAL AR A N SR R SR S DL K 3.1 aTLUE Y, = H AN 1/0
BBRAAEM KRR . Intel JCARSERR BN S8 1 —FoRACEE, DRI, i T B § 21 0 3
WALHE T ARl W7o 75 CPU AT — /NS A SRR P IF, e AN 5 JHC A S 6 8 v o i o B i
KRS, WEEYE, M3 BN S, CPU VSRR eflag (s IF £, A% (AT nl B #iz - o
IR A S =4, Wikl CPU Bl (CPU HAZRM R IR )], frXA i b se)s, 4
Wiy AR B (R o JRATTIZ LR 0 5 PP T A0 AR 0~31 22 (8], ANEFERGEHAT Chli
4 0x80),

Intel x86 ALHLASAAN T KL 20 Bl (HAAMUT SPGB IO, Linux AL
TN RFRN R SR — N L T S A R o X AR U 2, TR R A R T 4
PATZAT, CPU I e o A — B FAR RS, ARG MR IS T A A

FE22 3. 1 4 T Pentium BRI AR SRH KA R 447 SRR it . 2 045 BT
LAFE Intel MIEARICRIHHE],

#3.1 T ] SR A

[T 54 i fifiid

0 Wit T it 0 Bx

1 PR Wb / B 0 AR HEAT B S A

2 AEBERE P (NMD AN T i W R B

3 b Bt Hi int3 (Wimfe4) 5250k

4 i B 4 into (check for overflow) ¥§AHHAT

5 USRS T it 1 bound F§ A WAL T

6 R A [ 4 CPU K A5 2 — AT A 75

7 B AT H T Bt 5 cr0 [ TS #rak, ESCAPE 5 MMX 484
AT

8 XU AL T it Kb PG ANRE FRAT AL B SR T S 1
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Hk
[TEs b ES eS| fifiidk
9 BhAb B2 B gt T DRI/ 0 0 502 W A P25 5 R 1 ) B (AN H A 80386)
10 TCR TSS i it TEY) I3 R RA TR TSS
11 BOANEAE T it FIH— AR B
12 He B T BT HRBO R, Bl ss ARRIBRATE R A7
13 WA i it BT Intelx86 fRHBIEF IR — ARG RN
14 TR T it FHEM TN, BB R T —Fh 5 TR B
15 Intel f£H¥ / 3|
16 7 R HE i it V7 RCRC S SR A — MBS, i
17 XS T it HEAEHU LA OE RS

18~31 t Intel £ %, MHEKEY 7TH.
AN, W 3.2 s, MR A LT TR R A B R AN (B ARSI ¢ SR
REFE 3y, BT A UNIX S 5 R L3 5| R o R

#3.2 HH 5 A AR P R IS

] S 4 HHT L SEH AR B9
0 BRik e / divide error ( ) SIGFPE
1 PR / debug () SIGTRAP
2 AEBE M W (NMT) / nmi () None

3 Wy / int3 ¢ ) SIGTRAP
4 ¥ H / overflow () SIGSEGV
5 WA / bounds ( ) SIGSEGV
6 RS (R / invalid op ¢ ) SIGILL
7 wHRATH / device not_available ( ) SIGSEGV
8 XU g e f double_fault ( ) SIGSEGV
9 T Ab B B / coprocessor_segment_overrun | SIGFPE

D

10 TR TSS H invalid tss ¢ ) SIGSEGY
11 BIANEAE H segment_not_present ( ) SIGBUS
12 B T H H stack segment ( ) SIGBUS
13 WA A general protection ( ) SIGSEGV
14 TR H page fault C ) SIGSEGV
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15 Intel {R% / None None
gk
Ih] W4 TS R AL AR B9
16 T A / coprocessor_error () SIGFPE
17 Xt AT / alignment check ( ) STGSEGV

3.1.4 R AT R

ESEHLEREEC R, CPU BN AEAR M 0 JFURI) 1K FH1E h— A E R . RPN ER
Ty 4 AT, IS T B BRI PR AN 745 B RS 2, X AE A s PR k(58 2 AH B o
Wi b FERR P BN I ke AFUR, FESEBTR,  Hr 4 71 AR TOURA) J PR BB ) e kAR A AN
TESR. R, O TN BT, WMEE R 4 TR @A R
AU EE R Bk, 7ESERir, sk i)kt 8 N dl sk, Wik 3.2 ow,
P b i) 2 S MU AP W IR 75 2 IDT (Interrupt Descriptor Table). HHF &R IAY
W—N TR (Gate Descriptor), “I17 B S 2 i & A= NP A 05 il ek X 28 1], AR5
A BERENAHBY (P A PR Y o

31 1615 12 87 54 0
| {3116 |P| DPL| ODXXX | 000 -
31 16 15 0
| Bl | {5 B 150 |
DPL BB T IR A

i #% = N R E O hE I m A &

P B RAEN AT bR &

BUEPEST N B BT A A RS B R 647

D brasfr, 1=32 %, 0=16 {i

XXX K VAREItt)

BI3.2 IR AR I —eds =X
2B 347, FoRITHRFTIRA, XEHIARTTUIT .
1. f£451] (Task gate)

HRAEG K 101, [T T NERE TSS Bk B4, HAmAS Sl a1, K4 TSS
ARG IBAER—ANBORA R, K, AT IS E— NN DBtk TSS J2 Intel Fridfit
AT DIALE], (H2 Linux HEAE RAULS T PRIMTES DI (5 W H AT UIH .

2. H#r] (Interrupt gate)

FRRRE Sy 110, FWr 1S 1 A i O AR BERE e T AE BRI PR AT A B A i A2 2
A HIBGE R W THEA T WA PR I, AR FES TF bR, BIOCHh T, DARE S i b
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KA. WP R DPL (Descriptor Privilege Level) 4 0, Kk, )/ &SHIEFEAGEDT A
Intel BT BT B - WAL AR 40 ) o B 1 30ns A iR B hI7E P AZ 2

3. BABFT] (Trap gate)

FERAAS D 111, bW 1L, JentE— D, B I BB T T2 AR BRI
YEFF IF bR AR, Mpil, ARHWr.

4. RG] (System gate)

X2 Linux PEZREMNCE R, HERIEH PSR ) Intel BFEBETT, BIG, T1H6A
P DPL 4 3. JTHIL R GRS 4 4 Linux 2 ACBERERE, eI 3. 4. 5 ) 128,
v, /AT, afDMEH int3. into. bound A int0x80 VUL Zmts 2 -
)i, ERRY B, PR R AL A AL E A PR T A IE 0 FFaa I Ty, T2
A LABAE AT AT 7 o Sk, CPU il 17— N Wik £ 5 A7 4% IDTR, FRA7je
Writh A 7 R AR N AE R MGk . P TRA TR T AE4s IDTR 22— 48 (37 frds, HAK 16
PEARAT WIS R AR R RN, 32 ALARAE IDT fy3Eht, il 3.3 Fios.
a7 16 15 0
IEEERE I |

K 3.3 IR ST R % A7 4% IDTR

3.1.5 MFRICHwIaS

T T A BT W S R B AR, R A LA S TR A

1. AL FEFE4 CALL

54K CALL  HFE44

Vi 1386 ZEHUH CALL 3842 JG MAAT CALL $54 2 B, s 184 AL EIP $5 1'%
B CALL $8 41 F —4384 . CALL #8450 EIP (HEARR N, T TH IR . 4B 3] RET
AT, He s Bl AU E A 3] CALL 1) F —4454

2. AP FEFE 4 INT

e INT R

il EFLAG. CS % EIP Zif7astli s AR N o 58 BB 4% 3]ty o W 1) 545 5 140 o b Ak
FRREFP o AEAR WAL FRRE P45 oI,  IRET 84 SCHEA HIAGE [P 3 W AP A T4 A W ) 3t o

3. AP MSE AL BERE AR 4R 4 INTO

R #: INTO

ViU FEd HARE R 1, INTO P/ H Wrim 4 4 5 A BERE /. EFLAG. CS M EIP
TATEUEANRRE N o P HIB LA 2] i W ) & 4 2 10 S A BERE e o 76 TP I AL BEFE 7 45
W, TRET $84 At HIAGE [P 2 WA AT B A BT iR b g o
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4. IR AR 4 TRET

4 #0: IRET
PO TRET S il Bt i : €% EIP. CS A EFLAGS ZifEss N AN, 3
W AR [F] 3 2 A TP W (R 77 o TRET FH 2 v by b B R 7 1 485 W Ak o

5. INEH WA TR 14 LIDT

#X: LIDT 48 AL EAHRHRFF

LU LIDT #3844 g 1) 48 fr P IR FF 5 N Wi iR 7 27 4785 IDTR. ChHGIATF R
WA 2R A7 A7 S M G5 AT IA], #RO2 Eh r de: AEMRT (MK 16 A7) eI, £
W Cp 32 A7) Hasr e dthl. X484 N A ILERAE R AR ML

PR T B A IR AT I s S — 4R TR A IR [MIFR 4 IRET. X 4482 K48 CPU HE Tl T
BRSSO AL AS 45 1 b W R AR

o IAHTIBT AL BEFR I (4] A AZ AR K S B B A A AR . S R — AN R R e N AR, )
SERAHIXAME, ARG, WUCKF EIP. CS M2 EFLSG MRl

o KA BT E S AL BRI CPL SR A AT CS W AR, W2, XU B
BT AR S P T A IR AL T RS, R A AR, R, TRET 2404047, IR
[ B9 h BRI, BN

o AHEHRER SS I ESP i fras, RMEIFIH S ASE.

o FUEr DS, ES. FS HI GS PUNBL A AP 28 IS, B EA RS IMIERAT &5 & — Bk
F, JFHIL DPL Z1/NT CPL. W2, SigMItN g . XA s R 725k 2481
T (CPL=3) FJJH A% % F i i B %47 2% (DPL=0). WA AM, PR 5 2 0 T 7 5 7T B
I FH I 6 25 A7 28 2K U7 1) P9 R ) bl 2 1]

3.2 WWHRRT R IYIIR1L

WA BRI, FATHE T Intel AR WAl S 8 Frfie i TAE . i, FAiTA
BRAE RGN A1 BERXT Wi IR AT R IR ha e gt Tk .

Linux WIZAERGEIIPIAALIT BOE AT KR IIa L T4, SRR e A 4
AT g R )4 8269A; A5 W i) B IDT SRAVEMGHIIEREEN IDTR 5474, JERIARALR T 1)
BT JXLEERAT 1) 58 BOREAEAS 1Y BEAT AR A o

R BERE AT LB INT $5-2 A AP sk, b Wiig sk im 84E 0~255 2. 4T
B LB P AR INT 35BN ARE I FR AT 2, 2500 IDT RBEAT I aaE . Ji it
e T ERBE BT ) DPL CE S 00 A SRR R AR SR T IR A T SR
CPU 2Ry A i3 CPL (3) 55 DPL (0D A pPse, AL Az —A “H iR 5o

B, AW 20k P BERE RE S A A P SR LI Thfe. CLEATAR ST AT, el Ui
MH SR BE N PRz 8], 3X0n] DO I T B B D F6) DPL S0 3 Rk 3
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3.2.1 AN m =B E

AMIRATC L3RR, Linux & 0~31 7 Fees e i AERBE i rh W, Wi 32~47 Z [
) B A WO 25 T B T, TR i T PR i A ek ) e I s B R AR B . AT
7 8259A HrirEE g, R I IRATIE N AR A, ok TR G AT B )

8259A ik P A ity I ACHEAT B AL 1%, 6 T FR R ) 8259A s &% I 8259A 1 ki,
IXPIAN G 152 0x20 Fl1 0x21. XF- 8259A 2 >Kuid, XYM 1 J& 0xAO A1 0xAl. 8259A F P F
ik TT, R T, SR TAET . EERERG SN, FFEEN 8959A fil—LLwih
TR, Kt 2 uan 77 X dmte.

SRR 82594 WIBH 4 MWy &7 (ICW) ZFAFEasCThRE, EATEREH K
IV IR LT -

o ICWl: WiHtAT 47

o ICW2: WrinREZFAEAY, VIR 5 AN w5 ALAE v W ia) B B AL, RS AR

Wi NI 8259 ARG TP s CIRNE D A ZENTE e #E ) 8 frrpirin & (aliny vk

KT .

o ICW3: 8259 MZKIEm AT, HIKRX 7 ERFMF .

o ICW4: fRiErpirikE TN, B riikst. hiWrgh a2 CPU KA1,

8259A WIUGALI H 2 5 NFT odir &7, 8259A AT AH N I 25 A7 2 R BiAr X e iy 4 7,
DL¥E ] 8259A TAE. A KM ENREE S SEATEANRER T, 38 10 2 B A O v g A v ir il
MR, AT H AR Linux XF 8259A W W) 4h Atk WF i — R, AR S FE
/arch/i386/kernel/i8259. ¢ K& %L init 8259A () Hr:

outb (0xff, 0x21) ; /% IEBHE R TAEFA72% OCW1 (AR h iR
JR BT AR, AR BRI R G M AR W A e B,
outb (0xff, OxAl) ; AEEFMAT I AR G Sk */

outb p (0x11, 0x20) ; /#*i% 0x11 F| ICW1 GEEHEM 0x20), JEEWIEA S
Fio Ox11 KRN WHE KA 5 0 EFHEE L R 2 A 8295A ik, RN E ) 1CW4
IEHHE +/

outb p (0x20 + 0, 0x21) ; /* 1% 0x20 3| ICW2, H A& 5 iAE A ) & 11
151 5 A, AR 3 A AR R WS CEIED NI 0~7, IR TRQO-7 WG 3 [m] & 0x20-0x27
*/

outb p (0x04, 0x21) ; /* % 0x04 3| ICW3, ICW3 J2& 8259 (L% M4, 0x04
R 8259A-1 2T/

outb p (0x11, 0xA0) ;: /* F ICW1 #4514k 8259A-2 */

outb p (0x20 + 8, 0xA1) ; /* JHJ ICW2 4 8259A-2 f{] TRQO-7 Wil 5| 0x28-0x2f
*/

outb p (0x02, 0xAl) ; /% % 0x04 F| ICW3. Fox 8259A-2 J& My, Jfi
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HeAE 82594 1 2 S I/
outb p (0x01, OxAl) ; /+ 4 0x01 iX%] ICW4 */
e — A 4 DTS S O WHRETT A0 — Bk ETT e AP IRNEE RS, A
e W S AR S B ik, AT B R K R WA RE M Y . R, XA T2 8259A 4%
BRI RGOV, SN AW EAEIRSS I, TR RIREX AN M BT T B
JIT CASHG IS BIASEAS A7 LG T AR IR 55 1) o 8 S v Ry v IR s LR K, AN REAS BB, BIAS

REH Wi e . @8259A HlRL MIARZ R L M AN =22t ds. —Bokil, HAZ0E R Bl
ZINA MBI =80t OFRrai sl AV IEH T ARASETART R o RIFEP IR SS 45

W CH RS FEP KRR, B n) 8259A 5 i RIL L5 WA 27 EOT GE B TAEZF 4748 0CW2 1),
T RIS P57 TSR H 24 /T IR 467 0, EOT 2 ks aUE 28, A iEd; @
CPU 2871} x86 %41,

outb_p () BREU S — M RAEEEE VI3 2 = MRAERGRE R T/0 s, Jfd —A4
TR A

XA T 8259A WIUAMI F 2 TAF . a2t IBM PC ML) BIOS H il fb A7 Xt
H TR S AR AR B, FE VAL, X BRI A BIHAT, 13 S T DL A [ ¢
BIERTIEAR . SRR PC ALK AN A W iy B i £ 23 ld - O8H OFH, 70H 77H. {HJ&
Linux XJ 8259A 1E T H WA, B0 T /MR rb Wiy rh 7 1) 20 Bie. (20H2FHD A i)
SR 23S NG B

3.2.2 HWHIARTR IDT (TWI 1L

S SEHLEATAE ST, IDT BRI BIOS FEF. AR, — FLECEHEA T Linux
PR IDT SRS B AE I 5 — AN, HEIEATHE A SR RIS B AL

L. IR R A A7 4% IDTR (TG4

I 9 48 4 LIDT X of W o) & R % /7 4% IDTR AT ) 46t , LA £
arch/i1386/boot/setup. S H:

lidt idt 48 # load idt with 0,0
idt 48:

.word O # idt limit = 0

.word 0, O # idt base = OL

2. 8 IDT KA 4 HubE RN IDTR

HVC 454 LIDT 25N IDT WK NAIE i (£F arch/i386/kernel/head. S H1):
ftdefine IDT ENTRIES 256
.globl SYMBOL NAME (idt)

lidt idt descr

idt descr:
.word IDT ENTRIES*8-1 # idt contains 256 entries
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SYMBOL NAME (idt) :
. long SYMBOL NAME (idt table)

Hridt A a)mdehd, WA ARSI T LR IDT Rl FREKE
Ay 256x8=2048 F1i

3. M setup idt() EREIHF idt table FH1#) 256 NI

BFATECEFE—F idt_table fAE X (£F arch/i386/kernel/traps. ¢ #):

struct desc_struct idt table[256] attribute ( (_ section (”.data.idt”) ) ) ={ {0,

0}, };
desc_struct &5ME XA

struct desc struct {
unsigned long a,b }

Xfidt_table AR EIAE X T HJEME (_attribute ), _ section VL4 “F5”,
TR T idt_table WL AAHMEAF BOEBE T idt A8, i Biiss “2. 38 IDT £ Gt
HEREN IDTR” ik o

%) idt_table KAATHFRN, T T — NP B EEREY ignore_int () o FAIRAE
A THIGEAR B, 1B A AT W AL SRR P, DR 3 A 225 1 v W A R e S R g N R T
ignore_int () & —BIL4ifE/ 7 (F head. S H1):

ignore int:

cld #ITIMFREFE 0, ZonBIES HIIGKENMRT /74 (esi

edi)

pushl %eax

pushl %ecx

pushl %edx

pushl %es

pushl %ds

movl $ (_ KERNEL DS) , %eax

movl %eax, %ds

movl %eax, %es

pushl $int msg

call SYMBOL NAME (printk)

popl %eax

popl %ds

popl %es

popl %edx

popl %ecx

popl %eax

iret

int msg:

.asciz “Unknown interrupt\n”
ALIGN

1% P W AL B RS — R R WAL B e, BRAT I T A
o TEARHIRAT—LE A A AN HUMH s
o M printk O BEREFTEN “Unknown interrupt” REEH;
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o MARHIRE T AR TN A
o PUT iret F54 LK HE P IIFR T o
SBR b, ignore int O ARERFR TR MAAT . RAEEHI G BHE PRI T
“Unknown interrupt” y4&, UiHHZEAZHIL T — MBS (—A 1/0 W& A A RA
TR 2D, BEAREHIL T — AW AN TR RS AR D .
Wb, TATEE setup idt O RECUWIMAT IDT RPATIH A :

/%
setup idt

*
*
* sets up a idt with 256 entries pointing to
% ignore int, interrupt gates. It doesn’t actually load
* idt — that can be done only after paging has been enabled
* and the kernel moved to PAGE OFFSET. Interrupts
* are enabled elsewhere, when we can be relatively
* sure everything is ok
*/
setup idt:
lea ignore int, %edx /#if% ignore int Hubik WAL &, 36 H 28 A%bedxx/
movl $ (_ KERNEL CS << 16) ,%eax /* selector = 0x0010 = cs */
movw %dx, %ax
movw $0x8E00, %dx /* interrupt gate — dpl=0, present */

lea SYMBOL NAME (idt table) , %edi
mov $256, %ecx
rp sidt:
movl %eax, (%edi)
movl %edx, 4 (%edi)
addl $8, %edi
dec %ecx
jne rp sidt
ret

B A BE A S0 M T TR AT AR 2 8 ST T IR AT TRAE A 32 A2 % A7 4% eax
Aledx H1, W 3.4 Frox, M rp_sidt JFARIARBAE P E A 7 256 3R

31 16 15 0
@x | RUEH (00010) | i RO 16 £ |
edx | DS 1 (K75 16 i | 00 | 110| 00000000 |

K 3.4 TIRRTIAFIAEP AN 32 A7 K 25 A7 ds

3.2.3 TR I ER AN

FEXS R WA TR BEAT T AR e, RCREAE R T 2 ST REJE X TDT JEAT 55 i 4141k,
Wt AU, SR R BE IR A Ak B P B X A 2 I A B P . — HXA R SE, * T
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BAFE, IDT M — NIRRT TR ], TR IMHB A W, IDT #ELS & T A
o

1. IDT IR &

IDT RINH)WEE EIE L set_gaet O BESLILA, X5 IDT RMTIWILEAL LEE AL, (HIX
BAFH PRI S, BIt, BRIk LR N AE . 7E8t, FAI4 B R Eins (7F traps. c
i) K HARRE .

#tdefine set gate (gate addr, type, dpl, addr) \

do {\
int d0, dI; \
_asm___ volatile  (“movw %%dx, %%ax\n\t” \

“movw %4, %%dx\n\t” \

“movl %%eax, %0\n\t” \

“mov]l %%edx, %1” \

:”=m” (% ( (long *) (gate addr) ) ), \
“=m” (% (1+ (long *) (gate addr) ) ), "=%a” ( _d0), "=&d” ( _d1) \
271”7 ( (short)  (0x8000+ (dpl<<13) + (type<<8) ) ), \
”3” ( (char *)  (addr) ) ,”2” (__KERNEL CS << 16) ) ; \

} while (0)

KNS EE X, i, gate addr 2 THHHE, type ATTRAL, dpl AiEK
BRI, addr g BT Ad FERS R Mk o R Bt A I g A S o B 4

o MIHIRANH ANEE, A5 %1, %2, %3 K%4 k4iE, Hh, %0 5 gate addr
iy, 1%Y (gate aggr+1) 45y, KXW ANREIAIMAENLE: 2% 5JmilARE 40 454,
{PIRAE eax Zif7aR s 3% 5 dl 854, FIE edx ZFf7ar .

o NI 3L E. B THIHESCE LT 0%~3%, Fik, HAGS IS
4%, HAER “0x8000+ (dpl<<13) + (type<<87, IfiJa M PIANAZ F 23 IS T i & 4
[11%3 Cedx) F12% C(eax), HAHZ MK “addr” I “  KERNEL CS << 16”

o HTBHUNIXIAER, HSEWHN set_idt O BRE SAMEIAIL 4 4% mov B
T.

THERATEE WA _set_get O BRECKES IDT AT

void set intr gate (unsigned int n, void *addr)

{
_set_gate (idt table+n, 14,0, addr) ;

}

TS n NRIPIEN—ADPWITT XA TR BT 357 w8 AR B 3k B 47
(__KERNEL CS),DPL 3% & ik 0, 14 &7~ D braGA7 4 1 2RAS 4 110, bl set_intr gate ()
BEEIEFWIT, A IR B A W A ERR P i HudE addr.

static void init set trap gate (unsigned int n, void *addr)

{
_set gate (idt table+n, 15,0, addr) ;

}

T2 n DRIVPIEAN—NFEBE T XA T T BOG BT BB A B )5 4F,  DPL Ik
B0, 156 FKon D brBEAI N 1R AAE 4 111, bl set trap gate () WE IR, W
B B R A B B b addr.

static void init set system gate (unsigned int n, void *addr)
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{
_set_gate (idt table+n, 15, 3, addr) ;
}

5 n ADNRIPIRA—DN RG] XTI BOE BT B A B 4T, DPL ik
B3, 15 R D RGN 1SR, 111, ALl set_system gate () B & A& FERIET ],
HIA 4 DPL O 3, PAlitk, ZRgei AEH] Al LLE L “ INTOX80 ™ A 7 Z 4817, Mk
AN WAL A

2. XBEBFTIARGET TATAR 1L

trap_init () BH0M S BEE WA RFRIT R 19 ADNFEPFTT, Qigrprid, IXLEr W m &
#SZ CPU LR B 1 57 Ab BEK -

set_trap gate (0, &divide error) ;
set trap gate (1, &debug) ;
set_intr gate (2,&nmi) ;
set_system gate (3, &int3) ;
set_system gate (4, &overflow) ;
set system gate (5,&bounds)

/* int3-5 can be called from all */

set trap gate
set_trap_gate
set trap gate
set trap gate
set trap gate
set_trap_gate
set trap gate
set trap gate
set intr gate
set_trap_gate
set trap gate
set trap gate
set trap gate
set_trap_gate

(6, &invalid op) ;

(7, &device not available)

(8, &double fault)

(9, &coprocessor segment overrun) ;
(10, &invalid_TSS) ;

(11, &segment not present)

(12, &stack segment) ;

(13, &general protection) ;
(14, &page fault) ;

(15, &spurious_interrupt bug) ;
(16, &coprocessor_error) ;

(17, &alignment check) ;

(18, &machine check) ;

(19, &simd coprocessor error) ;

set system gate (SYSCALL VECTOR, &system call)

FEXT BB T R A T TR E LS, BADKE— Pl 1B E .
3. IR

THAF A AL IYALE arch/1386/kernel/i8259. ¢ 04, il I E & H

init IRQ C ) BRELT ) — B 78 B -
(i =0; i< NR_IRQS; i++) {
int vector = FIRST EXTERNAL VECTOR + 1i;
if (vector != SYSCALL VECTOR)
set_intr gate (vector, interrupt[i])

HA SCHEBeHA k. A FIRST _EXTERNAL VECTOR JT4A, ¥ & NR_IRQS A IDT I, Hi%L
FIRST EXTERNAL VECTOR 5 ¥4 0x20, 1fii NR_IRQS NI %y 224, BRI 1N E. Vi, %40
Bk T R G0 0 1) 0x80, PRAXAERT I AW B I T o

X, R AR B N D MR — AL interrupt (], BT AR LIR R T
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W Ab B R B TR E o BRATIRTE — T g A W] Ty ib HRE ST T B SO SRN, TR 4R
— W77 A AN R A
#define IRQ (x,y) \
IRQ##x#H#y#HE interrupt

#tdefine IRQLIST 16 (x) \
IRQ (x,0) , IRQ (x,1), IRQ (x,2), IRQ (x,3), \
IRQ (x,4) , IRQ (x,5) , IRQ (x,6) , IRQ (x,7), \
IRQ (x,8), IRQ (x,9), IRQ (x,a), IRQ (x,b), \
TRQ (x,¢), IRQ (x,d), IRQ (x,e), IRQ (x, f)
void Ckinterrupt[NR IRQS]) (void) = IRQLIST 16 (0x0)

Horp, “# 87 BERRICTFR B ERAE . 40 gec TALEE, IRQLIST 16 (0x0)
Bl IRQOx00 interrupt, IRQOx01 interrupt, IRQ0x02 interrupt:---IRQOxXOf interrupt.

PRI, ATEENET 15 NFEBETTS 4 DRGETTR 16 MR TR E . AZAE
TR R HAR TP W TR R, AR A —— A

3.3 SEHALER

Linux ) H >Rk )P4 AN ERSRAN A (1) H -

o SGRERERIE—ME T LLEAR — A SRS I

o ALHIERIY I,

TS Mg oL, B, REREAT T AN 0 BRIFERAE, CPU M4 —A “BRrik
Fig” e, FE A IR e AL BRI ) M AR A%k — AN SIGFPE 55 o 4aribfE i 21X
M5 )a, IR T DLERDE, 8 N R, seE ZabddT (ARG 5%
AAHN S 5 A FFET) .

PR S i AL B P IR A — AR UERI S50, Sl LR 3 5 41k

o TEWNIART IR K ZETF A4 N A ClnyE gl 5 S0

o UM C %0 1 Ab BH bR 255

o iHid ret from exception() EEM ZHIE .

3.3. 1 fEWAZEH RAF A A A N E

BT e A PR e B 7 2L AR, Rk, FRATTH handler name SRER7m—Nil
R A AR P 1) 4 7 CEBR A P IRER 3.1 D). HEA S BT 17 g e 210
arch/1386/kernel/entry. S H:

handler name:
pushl $0 /* only for some exceptions */
pushl $do handler name

jmp error code

Bltn:  overflow:
pushl $0
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pushl $ do overflow
jmp error_code

U R AR, A SR T B A B — AR AR AR N B T, A I
BH B E 4 pushl $0 #54, FEARPIR b AN W AR 2 b R\ HERR, T
BATIX AR S o UG, JESEH AT R A M bl SR HERG T, BB 4 T AW AR F 4 5 do_
g

P50 error code ML G o5 BOW TR I S AL BRRR P2 AR IR, BR T “ A
AT XA IXBARRY S bR b O e A BT 1) U P RR [RLHEAT AH DG i, AR
urr

error_code:
pushl %ds
pushl %eax
xorl %eax, %eax
pushl %ebp
pushl %edi H# 48 C R AT RE H 21 B A2 A B DR AR AR
pushl %esi
pushl %edx
decl %eax Heax = -1
pushl %ecx
pushl %ebx

cld # 5 eflags M7 AR, DGR edi Al esi 24785 M{E B 2038 N
movl %es, %ecx

movl ORIG EAX (%esp) , %esi # get the error code, ORIG _EAX= 0x24

movl ES (%esp) , %edi # get the function address, ES = 0x20
movl %eax, ORIG_EAX (%esp) HATK T B IZANM E B -1

movl %ecx, ES (%esp)
movl %esp, %edx

pushl %esi # push the error code

pushl %edx # push the pt regs pointer

movl $ (_ KERNEL DS) , %edx

movl %edx, %ds # BN E I BOERETTREN ds AT A4

movl %edx, %es

GET_CURRENT (%ebx) #ebx "PAFHCL TR task_struct 454k
call #%edi XA 0 AL PR

addl $8, %esp
jmp ret from exception

Bl 3.5 2 T M P RERREE A S0 AL R PP I A RZ HERR IR AR AR T
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W HERFiET ESP

+0x38
+0x34
+0x30
+0x2C
+0x28
+0x24
+0x20
+0x1C
+0x18

+0x14
+0x10

+0XC

+8

+4

0

FH PRI SS

FH ) ESP

}MFﬁ&%ﬁ

EFLAGS

FH 2581 CS

EIP

}.ﬁ@ﬂmFﬁ%ﬂm

HRIGEL 0

BRI

DS

EAX

EBP

EDI

ESI

EDX

ECX

EBX

WIZHER TR ET ESP

»
»

(a) HENTRHAE AR I R R ]

}%Fﬁ&%ﬁ

}'ﬁ@ﬁ%F%%ﬂm
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+0x38 M P SS
+0x34 HI P (¥ ESP
+0x30 EFLAGS
+0x2C H P22 ¥ CS
+0x28 EIP
+0x24 -1
+0x20 ES
+0x1C DS
+0x18 EAX
+0x14 EBP
+0x10 EDI
+0XC ESI
+8 EDX
+4 ECX
0 EBX
F ARG
R ESP

(b) 579 R B Y4 5 HERR R 7
K 3.5 BEASH G NRZHER AR 1L



3.3.2 W KBS H) AR 1L

HTRELRI B, AR 2 AN R AR AL b 4, i, —£8 PC BE v AR —4%
T LS R A ETE o B K, RS IR AR 20— 4% rh I 2 A AN SE 1)
Pk, A R RF R I A R pErh W AR AR S, AR AL AU T W e 4 gk — P (1)
ik, 7E Linux Wil LU TAREASFREER TRQ BB T —ANBAAI, I AT i i) 4 i
RNV

WE, TR, gk (IRQ) 5 A hrin) & Z (MG RN Rl & rh i sk 1) —
PO EERE A, B4 EXT N — AN WiE SRS (BERRTR TS, 5 2 NS (IRQn) ByEk4E
Wr h) S 132,

3.3.3 Wi R BAA A Bt 45

WRTATIA, 1F 256 AN ES, BT 32 MRS AN, B 224 ME KT E .
YT TRQ, Linux #H—AN irq_desc_t s ghtkfiiis, FATHE M IRQ #HASF, 224
AN IRQ FER— A4 irq descl], HoE XAFE/include/linux/irq. h Hi:

/%
% This is the “IRQ descriptor”, which contains various information

* about the irq, including what kind of hardware handling it has,
* whether it is disabled etc etc

*k
* Pad this out to 32 bytes for cache and indexing reasons
*/
typedef struct {
unsigned int status; /% TRQ status */
hw irq controller *handler;
struct irgaction *action; /* IRQ action list */
unsigned int depth; /% nested irq disables */
spinlock t lock;
} cacheline aligned irq desc t;

extern irq desc t irq desc [NR IRQS];

it XN AR 54t T — & MR, “  cacheline aligned” R/niXANH#E
SR EOAF IR 32 71 CROEZEAFAT KA JEAT XS 5%, DM T H R AP A Bk A7 T8 o) A7
o I TR IR A 040 45 K ) AN s T 4k

status

iR IRQ W ZOIR S —dibrE (FF irq. h HE SO, HHARS SCE N FEAE do TRQ()
PR

handler

ff M) hw_interrupt type #iIARF, XAHIARF X Wbl A A, Tiissg Bk
R

action

Fa 1A AR BER IIRET, XA BER UL W75 BIREREAT HIR 1Y) irqaction £5H,
Ja T2y T AR .
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depth

W X 46 IRQ 2k, depth WY 0, 4iRAEHIX 4% IRQ WA 1l—k, W4 —
AMEH B —X disable irq C ), ZEREURABXANEE M 15 1R depth 55T 0,
ZRBU A X % TRQ ik AR, B4 H enable irq C ) MEUN, ZEREUATXA
BMEDR 1 Wi depth 4824 0, X% eRE0HH HIX 4% TRQ KTk

1. TRQ #ATFIPIAR1L

RGN, init TISA irqs O B¥x TRQ B git (iR es) msiktr )
ahi (Z,18258. ¢):
for (i =0: i < NR_IRQS; i++) {
irq desc[i]. status = IRQ DISABLED;
irq desc[i].action = 0;
irq desc[i].depth = 1;

if (i< 16) {

/%
* 16 old-style INTA-cycle interrupts:
*/
irq desc[i]. handler = &i8259A irq type;
} else {
/*
* “high’ PCI IRQs filled in on demand
*/
irg desc[i]. handler = &no_irq type;
}

}

MIZBREF T LA, WA, AEFTA R BT Ze Al T2 RES s BR4ch e ik ik
AAETH W ARG BIRE Caction 24 005 DGR IrEAZE T, (ML depth 24 15 X rH Iz fil 43 1)
TR A PIRP TG OL, — P FTRLN 8259A, )Rl Hofh il as .

SRJe, OB IBHIIR TR IDT, 1 3. 2. 3 WHTIR, &L AW IAA R IR I A (1 i T o

2. P2 IR ST hw interrupt type

XA AR S — A I7Er, 4RI SR P Wkl i (PIC) F1ACIERIMKLK 1/0 FIFE,
E XU
/%
* Interrupt controller descriptor. This is all we need
* to describe about the low-level hardware
*/
struct hw interrupt type {
const char * typename;
unsigned int (*startup) (unsigned int irq) ;
void (kshutdown) (unsigned int irq) ;
void (*enable) (unsigned int irq) ;
void (*disable) (unsigned int irq) ;
void (*ack) (unsigned int irq) ;
void (*end) (unsigned int irq) ;

-72 -



void (*set affinity) (unsigned int irqg, unsigned long mask) ;

s

typedef struct hw interrupt type hw irq controller;

Linux B T SCFFAZ R 422010 8259A 1 4h, Wz Fr HAl) PIC s, fu SMP
I0-APIC. PIIX4 [fJN#B 8259 PIC K SGI ) Visual Workstation Cobalt (I0-) APIC. {H
T, N T RGN, BAEAZRE, FRATMUENUEE M A 82594 PIC [ AbBEML, ©it
it 16 MRAER) IRQo AEIXMIFHHL T, 7 16 /> irq desc t fidfF, H P REAHIATTK handler
BRI 8259A irq _type A, XILIATUIN ML

struct hw interrupt type i8259A irq type = {

“XT-PIC”,

startup 8259A irq

shutdown 8259A irq,

do 8259A 1IRQ,

enable 8259A irq

disable 8259A irq
b

TEIXASGE R )5 — AN “XT-PIC” 22— AT #TK, 8259A irq type 75 (4RE
FRIM) 5 AN RREL, X LEpR U E X PIC JufE e, 1A BR £ 7 il 3 Bl AHOC PATIZ A s
F TR . (HE, 7R 8259A S GO T, XA R AR FH 5 5 A s EUE —FE ),
Ja I BRBUE )i FORAR I vl 2k . JETHIEXS do IRQ FliiR I FAAHEE do 8259A IRQ () &
5.

3. WSS HIFEHEIRST irqaction

75 IRQ AT oh A 16 2455 action SN irqaction, B2k 2R REILZ—
Hh kTR T E N EAE 4R . 4 include/linux/interrupt. h HE AR :

struct irgaction {
void (xhandler) (int, void *, struct pt regs *) ;
unsigned long flags;
unsigned long mask;
const char *name;
void *dev id;
struct irgaction *next;

R

b
BAHARH L A F AL,
handler
FR 1 — N AR T/0 WA P W IR S BIFE . X A& SRR 2 AN L2 ] — TR 1 Bk
flags
H—dbrGEfA Tz 5 1/0 W ZAFKR.
SA INTERRUPT
T T Ak R 00 200 LAAE FH PR BT R AT
SA SHIRQ
A& B WA WA TE 2 RSN (N7 e
SA SAMPLE RANDOM
A DA AN R S VR BN S A B0 Pk, AT DU e L™ A= 88 (R T
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LM /dev/random F1/dev/urandom 5 7% A4 H EUAS BEMLEL T U5 ) iX FRRRAE D o

SA PROBE

P AZAE SRAT BB A B0 2 R0 IR 1 1A X A% BT 4k

1/0 wes 44 (l/proc/interrupts 3CPF, ATLAEF], LEZIH A o M oR B8 44) .
dev_id

TRE 1/0 W& E et T AR5 .

next

Rl irqaction HUAFFRERM NI . IR — APk i RE S BB HA FO B
(7 W 55 BURE , BERR P IR REAS 0 3 X A Y B K Al 55 B RE (R A

4. R S5 iR

Pl B BRI TP TR 5 R (Interrupt Service Routine) Y ARG HT 2 ) o i b
PR (Interrupt handler) JEANFMES . AR, S W3 FE 7 AH 21 54 1)
(AR IR, il TRQOx05 interrupt (), Z&HWiS 5 (aj&EA 37) KSALBRY, g
XA 5 ST R R, R R 3 004 oA R ) R T R 45 R . A
W7 1 5591 RS AR [ P 2 5

IRQ: KT

dev_id: WRARIRTRF, HAAN voids;

regs: fi ) WAZHEAR X 4R BT, HEAR TP A7 80 2 P W R 2R JG I R AE IR A5 A7 48, B R
pt regs &M HARN BRAL SN2 .

TESEBR, K2 H0H W IR I FE I A X L S 40

3.3.2 R REAS I aR 10

76 IDT RAVAWTE R AT, BT Wi RS BAAIIE Ky 2 o b, BT I rf iy H AN Sk
HITEL R T, WAEARBISEERIR S . 4 CPU BLARIE I rp W7 1 JE N T 5N v i 1) 2 £
AFEFRSY, it TRQOx05 interrupt (), {HJZ, HAKEIPEIRSEIRE CanETE-RED E&E
FENTBE RIS R, 7R A& IRIFEF WA B, 208 request irg () BRECH

IS 1T H BT 45 491 R 4 N H i SR BA A7
request_irq() BREHIARIGHAE / arch/i386/kernel/irq. ¢ H:

*

request irq — allocate an interrupt line

@irq: Interrupt line to allocate

@handler: Function to be called when the IRQ occurs
@irqflags: Interrupt type flags

@devname: An ascii name for the claiming device

@dev id: A cookie passed back to the handler function

This call allocates interrupt resources and enables the
interrupt line and IRQ handling. From the point this
call is made your handler function may be invoked. Since
your handler function must clear any interrupt the board

I SRR R SR S CHE R G N

|
~
N
|



raises, you must take care both to initialise your hardware
and to set up the interrupt handler in the right order.

Dev id must be globally unique. Normally the address of the
device data structure is used as the cookie. Since the handler

receives this value it makes sense to use it.

If your interrupt is shared you must pass a non NULL dev id
as this is required when freeing the interrupt

Flags:

SA SHIRQ Interrupt is shared

SA_INTERRUPT Disable local interrupts while processing

SA SAMPLE RANDOM The interrupt can be used for entropy

EE SR S S R SR G R S R N SR N SR R

*
~

int request irq (unsigned int irq,
void (khandler) (int, void *, struct pt regs %)
unsigned long irqflags
const char * devname,
void *dev id)

int retval;
struct irgaction * action;

#if 1
/%
* Sanity—check: shared interrupts should REALLY pass in
* a real dev—ID, otherwise we 11 have trouble later trying
* to figure out which interrupt is which (messes up the
* interrupt freeing logic etc) .
*/
if (irqflags & SA SHIRQ) {
if (ldev id)
printk(”Bad boy: %s (at 0x%x) called us without a dev_id!\n”, devname,
(&irq) [-1]) ;

fendif

if (irq >= NR_IRQS)
return —EINVAL;
if (!handler)
return —EINVAL;

action = (struct irqaction *)
kmalloc (sizeof (struct irgaction) , GFP_KERNEL) ;
if (laction)
return —ENOMEM;
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action—>handler = handler;

action—>flags = irqflags;

action—>mask = 0;

action—>name = devname; /*%} action HEATHIGRL*/
action—>next = NULL;

action—>dev_id = dev_id;

retval = setup irq (irg, action) ;
if (retval)

kfree (action) ;
return retval;

}
G AEE 0T IR B s T LT EAN (A . Horh LB R SE XS setup_irqg O BRI
H, %R & EAEX g SR ST WAL sR £ (R BT ARD
int setup irq (unsigned int irq, struct irqaction * new)
{
int shared = 0;
unsigned long flags;
struct irgaction *old, *#¥p;
irq desc t *desc = irq desc + irq; / #3K15 irq R FF* /

/3 S TR SR BA SR AE DA 20 7R I S AT % /

spin_lock_irgsave (&desc—>lock, flags) ; VA YN
p = &desc—>action; /#ikp 381 irq WA action 3, B irgaction %53 IH) 1 Hx /
if ( Cold =#p) 1= NULL) { /*WIHEXAMEERA R 5% /

/% Can’ t share interrupts unless both agree to */

if (! (old->flags & new—>flags & SA SHIRQ) ) {

spin unlock irqrestore (&desc—>lock, flags)
return —EBUSY;
1

/5 JLFRI WSS BIREIMAZ] irq "PIFTG K BAS1*/

do {
p = &old—>next;
old = *p;
} while (old) ;
shared = 1;
!
*p = new,;
if (!shared) { / * U irq AL * /

desc—>depth = 0; / *JA X4 irq gk /

desc—>status &= ~ (IRQ DISABLED ‘ IRQ AUTODETECT ‘ IRQ WAITING) ;

desc—>handler->startup (irq) ; /*EIJ§M startup 8259A irq() ph%x /
}

spin unlock irqrestore (&desc—>lock, flags) ; / #IB IR X /
register irq proc (irq) ; / *{F proc XM ARG B~ irg I E* /
return O;
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}
AT 5 XK P A R B A S

1. XJ register irq() RELI Al H

TEIXENRE PR B AE V2 23— IRKATOT I, e SR A e 8, LA irg.
Hrp 28 handler 45112 BN B Wi sk B H K AR 55018 . ABOE — DMREP 254 /
dev/fd0/ CH—ANHREXNS N HIBER) WA VIR, AR, — R BRI / dev/fdo/,
Ty MORAER G e ARG, FATTIX EABE RSl TR TRQ6 73 i sy Pt 1
Hles, LERXAHWET 6, PALIKENRE R HUAT DO R AER, DR L b R 55 B R EE A R
Writi KA S :

request _irq (6, floppy interrupt
SA_TINTERRUPT|SA_SAMPLE_RANDOM, “floppy”, NULL) ;

AT LLE 2], floppy_interrupt () 9 W it 45 6 B 18 47 B b 2 A FH o T (iR T
SA_INTERRUPT #5i&5), I HA RVFHZEXAS TRQ (3 SA_SHIRQ A5&) .

TER AW AR, YatdE A free_irq O AR HOIG WG RS B, %
EAEZALR (BE 21X / dev/£dO/ 1R T/0 $4E, 8E EIEOXANSCAE RS, ISR 7Rt T
EA WS

free irq (6, NULL) ;

2. X setup_ irq() EEFAEH]

TERGHIIRIT B WIZ N T WIS B b Wi 4 irq0 HASF, 7E time_init € ) B
KPR TR R

struct irgaction irq0 =
{timer interrupt, SA INTERRUPT, 0, “timer”, NULL,};
setup irq (0, &irq0) ;

G, WIIEAZEAY irqaction Y irq0 AFtE, 1 handler 3% B % timer interrupt
C ) B, flags 3% &K SA INTERRUPT, name J{¥EE K timer”, &5 — MRk E
B NULL PLRR& A dev_id {H. Tk, WA setup_x86_irq ¢ ), 8 irq0 fHAZF|
TRQO (1) W ids =K A F71

FfelHh, WIS TRQ2 A1 TRQ13 AHICH irqaction #AFF, JEIEEAHEARIAH M
Mg RBASI T, 76 init IRQ C ) BEUHE FHEEA:

struct irgaction irq2 =
{no_action, 0, 0, “cascade”, NULL,};
struct irqaction irql3 =
{ math _error irqg, 0, 0, “fpu”, NULL,};
setup x86 irqg (2, &irq2) ;
setup x86 irq (13, &irql3) ;

3.4 kAR

W B, ATRNE TR WA TR SR, JFRA TN AR X TA
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WIS, SRTEROI B L2, o ITARSRR AT, WA A
ERRATA BB B %

3401 HRIKR S AL B P A AL BE

58, BATARELEI A B CPU anfey b B Hh W F S o 3 HUAR 2 A% E b 4Rk, CPU
O S A 3 R B A

2 CPU AT T U482 25, CS Fl EIP 3X 4 75 A7 as HH AT & IR N 28 2 — S0 BT
R4 RE N fEXF—435 2 BATHT, CPU JG A 7E AT M AT 35 4 ARk R b 15 & 2E
TR R . WALRAE T — AN a4 CPU R LT S .

o e PR AE TR R I 1A & 1 (FE 0~255 Z[H]).

o L IDTR Zff#4KE IDT 58, #2HX IDT 5 7 10 (BRIYZE 74N D

o PIBHHTAHMMER S WA B d, 4 CPU Y ETRI AL CPL (F£MUE CS
A AR 5 IDT el 7 B BT H (¥ DPL AHELAS, Wi DPL (3) KT CPL (0D,
SRS BT SEE ORIk 13D, Rk Ik A BRI A AN BEAG T 5 e
W PRI R 7 R A R o X LA AR I AT BETEAN K, A Fh BT AL BRRE PP — B AT e i, S
R R 00 BRJGJE “T17 SR dr, #8CPL 5 IDT A58 7 AN DPL AHELER, @il CPL KT
DPL, tHaie ikt (3) /NTIXANTTHRL (0D, CPU BEARE “#Fid” XA, T4
FEAEAS R SR, X T P N R UG I R R B BT s ] R
TR, XR 717 AR — R PR, ANARSNEE 1/0 £ AR 1) el K] CPU
WEB SR ET AR S, WUR U, R T e, ek T 117 gt

o AR ARAE TR LA . i Wik A CRAREECh 3D, T Wi b BRRE
JPIBATIE NI R 0O, R R A T84k, BT Ass g DR HERR M S 4. At &1, M
F P MERR DI 3 N AZ HER o 17 B A AR AR AR INE, B CPU FE N X R AT I, AN 2 T 4
ek, wilE 3.6 s,

AR BRI HERR (PIRZARD

© FBORAT A

ﬁ; SS HRIbT R AR A

- ESP ) SS: ESP

4; EFLAGS EFLAGS

i E; AL E;

I ERROR CODE Ry ERROR CODE

@ FERGHA AN

Kl 3.6 R B Ry AR R
MB35 R A A A HERR DD 2 RS HERR IR, SEdC R S HER I A
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WIFE O N AZ AR, [FIIFHE BFLAGS 257 8% FIBhAR, AR5 100l A Wb AR iR [l il Fis N
HubR . WS A T — MR RS, RS B EHEAR T  an AERRA RE AR,
MBS QIE 3. 6 th@. ARAT e, B{E SS:ESP F CS:EIP IX X} 25 A7 s [ 73 1)
Jeft4? SS:ESP ME A M HTRERR I TSS kA, & A5 Maridb R ] Az AR FREr, Ry e
BT AR R 7 A M RTHERR I — 304, ARFCUHTREFREIZAT . CS:EIP MEMLE IDT s |
TR T RGA R BOE BT A A B AAE, BN, CPU mhbbdL 2 T b el o A B .

3.4.2  Linux %W b3

TR S A R WA T AR BE K — OV BR, N PR S IA Linux XA T A
B, BARK B R AR S A 4

MW AR, AT I ERER R SEart. F5 b, EHTA R ERIER
JBOEH WAL B P A B I A GG T E I AFFE A N HE IS, DA — A
AEPERE Y IEAEISATING, ARV TRQ ARk B R ACH A St s b Rng . SEELELRE, bkt
PR RACGRERE AT I, BT ARGR M HERL L AUR Ak T TASK_RUNNING JIRZs, 770, #tnl fe
PRSI o PIL, AP WA BERE P AN BEDAT AR AT PHLZERL AR, 401 T/0 B4 o KL, Linux
AP ERAT IO ERAE 22 0 R 3 2K

1. &AM (Critical)

SXREA AT QT Uy AR o W 7 5 A5 I8, X P W il s e 6 P s T BT e »
B R v A AAL PR [R] I 1) A K a5 A BEA T B 2 IX SR AR R U, NAZ AR PRI PAT
WAEY, RSERAENAZAE AP WA BERE P SR T, o FZAEAE T TR T

2. dFE21 (Noncritical)

XFER A W SOIR L RAT AR BG4 U7 1R (R B S ¥ (B, 42— MR, B RS o
XA BRI SE R, I, BT H WA BERE P AL BT, HAE R R TR T .

3. dFEAnZEIRA (Noncritical deferrable)

EFEIERAE D, 0 ANZEPP DI A 25 U2 — SegE R bk = 1a) (folan, B AT S8
DX P25 325 1) 2% i AL BRRE s (R R D o TR S0 T i e S 2R 5 11 I 1) ) B 1T AN 532 W) oA A 5
Vi A DGR R o S5 A 77 B AR o JE 5 ST LB 3R (44 FH — S8 RO “ T 384 7 (bot tom
halves) MIBRECKIAT. AT G I “ T 557,

P AT B W AL BERE PP AR AT 4 A JEA 44

o TEWNIZARHIRAT TRQ IIE A A7 A7 45 11 P 255

o 2555 TRQ T W AHE I rb W42 il 9 A0 — AN N, 1K SR VAR IR A T Bk Pk
H BT 3K

o HUTHLEIXAS TRQ T A B4 R P T IR 55 BIFE (ISR);

o BkF|ret from intr ( ) HHbhbE& L.
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3.4.3 SMEMATORIH R Bl gt KR

W, T8 L RG A RAE R, WM R B K%, e T
A CREAMRALTE arch/i386/kernel /entry. S 1),

1. HWEE X

X R E T HEA WAL BRI, ANOCE AR S HEAR R (BSP) (AR AL E,
B 3.7 45t T AEAINAL BB BT ORAF (R 27 A7 A A

+0x38 H FHkim ss
+0x34 FiI Kk (1) ESP } I e
+0x30 EFLAGS
+0x2C H 25 EH CS ‘
+0x28 EIP } AR [ A A
+0x24 ORIG_EAX
+0x20 ES
+0x1C DS
+0x18 EAX
+0x14 EBP
+0x10 EDI
+0XC ES|
+8 EDX
+4 ECX
WAZHER TR ESP o EBX

K37 BEAHWTBLRL I AL HER 7R SR

EBX = 0x00
ECX= 0x04
EDX= 0x08
ESI= 0x0C
EDI= 0x10

EB = 0x14
EAX= 0x18

DS= 0x1C

ES = 0x20
ORIG_EAX = 0x24
EIP = 0x28

CS = 0x2C
EFLAGS = 0x30
OLDESP= 0x34
OLDSS = 0x38
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H:r, ORIG EAX J& Original eax 2 &, HBEARE UKL,

2. AFIAERE

) ZFAF AR 44 pt_regs

TEWZT, REZRBNSHGE pt_regs Fidagify, & XAE include/1386/ptrace. h Hi:

struct pt

long
long
long
long
long
long
long
int

int

long
long
int

long
long
int

} .

regs {
ebx;
ecx;
edx;
esi;
edi;
ebp;
eax;
xds;
xes;
orig eax;
eip;
Xcs;
eflags;
esp;
XSS

Eﬁ%%%%@&&%@ﬁﬁ%ﬁ,%&%ﬁ&%@ﬁ%ﬁ%ﬁ%%m%ﬁﬁﬁﬁo

3. PRAFELIS

1% SAVE_ALL

FERWIR R 47, EHEPTAT AR R A0 A7 2 (0 N B0 DR AT AEERG P, IR SAVE_ALL 258

JEH

#tdefine SAVE |

cld;
pushl
pushl
pushl
pushl
pushl
pushl
pushl
pushl
pushl
mov 1
mov1
mov1

EPAT LG, HER N B 3. 7 PR ACIEAN R 51K 3. 6

ALL \

\

%es; \
%ds; \
%eax;
%ebp;
%edi ;
%esi;
%edx;
%ecx;
%ebx; \

$ (__KERNEL DS) , %edx; \
%edx, %ds; \

%edx, %es;

P

TEMERTZ 2 T4 TR «
o CPU {EiE NPT A FERS P I F 3K FH AR R BT CUn BESE e MERR ) . EFLAGS 27 f7 4% Ak
[l b — ) e A HERK -
o BTFALEAN DS FES FURKIN BN, RGREN W EZEE B iR fF  KERNEL DS (iE X
i 0x18), WAZEL® DPL 4 0,

S AR A 2 BEAR 181 3. 7,
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4. PKEIIZH) % RESTORE ALL

AN WR I, PR A A A2, X2l RESTORE_ALL % 5¢ B -
#tdefine RESTORE ALL \
popl %ebx; \
popl %ecx; \
popl %edx;
popl %esi;
popl %edi;
popl %ebp;
popl %eax;
1: popl %ds; \
2: popl %es: \
addl $4, %esp; \
3: iret;
FLLF Y, RESTORE ALL 5 SAVE ALL BEAHWFAY . HHATH] iret F5IF, WZH XK
SUWIHEN AW T PR, A8 CPU AR iR [

5. B 4urtFER task struct 5RO HbIERE S AR

#tdefine GET CURRENT (reg) \
movl $-8192, reg; \
andl %esp, reg

MW —5 “task_struct GEHTEWNAAAFI” — T RATEA00E, MardtFEn task struct
AETRAE W RZAR T, Rk, PLLEPIAIRAminT UE task struct g5# IR HLIERAE reg %547
s,

— = =

3.4.4  HHWTALBRRE I PAT

WA, BRATCLEE T 1386 KR WIHLH LA SMwIdate T, BLE, FRfi1n]
DA W SR (1) A2 21 CPU [ 3, 7328 v W A BEAR 3 1R FH R B, 4 X — S — i,
PIAZ: Linux PAZ RS HR KT R i 3. A A

b SRR RS AR 8 CL e i T I AR, I B OB AR R (IR 45 10 AR 4 N 21 e
(P WA SR A o B AT RERE IEAE P ¥ (s AT (BRI LAz W), HAMR C =T
—URHPTER o IR AN TR W SR R 4 8259A BIlik CPU [ R iR Sk 12k INTR I (2
FE 3.1, CPUBAERAT 78 T 5 2 o KM B 1% o

CPU M HH W4 1) 485 10—ty TP R B i) £ T, ARJGARSE T AP ISR R IDT k3
AN (I, A2 S B AR T ] ORI AR R W, ANTFET “T1)” fifx, CPU
sk ] LA 1) 3045 A PR A BN E i, B E A TRQOx05 interrupt. [RAix L
B e T & 2R IS CPU G2 ATAE ] P 4% 18] (CPL=3), Tfi*h i kb BFEY )8 T A% (DPL=0), [iit,
TEATHEAR IO DI . A& 0, CPU M TSS "It WAZARFREL, DI B W A% AR (LR IE
ha) . 4 CPU E N TRQOX05 interrupt I, PIEZARUTE 3. 6 1@, kB H -~ 454t EFLAGS
()N 25 DA SGR [ hE A PR ESeAl N 28 54k, BT CPU E NI T] GiiASZFaRETD, B
I, XA CgAE A, HEIERE .
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AT IRQn interrupt RFmM IRQOx01 interrupt # IRQOXOf interrupt fFZ—4
T AL E R Y . X AP A E R P SE B B2 A do IRQO , T do IRQO) U H
handle IRQ event () A% HJFX A RECA BOEMBHAT H T IS5 BIRE (ISR). &1 3.8 45 T
TR SR

[ IRQnN_interrupt ]

v

do_IRQ() ]

;

[ handle_IRQ_event () ]

'

TR 55 HT R 55
ke 1 Hife 2

3.8 rhHTALTE R BT = R
L. W PR IRQn interrupt

BATE SEF— T M IRQOx01_interrupt #| IRQOxOf interrupt fKJIX 16 4> pR AL aifi 58

Xy, AE 18259. ¢ W ST R %
#tdefine BI (x,y) \
BUILD TRQ (xtt#ty)

#define BUILD 16 IRQS (x) \
BI (x,0) BI (x,1) BI (x,2) BI (x,3) \
BI (x,4) BI (x,5) BI (x,6) BI (x,7)
BI (x,8) BI (x,9) BI (x,a) BI (x,b) \
BI (x,¢c) BI (x,d) BI (x,e) BI (x,f)

_—

BUILD 16 IRQS (0x0)

23t gee MITRALTE, %75 X BUILD 16 IRQS (0x0) 4T/ BUILD IRQ (0x00) %
BUILD_IRQ (0x0f). BUILD IRQ Z/&—Btik A 4u s (¥£/include/i386/hw_irq. h H1),
T AT EAR, BAHEE IR g S B

IRQn interrupt:

pushl $n-256
jmp common_interrupt

FE b ek 256 HI g RARAELERR T, X HE N I AR BERR S S 2R — AN IR A MERR A,
Wl e HERL T ORIG_EAX [PME, WKl 3.7, X2 — M4, [ERES R M. &1
T AR RR Y, ME— AN B AR T IRIX AN SRS, BT I A EE R Ak B — B
AR A HARHS common_interrupt. iXBACHSTT LAYE BUILD_COMMON_TRQ ZZHh#k#|, [FIFE, kA
W 2 TL RN I G AR, T AN 22 S T 1 T B I 2 vl 5 B

common_interrupt:
SAVE_ALL
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call do IRQ
jmp ret from intr

SAVE_ALL % & AE B A4 i, &30 b Wb B 2 T (R BT CPU 25 17 28 HR AR A AE %
W, #RJF, BUILD COMMON TRQ ZZ1AH do IRQ C ) %L, KR AL CALL i FHIX AN R 4L,
I, %R BRI IR AR . 4PAT5E do TRQ € ), mhiBk#EF] ret from intr () M
HE (S WJET DA R S 3R (5] 7D

2. do IRQ ¢ ) H¥K

do_TRQ () iXAN BB BT A A I TG SR o MIX AN PR B BAT I, P AZ AR MAR T 21 R
(e

e do IRQ C ) [yiR[EIHsE,

o 11 SAVE ALL #fEgEMe (1) — 41 %5 f74 I 1E;

e ORIG EAX (Bl 7-256);

o CPU HENMRIEMTTAF4S o

IZ BRI SEIL B R W R (RPIRAS R 4 T BAR B -

#define IRQ INPROGRESS 1  /* IEFEHATIXAN IRQ [— b EEREP*/

#define IRQ DISABLED 2 /% MiR#&IKSNIET CEEEM TiX45c IRQ kg */

#define TRQ PENDING 4 /x —AIRQ B IAE g b, HANE, (Hik
AN ERAERS */

#define TRQ REPLAY 8 /% Y Linux HFIKE—ACHMIBRE) IRQ B */

#tdefine IRQ _AUTODETECT 16  /* MHEATHER A RIS, PIRZAT X 4% TRQ HiibT
2 x/

#define IRQ WAITING 32 /RN R A TR, W B ARE Bkl
IEAEBEAAI irg */

#tdefine IRQ LEVEL 64 /% IRQ level triggered */

#tdefine IRQ MASKED 128 /% IRQ masked — shouldn’t be seen again */

#define IRQ PER CPU 256 /% IRQ is per CPU %/

X9 AMIRESIET 6 MRS E R, IIRAIS B T BAR MR . 54h, FAEE B
IRSHHEE 2 R DT. e RAEA 256 (2°) , Pl LU — A7k Rix 9 NIRE,
PR N AR

Z R BAE arch / /i1386/kernel/irq. ¢ & XU F:

asmlinkage unsigned int do IRQ (struct pt regs regs)

{
/o PREGRIFL O WIEERA XA irg IELEH 55— CPU MEAT Ab2E,

BUIX A% T 4 Bl 2 i/
int irq = regs.orig eax & Oxff; /% AW */
int cpu = smp_processor id(); / %3515 CPU 5%/

irq desc t *desc = irq desc + irq; / *{F irq desc 1B T irq WMRET* /
struct irgaction * action;
unsigned int status;

kstat. irgs[cpul [irq]++;
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spin lock (&desc—>lock) ; / * X} AbEEHLINSEL* /
desc—>handler—>ack (irq) ; / *CPUXJHIFiFHRE FHiiA* /

status = desc—>status & ~ (IRQ REPLAY | IRQ WAITING) ;
status |= IRQ PENDING: /* we want to handle it */

action = NULL;
if (! (status & C(IRQ DISABLED | IRQ INPROGRESS) ) ) {
action = desc—>action;
status & “IRQ PENDING: /* we commit to handling %/
status |= IRQ INPROGRESS: /* we are handling it */
1
desc—>status = status;
if (laction)
goto out;
for (;;) |
spin_unlock (&desc—>lock) ; /*HEANIfGFIX*
handle IRQ event (irq, &regs, action) ;
spin_lock (&desc—>lock) ; / xS * /

if (! (desc—>status & IRQ PENDING) )
break;
desc—>status &= ~IRQ PENDING;

desc—>status &= ~IRQ INPROGRESS;
out:
/%
% The —>end() handler has to deal with interrupts which got
* disabled while the handler was running
*/
desc—>handler—>end (irq) ;
spin unlock (&desc—>lock) ;

if (softirq pending (cpu) )
do_softirq(); / *REPRAR A W /
return 1;

1

NN XA R BT HE R R .

o MPATH] for (;;) XANTIRIEIES, ok &0 rh Wi K S EAT b3, X2 i
handle IRQ event () BRELGERIT o KA B sk BA A4 — I S 08 s, DRI AR 10E N OX A R 2R
TN

e handle IRQ event () PREF) T A B A -

if (! (action—>flags & SA INTERRUPT) )

_stiQ); /HR R Wk /
do {
status |= action->flags;
action—>handler (irg, action—>dev id, regs)
action = action—>next;
} while (action) ;
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_cliQ; [T H e/
XA I SR BB B RS TR T AR 5 R o PP BT IR 55 B R S LB B e AT I
BATE e, B BRI RRER AR KB RE e B AT A o
o IXHLEULWINE, TR BIREEAE S I A AF NI OANVRARARBE R D, IX
WM A CPUFEZ L I TN F S K PP T A S I o E, SRR RN R 8 AN BRI, A5 )

SR A6 T S AT B T AU, P TR R 1 P S Y, TR T 1
AL U TRAALEL. B4 (bottomhalf) HUEHE, X4 W ACKHE T4
AT i

o IR, NAZBEAALEF 4P TS R Wik, MA@ TRQ PENDING br&A
NRARUE TiX— . * do IRQOHATH| for (;;) ffi¥AEl, desc—>status H[) IRQ PENDING
PIbREN R 0 CRRAECHfHA? Do 4 CPUSATSE handle IRQ event () BRECR[HIN, W1
EARENAIIR N 0, I ATEIA I E N . WERXAFRER AL R 1, ARl X 45 e b X
AW A GO CPU TR D, P MIEHA X AT — IR T XA EEA 7 20, St nl 58k AL AL ]
— T IR ETEIMEAR S BAT .

o AIFER) CPU A SR VF I R Bk A [R]—rh W il 55017, A5 ), S St 22K B A 16 v 1 il 25491
i “AI BN e, nJEAE MBS E 42 1, Mk, Linux 7E&IH
WAZIN T bt “BEXERL Y 7, DA @4 32 2 H AR

o TEMAE WG IH A desc—>handler—>end() BRI %k, H KK, WRKHKE
IRQ_DISABLED #5&fz, #tiH KR EL enable 8259A irq () >R 8 HIIX 4 k.

o R G, WA do_softirg O AT 5 47

3.4.5 MR

MHTT B FRATTATE, do_ TRQ O XA BRI AR BE A AN ) rh BT K o 3XAN BREEHAT 1Y
N5, PIRARAR T 7 Bt A2 do_ TRQO) B [MlHhhl, IXANHilkFE M) ret from intr. SEF5 |,
ret_from intr Z&—Bi4wil 5 MAND,  THEAR PN, FRATCARERITEA$E L E.
BARTRATTX S e R W R (Al (HSERR LR, 5 A R SR F IR [R] 2 orE — e sE
1, R, FATH - DL S e 38 20 T X 3 M R

ret from intr()

21 T AL R ST

ret from sys call ( )

ZIERGWHA, BT 0x80 F1E 1) 54

ret from exception ( )

LR T 0x80 [T S

TEAR DGR HLERRE T, AT D50 M B iR [FIH CPU ZEM 1, &AM E —
T Linux WAZ I EARSLIARS (FF entry. S H:

ENTRY (ret from intr)

GET CURRENT (%ebx)
ret from exception:

movl EFLAGS (%esp) , %eax # mix EFLAGS and CS
movb CS (%esp) , %al
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testl § (VM MASK | 3) , %eax # return to VM86 mode or non—supervisor?
jne ret from sys call
jmp restore all

X HLfK) GET CURRENT (%ebx) K 4pTHERE task struct S5HJMKFEEN N 27 4748 EBX 1,
VRIS, R A IS 3.7 Fis. SRIGHA “mov” $54EN0 T W & 24074 EFALGS
TIATARI 16 A7 5 AR B CS ZF A7 A% IO N PR I 32 A KA, L H IR A0

o T4 CPU & {55847 T VM86 5\ ;

o TIBIETA CPU JZISATHE ]/ 2% (A & W AZ 1]

VM86 T A LE 1386 fRP N FBHLLIZ ST DOS #4115 B I, EFALGS #4745 16 {7
PRGN KR CPU R ATIBATHE VMB6 Bisk, FMITEMA T i, CS AR RN
Hrki & ZE IS CPU IS 4T 4 CPL, #iX WAy 3, LB A b & 2E T FH 23 1]

W R AEAE RS ], B B 3 restore_all, WAL TH 28

[a) (al VM86 #ExL), NIHEF£ 3| ret from sys call:
ENTRY (ret from sys call)
cli # need resched and signals atomic test
cmpl $0, need resched (%ebx)
jne reschedule
cmpl $0, sigpending (%ebx)
jne signal return

restore all:
RESTORE ALL

reschedule:
call SYMBOL NAME (schedule) # test
jmp ret from sys call

WA ret from sys call J5, TR, Wi, PATXBACSES CPU ANELSZAFAT
TR SR . SR G, BHIMEGEEG NIAE 0, H A & need resched & X4 20, need resched
(%ebx) FTYFTHERE task struct &M mFEE need resched &M E, WRIEEIREN
0, BEIATFERIATIRE, WA schedule O AT RERE R, 10K AR5 B R BT VRN
Wik,

[FIRE, 52 uTERE) task struct 45K sigpending bR b AFE 0, MR /RN IZUEREE
G55SR, BAEA R X EAE 5 5 A N R A], O TE 5 AR B /e “ BERE (Rl A5 7
—EIATIR . ALBRSEME S, PEHIBOL IR F) restore all. RESTORE ALL Z:#AE7ERTTH C
Mg, Wl g E T EiEs, AR R E

3.5 HBr e 2 H o AL BEAL A

MERTFITHEATENE, Linux JEAGE— HEE P IT R FHG 2 i ie, menm
PRI ORAN, AT FRATVHG LA A A% SRR AL R R BT ) B o0
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3.5. 1 AT AFE A W oy oA PR 43k Ab B

HHT e 25 91 R IBEAI S A R TS SR OG AT A P B BRAT AR, DARE S ik 2 1 A i s 1) S 2
o E3E, hOE - ARENLEE, BRI SRR, WS W RS, CPU st ANGE A I
W S HCA 0 T TR SR, AT B T 0 e BRI, ORI H Al 2 AT RE DR AL B 5 v
TR, REPTREIE E 2 AL B A Ja MR . i, BRI IR T L, Pk
Tl RIS RAE S, Linux WAZSUR S PMAREHHREIR T, AR5 hA P
HPEURHSATIPIRES, HARIAEER R H T (WHEBIRR A DT, 332 8 it
FEBUAT AFESE PP X ER B H ) o (AL, ARAEH WAL B> &R 7). 2> (top half)
A 85> (bottom half), HiEo WAL BIAAT, 1MuJaF&80 BAER AR, Wik 3.9
P

B

=

bottom half

BEER

top half

PR, i
:j:: E}———mﬁﬁﬁﬁﬁ;%
e

wE

Kl 3.9 HhIirarE

EG, —AMPRER RIS R B AT A IR, S —ASET I R e AR
Hggib. EHRTEOUN, BR TSR M — SN AE G X CIERBER M2 T DA, A 1EIX4)
Z IR B sk B, B 2 A AL TAE A PIREZ AN, X — B TARR

SRJ, Bk — 25 kAR BEAR S AT IRAS BB <R SkisAT

o SUVF I A REL AU S TR Wi — A s K, BELLS -8 1 5 4
HKizAT;

o SCVFILDWIEBRECSAE—BAF N — AR Bl Kig 1T
Ja R IS AT I R SEVFR WS SR N, W0 AT S AT R ISR N, X T R

B

3.5.2 KL
Linux PAZ AR IR S5 50 0 YRR S 248 10, JFBENE T AR HOMLE] . A5 LART K A %

L, XAMHLEIEEY bottom half (fajfk bh) , {HTE 2.4 fHHH THIRRRFHE) ", g+
Wr (softirg) ML,
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1. bh HL

LATT P AZ 1) bh HLEIEEE T — A eR $de 5 5041 bh_base (1, ‘B AHT 15 2358 > #4143
ok, FR/N 32, AR I — AN G sy, BI—/> bh Rk R, MKET
PN 32 A GHF 5484 bh active Fl bh mask, FFANTERF 5 HEEPK—AL6 Ni# bh base[]H?
M—Aocz, Wk 3. 10 fis.

75 2.4 AT A%, BRRHAT 5 do TRQ O HH K R W IR 45 B RE LA, LA A IR &R 40 1
SEZHT, BAE—AN do bottom half () [T AHN [ bh R %K.

£ do_bottom half () H1X} bh B MHAT SEAE IS I (1% 0 R AT 1Y, A0 XS bh 1)
PATHEAT 77K 10 “ B A740 7, XA O5 UL T bh (B, SRR, XA CPU ki, bh B4
FIOPAT A LA E ;16T 2 CPU KA, 7[R — N H] A B 2 H e VF—A> CPU 44T bh pR%L.

void(*bh_basel[32])(void)

bh_mask J&: 7 &34

0 TIMER_BH —void timer_bh[void]
3130 210 CONCOLE_BH  |—void tqueue_bh[void]
|| | | """"" | | || 2 TQUEUE_BH
Bh_active J& R0 DIGI_BH
3130 210
|||| ......... ||||
30
31

Kl 3.10 bh HLEIRE

AR T BBRAE— R _EARUE T MH CPU 322 CPU SMP &5 44 (- FAaadifie, (HBEH
1) (RHERS Lo AL RE AR BT T SMP IOPEBEAT AR . DA, MR ZPAREZA
bh PR AT, bh s B “ HATAL” B REAE— A CPU AT —> bh pri %k, JAt CPU RN
S, WANREIATILARMY bh &%, HIFTEUE Y, bh sEUR AT (AT X P A CPU 1,
RAKIEA 2 CPU B H

W2, AEFWRZIIBEEH, RSk bh FLHIE RIS bh HLE], @ —FE LS ? 2.4
W T —BATEMINE, GRERE bh (L], 3 MG — R LA BLED, RS ENTMA—A S
—HHES R, AU 2. 4 WA AT (softira) HLH

2. B L

Bh WL o2 R AL R B AT, R0, 5 bh s A AR I AR AT RATAIEL, b
EAEATART IR HRAN T B AT AL o [R]— AN R T (R PSS 58 4 AT T BEAE IS CPU _E RNz AT,
MR, AEIXFMEOLT, BP0 AT N T T 2R A ok I A AR DT S, A
N 2.4 P AN AR SRR 1) — A NET BH pR5 X b A 4548 2 A BEHL R 40 4k b
PR T B R R
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3. Tasklet ML

AT bh BIHLHEIY L tasklet, Tasklet EES AER P2 b, {H5 BRI IX 51
A&, [ tasklet HEEBITE— CPU I, 1AFEIT tasklet W] LARIRIZATAEANH] ) CPU
Lo FEXFEN T, tasklet MIATERLTEANR, KL, 45 tasklet bS5 — KT
PR T

Bh HLHIAE 2. 4 FRARAELE , (HASZAE I — AN BRI HLEIAE AL, e @O AE tasklet 2 |
Rk, 7F 2.4 e, B IRshFL P TR & DA H A s R I IK s Ry, H tasklet A0E:
bh,

3.5.3 &t E X

7 EARN- R R W A BEH L 2 50, FRATTACA A — T AR B 45 1, IX ek 45 44 R
T HSAE / include/linux/interrupt. h /1,

L B A O ) Bt 4 4

b A G AL, R R — R EAHERS . FEXAMHERE Y, BEALS T bh ML,
WEE T tasklet HlLiHl.
(1) PIZ e SIRERH

enum

{
HI SOFTIRQ=0,
NET TX SOFTIRQ,
NET RX SOFTIRQ,
TASKLET SOFTIRQ
1
PAZ PR R A 5 ST 4 RSB g b by, Hodh NET TX SOFTIRQ 1 NET RX SOFTIRQ
AN T T A DA 10 2% B A TR BEVE ¥, T HI_SOFTIRQ A TASKLET_SOFTIRQ J&%tXf bh #N
tasklet MR, Sfd/EE RIS R h G52 2), — B0, ARSI
HT
(2) B ) &

struct softirq action

{

void (*action) (struct softirq action *) ;
void *kdata;

}

static struct softirq action softirqg vec[32]  cacheline aligned;

MGEXRT A H, WRZESCT 32 ANMh i &, BEASRAR DR, HSkR
W H AT R E SCT BT 4 S8R W, i AT S d A 2 0 HI_SOFTIRQ Al
TASKLET SOFTIRQ ANk 1 o

(3) Bz /RS

softirq vec [ ] 2 NERE, REHE CPU FTE B2 [ — M dl. H3E, B4 CPU
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BHILACH “BhWihl /RS ik, XEEPR R IE LA CPU 955 4 F AR A4l
irq stat[] (B XAE include/i386/hardirg. h 41)

*/

typedef struct {
unsigned int  softirq pending;
unsigned int  local irq count;
unsigned int  local bh count;
unsigned int  syscall count;
struct task struct *  ksoftirqd task; /* waitqueue is too large */
unsigned int _ nmi count; /* arch dependent */
}  cacheline aligned irq cpustat t;

irq cpustat t irq stat[NR _CPUS];
irq stat[JEZHW &2 RE, HESA CPU T LIZ I H & W% 5 Ui i A N . T

WHZE X T F% (fF include/linux/irq cpustat.h H1) :

#ifdef CONFIG SMP

#define  IRQ STAT (cpu, member) (irq stat[cpul.member)

#else

#tdefine  IRQ STAT (cpu, member) ( (void) (cpu) , irq stat[0].member)
#tendif

/* arch independent irq stat fields */

#tdefine softirq pending (cpu) ~ IRQ STAT C (cpu) , _ softirqg pending)
#tdefine local irq count (cpu) _ TRQ STAT C (cpu) , _ local_irg count)
#define local bh count (cpu) _ IRQ _STAT C (cpu) , _ local bh count)
#tdefine syscall count (cpu) ~ IRQ STAT C (cpu) ,  syscall count)
#tdefine ksoftirqd task (cpu) ~ IRQ STAT C (cpu) ,  ksoftirqd task)
/% arch dependent irq stat fields */
#define nmi_count (cpu) ~ IRQ STAT ( (cpu) , _ nmi_count) /* 1386, iab4

2. 5 tasklet MM EHE 454
5 bh BEUAILL, tasklet & “ZJ7” I bh B¥. W tasklet task kg X—4

tasklet:

struct tasklet struct
{

struct tasklet struct *next;
unsigned long state;
atomic t count;
void (*xfunc) (unsigned long) ;
unsigned long data;

¥

Mg XATBLEH, tasklet struct @& —AMEREN, ZERIP I BRETRE func $R IR

KFEIT o WAZHIE 2 LT —ANLL CPU %5 N R AR A4 tasklet vec[]Hl tasklet hi vec[]:

struct tasklet head
{

struct tasklet struct *list;
} attribute  ( (__aligned  (SMP CACHE BYTES) ) ) ;
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extern struct tasklet head tasklet vec[NR CPUS];
extern struct tasklet head tasklet hi vec[NR CPUS];

XA B 4L L tasklet_head £5HIEAL, M tasklet_head & ML —
tasklet struct £ HIBAAk

3. L bh At £ H

HU M0 FATHER], bh EALAE tasklet 2 b, HHEARHLEL, XF—4 bh MHiA 2
tasklet_struct &5#), HALHATHLHIAITAFE . BEVFEATR CPU L] DA B AT AN ] (1
tasklet, TMAEMTHIZ], BIfELEZAS CPU £, WIHLHEEH —> bh BREHAT -

(1) bh 22y

enum {
TIMER BH = 0, /% SEN 88 %/
TQUEUE_BH, /% JERAMEAT AR */

DIGI BH, /% DigiBoard PC/Xe */

SERIAL BH, /% HATEELD %/

RISCOMS_BH, /% RISCom/8 */

SPECIALIX BH, /* Specialix 108+ %/

AURORA_BH, /% Aurora Zuf1-F (SPARC) */
ESP BH, /% Hayes ESP HifT& */

SCST BH, /% SCSI 4% %/

IMMEDIATE BH, /* S7RIfT45FA%1*/
CYCLADES BH, /#* Cyclades Cyclom-Y H4T7Zum 1 %/

CM206 BH, /% CD-ROM Philips/IMS cm206 fi# */
JS_BH, /% AT (PC IBM) */
MACSERIAL_BH, /#* Power Macintosh [Jei4T5mI0 %/
ISICOM BH /% MultiTech [ IST F*/

s

7EZ5 H bhoE LRI, FRATTEES B T dRE. Mo LR T BUE H, A2 bh SR 440
Ky AHIXECREfF 25 R DR RAE T, B IOUEEN AT IBM PC AL AR FIHELE -5

(2) bh B ZL5

76 2.4 LLRTAIRRCASH, 48745 1) bh Fl—A> bh_base [ 1#t4l 41237 —ite, FALMBAICHR

R M —> bh BRI %L
static void (#*bh base[32]) (void) ;

2.4 PR T B o OB, (G LT A —FiE A
struct tasklet struct bh task vec[32];
X —ME 32 MR, BN uER L A tasklet struct g5, 4l

(K0 N At it L s SCRIAR S RAL v (R 5

3.5.4 bW, bh & tasklet HI¥IEELL

1. Tasklet HI#IEG4L
Tasklet MM L2 tasklet  init () BRESERI:

void tasklet init (struct tasklet struct *t
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void (*func) (unsigned long) , unsigned long data)

t—>next = NULL;

t—>state = 0;

atomic set (&t->count, 0) ;
t—>func = func;

t—->data = data;

}
Hdr, atomic set ) MR TFEAE, B t—>count B A 0.

2. WAWIAIG
T 5Elid open_softirg () BRELFT T4 H W

void open softirg (int nr, void (*action) (struct softirq action*) , void *data)

{
softirq vec[nr]. data = data;
softirq vec[nr].action = action;

}
SRJ5, It softirg init () AT K WTRETWI LR :
void  init softirq init()
{

int 1i;

for (i=0; i<32; i++)
tasklet init (bh task vec+i, bh action, 1)

open softirq (TASKLET SOFTIRQ, tasklet action, NULL) ;
open_softirq (HI SOFTIRQ, tasklet hi action, NULL) ;
1
%FF bh 1) 32 4> tasklet struct, P tasklet init LS, 'EATHIEREEFRES fune 428
) bh action() A%, WAHLEE T bh FIPATHLE], (HEAER) bh RECERH 52 H2,
SR LA T I 55 R I B A HE N TP T IR 25 BAS I —FE o [IFE, WM open softirq () BLJS,
#ep i TASKLET _SOFTIRQ FIHRSSBIRE A tasklet_action(), %k W HI_SOFTIRQ AR 4511
24 tasklet hi action().

3. Bh [#)4h1k
bh IHIEEA St init bh ) 52 R

void init bh (int nr, void C(*routine) (void) )
{
bh base[nr] = routine;
mb () ;
!
X B I R AL mb () 55 CPU W AT HR A KA o8, AT AT HE— 2018, T
A — F LA A bh 1I#) 4R (FF kernel/sched. ¢ H1) :
init _bh (TIMER BH, timer bh) ;
init _bh (TUEUE BH, tqueue bh)
init_bh C(IMMEDIATE BH, immediate bh) ;
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WIEHLLJG, bh_base[TIMER BH]AbBE & I #5 FA %1 timer bh, A&EA ;o W # 2 s
TIMER BH, 755 To 8K 3, X B RS KA RERG 10ms iXANBAS1iE4T— X .bh_base [TUEUE BH]
AL TR R I AR 45 BA A1) tqueue bh, fij bh base [IMMEDIATE BH] 3 % 4% X S0 B2 BT i, iR
FEAN 28 IS5 ) P A% e BT LUBE R 21 IMMEDTATE BH T4 B () BA 41 immediate bh H, FEi%RA
FIHHEA S

3.5.5 JaAFHRIT AT

1. Bh [fj4b¥

AT AN E ) bh B (101 bh base [TIMER BH] () W, w5 EHE gk, X
& tH mark bh () pREGEEH) (FF Interrupt. h H)

static inline void mark bh (int nr)

{

tasklet hi schedule (bh task vectnr) ;

}

M EHIFAHIRATCLSNIE, bh_task vec[1FANJTHRA tasklet struct 454, PREMH
F8% func #81n) bh_action() .

TR, FATKE tasklet hi schedule () 58 Hift 4 DyfE:

static inline void tasklet hi schedule (struct tasklet struct *t)

{
if (!test and set bit (TASKLET STATE SCHED, &t->state) )

int cpu = smp_processor id();
unsigned long flags;

local irq save (flags)

t—>next = tasklet hi vecl[cpu]. list;
tasklet hi vecl[cpul.list = t;
cpu_raise softirq (cpu, HI SOFTIRQ) ;
local irq restore (flags)

}
Horp smp_processor_id () i[9l 24 {if 8 R P AE ) CPU 5, SR Ja BLIE A K Ax A

tasklet hi vec [ ] "P33Ii% CPU BIBAFISL, FESH ¢ FrfgIn Y tasklet struct Z5HEENIX
ABAS . B ET I, AN bh BREHTE SKPAT I, S ATREREERRAS CPU F,  HEEIX A bh pR
B BT BIMEAS CPU E3AT. 53— 70, tasklet struct fUZRAREZS bh &ELH)— KA
17, fEF—IEA, HEst e —ABGId, A BRI ELE 2 A [/ —A
tasklet struct &5, WR LW LI T tasklet hi schedule O pREL, T ARE2FAT,
FUA SCVFFRRE L N AS, T LAbR 347 TASKLET STATE_SCHED At f& R UEIX— i . e,
I cpu raise softirq() &K H AWK, Hr)Z% HI SOFTIRQ %7~ bh 5 HI SOFTIRQ
B W R
bW HI SOFTIRQ fIIRS-5IFE K tasklet hi action():

static void tasklet hi action (struct softirq action *a)

{
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int cpu = smp processor id();
struct tasklet struct *list;

local irq disable();

list = tasklet hi veclcpu]. list;
tasklet _hi vec[cpul.list = NULL; /%I S8 x/
local irq enable();

while (list) {
struct tasklet struct *t = list;

list = list—>next;

if (tasklet trylock (t) ) {
if (latomic read (&t->count) ) {
if (!test_and clear bit (TASKLET STATE SCHED, &t->state) )
BUGO ;
t—>func (t—>data) ;
tasklet_unlock (t) ;
continue;

}
tasklet unlock (t)

}

local irq disable();
t—>next = tasklet hi vecl[cpu]. list;
tasklet hi vecl[cpul.list = t;
__cpu_raise softirq (cpu, HI SOFTIRQ) ;
local irq enable();

}

XA BRELRR T LI LAAR, ik LA o P B2 t—>fune (t—>data)
f), IXRScER)SE R Bt 2 bh_action () BREL:

/* BHs are serialized by spinlock global bh lock

It is still possible to make synchronize bh() as

spin unlock wait (&global bh lock) . This operation is not used
by kernel now, so that this lock is not made private only

due to wait on irq().

It can be removed only after auditing all the BHs.
*/
spinlock t global bh lock = SPIN LOCK UNLOCKED;

static void bh action (unsigned long nr)

{

int cpu = smp processor id();

if (!spin trylock (&global bh lock) )
goto resched;

if (lhardirq trylock (cpu) )
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goto resched unlock;

if (bh _base[nr])
bh_basel[nr] () ;

hardirq endlock (cpu) ;
spin_unlock (&global bh lock) ;
return;

resched unlock:

spin unlock (&global bh lock) ;
resched:

mark bh (nr) ;
1

1XHUGE bh BRI PAT E T RIEBT. — & hardirg trylock (), X&P7 1k \—A i
Wr A E R bh action() o« H—iEBI2 spin trylock () . X4 Et =4 /& global bh lock,
B —A> CPU AEX AN T AT IR Ilm AL X s AT, Al CPU AN RERE NIXANIXR], BT LAAEAT AR
I i 2 AT —A> CPU £E$T bh pRi%k. 2 TR bh s B 5 PATHHI (R 2, s EL A
Ko T .

2. B WY

WIZEEAE do_TRQ O FHAAT 58— A Wit SR NS o (1 o BT e 25 U RE U, 8 A 2t 1
AW RAELEAFRAT. T2 do TRQO 1 — 435 7):

if (softirq pending (cpu) )
do_softirq();

LER I B o Wi SR BLG, il do softirg O $ATap W R &5 HIRsE, HACRSAE /
kernel/softirg. ¢ H:

asmlinkage void do softirq()

{
int cpu = smp processor id();
~u32 pending;
long flags;
~u32 mask;

if (in_interrupt())
return;

local irq save (flags) ;/* eflags Ao N BARMELE Flags R % /
pending = softirq pending (cpu) ;

if (pending) {
struct softirqg action *h;

mask = “pending;
local bh disable();
restart:
/* Reset the pending bitmask before enabling irgs */

—-96 -



softirq pending (cpu) = 0;
local irq enable(); /=*JTlx/
h = softirq vec;

do {
if (pending & 1)
h—>action (h) ;
h++;
pending >>= 1;
} while (pending) ;

local irq disable(); / *KHillrx/

pending = softirq pending (cpu) ;
if (pending & mask) {
mask &= “pending;
goto restart;

1
~ local bh enable();

if (pending)
wakeup softirqd (cpu) ;

local irq restore (flags) ; / * k& eflags FFfEav P40 /

}

M do_softirq () AT LAE th, i CPU ANBEHATE T BT IR S5-I RE ) “ O R 7 R —A,
2 in_interrupt O, XA BRI T 4 i ik 25 1 R B AN BEAE — Bl v 0l 554510 2 A 8
17 MAEEAE— N WIS IR BT (RHRED o (HIXAN B BT A 0 W e 25 1 7
PIPATREAT “ AT BRIV, IX 2 i, ANIEI) CPU AT LAJR] ik A o T ik 25 9 142 ) 4
AT, A CPU 23 04T & BT SR IO Wi 9% o AIXANE SCEBE, 30 T IR 85 R R AT
& CIERIT . CZIPIRT o HE, RSB IR SSIRE I B RSB AL AT Dy, AN
IEATHE T (Bl =4 R ) .

N T XS 2 DR 500 4 (R A 2 W] LA, VS WA 2 T DUAR B 32 AMerbibr, (HH
BAUE SCT 4 AN e FEXTER P IBTE T HIAG LI, soft Init O BEUARIARAL T AN Iy
TASKLET _SOFTIRQ Al HI_SOFTTRQ, JX P>k rh Wil I () Hi 55 I F20 tasklet_action () Al
tasklet hi_action(). K, do softirq() *f do while ¥ skr b T X AN R £
W ES % T tasklet hi action() BJUE{CHE, fT tasklet action () HARIEG S HIEAR —FE,
TEMAN RS

3.5.6 8 bh FAH 2 tasklet

£ Linux 2.2 9, XFAIric e i oAb B SR 0 T bh HLHL, TfE 2. 4 FOFrsgin 1
B PR tasklet. TR IR ABATENIE, 7] Wik 55 7 m] LATR] IS £ A
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[FH) CPU FizqT. A THEm SMP fItERe, AWl FEHAEMS 1 RS 214 tasklet
Al PAEZ AN CPU _FizqT, {H—A CPU — IR L AEALBE— tasklet. bh fAAZEEIT T
ITACAREE, e e SPM EREEH, JE—mZ%I, —/> bh BEULREH—A> CPU SKRHUAT . W2
Linux 2.2 J1f) bh BHIE] 2. 4 ) tasklet, 54 N0 7iET.

1. Linux 2.4 9%} bh [fabs

fEt#— bh Jy FOO_BH (FOO F7-ERL A » HAEBRREC, foo bh, NI
(1) AbHpRE R JEAY: void foo bh (void) ;

(2) it init bh (FOO BH, foo bh) E¥Hf foo bh HEATHILAIL;

(3) i mark bh (FOO BH) B3 %} foo bh () FHAAT I K -

2. # bh A7 tasklet

(1) AHERER 5B void foo bh (unsigned long data) ;

(2) i#id%: DECLARE TASKLET DISABLED (foo tasklet, foo bh, 0) B{
struct tasklet struct foo tasklet;

tasklet init (&foo tasklet, foo bh, 0) ;

tasklet disable (&foo tasklet) ;

%} foo tasklet HATHILGEM

(3) it

tasklet _enable (&foo tasklet) ;
tasklet schedule (&foo tasklet) ;
%F foo tasklet BT IHE .
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task_struct 4

4.1 Process and Program

Text User Segment
System Segment

Executable Image

“¢ i++; for(i=0; i<10; i++); ~~

CPU
4.1
EuE D
(T H AT I L2 18-9)
72
J‘?“
B AR %
FGENER
_
4.1

CPU
_97-—
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Linux
IPC Linux
cc ”” Process Switching
Switching
Linux
CPU
Linux SMP__ Linux
CPU
4.1
1 Text
2 User Segment
3 System Segment

—-908 -

CPU
CPU
Process Image

UNIX

7?7 £c i ConteXt
CPU

CPU CPU

CPU
CPU



PCB

Linux
Process
task struct
Linux 2.4

512MB

Linux

CPU

Linux
4.2 Linux
task struct
task struct
Linux
32KB
SMP CPU
CPU 32 Linux
Linux

task struct

Linux 2.2

task struct

State

Scheduling Information

Identifiers

task_struct

Task

Linux

task struct
1A32
2.2

Linux

IPC Inter_Process Communication

Times and Timers
Links
File System
Virtual Memory
page
SMP

Processor Specific Context

task

task_struct
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task_struct

4.3 task struct

1 State

4.1

4.1 Linux

Linux

TASK_RUNNING

TASK_INTERRUPTIBLE

TASK_UNINTERRUPTIBLE

TASK_ZOMBIE

TASK_STOPPED

TASK_SWAPPING /

current CPU
run_gueue

Event
wait_queue Linux

wake_up

SIGSTOP
SIGTTIN SIGTTOU
4
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wait()

4.2

4.2

need_resched

Nice

Counter

Policy

rt_priority

need_resched “c
77 schedule()counter
nice
counter nice() policy
rt priority

4.3

SCHED_OTHER

SCHED_FIFO

SCHED_RR

root sched_setscheduler
3 Identifiers

4.4

PID process identifier
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PID
PID PID 32 PID
PID 1 16 Linux
Linux PID 32767 32768
PID
4.4
Pid
vid gid
Euid egid
Suid sgid
Fsuid fsgid
task_struct
4 IPC Inter_Process Communication
Linux UNIX IPC Mechanisms
Signals Pipes SystemV Shared Memory
Message Queues , 4.5

4.5

Spinlock_t sigmask_lock

Long blocked

Struct signal *sig

Struct sem_undo *semundo

Struct sem_queue *semsleeping

5 Links

task_struct

-102 -



Linux

init

fork clone()

task_struct

kill

task_struct

task_struct

Parent Process
PID

init task struct

init Linux
4.6
4.6
[ 1
p_opptr Original parent
p_pptr Parent
p_cptr Child
p_ysptr Younger sibling
p_osptr Older sibling
Pidhash_next
Pidhash_pprev
Next_task prev_task
Run_list
6 Times and Timers
lifetime CPU
CPU
CPU
8353/8254 INT 08 INT 1C
Linux
4.7 counter CPU
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4.8
4.7
Start_time
Per_cpu_utime CPU
Per_cpu_stime CPU
Counter
4.8
it _real value
ITIMER_REAL it_real_incr
real_timer
it virt value
ITIMER_VIRTUAL
it virt_incr
it_prof value
ITIMER_PROF
it_prof_incr
3
3
0
4.8
value incr Jiffies Linux
jJiffies
CPU
counter counter<=0
Linux “ 7z
counter
3
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SIGVTALRM SIGPROF

real_timer real_time timer_list struct timer_list
real_timer
7 File System
Linux
task struct
fs_struct VFS VFS inode root pwd
Home Directory
file_struct Descriptor 4.9
4.9

Sruct fs_struct *fs

Struct files_struct *files

VFS

8 Virtual Memory

Kernel Thread

mm_struct Linux 2.4 active_mm
active_mm
active_mm mm active_mm mm
4.10
4.10

Struct mm_struct *mm

Struct mm_struct *active_mm
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Linux

4.11

4.11

Int swappable

Unsigned long

min_flat,maj_flt,nswap

minor (major)

Unsigned long

cmin_flat,cmaj_flt,cnswap

(major)

minor

10 SMP
Linux 2.4 SMP

4.12

4.12

Int has_cpu

CPU

Int processor

CPU

Int lock_depth

11

task_struct

4.13

Processor Specific Context

Processor

4.13

Struct thread_struct *tss

12

1 struct wait_queue *wait_chldexit
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2 Struct rlimit rlim[RLIM_NLIMITS]
setlimit getlimit
3 Int exit_code exit_signal

4 Char comm[16]

5 Unsigned long personality

Linux X86 UNIX iBCS2 ,
personality UNIX “ 7z
PER_Linux,PER_Linux_32BIT,PER_Linux_EM86,PER_SVR4,PER_SVR3,PER_SCOSVR3,PER_WYSEV
386,PER_ISCR4,PER_BSD,PER_XENIX  PER_MASK include Linux/personality.h>

(6) int did_exec:1

POSIX execve

7 struct linux_binfmt *binfmt
a.out script elf java 4
task struct

task struct Linux

task struct

4.4 task struct

task struct

4.4.1
CPU
CPU TSS esp
X86 4.2
Intel
esp 4.2
esp 0x018fc00
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0x015fa00 esp
0x018fbfff
esp
0x018fb000
N
task struct
Ly 0x018fa000
4.2
include/linux/sched.h
union task_union {
struct task struct task;
unsigned long stack[2408];
}:
8KB task struct
task struct
8KB task struct
task struct 1K
7KB task struct

7KB
task struct

task_struct = (struct task_struct *) STACK_POINTER & Oxffffe000

e task struct PAGE_SIZE
4.4.2 current
CPU task struct
linux/include/ 1386 current.h
current
tatic inline struct task_struct * get_current void
{
struct task_struct *current;
_asm__ "andl %%esp,%0; ":"=r" current : "0" ~8191UL
return current;
}
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p task_struc

movl $0xFfFFe000, %ecx
andl %esp, %ecx
movl %ecx, p

task_struct

current
current->pid CPU
include/ i386/processor.h free_task struct( )
alloc_task_struct( ) 8KB  task_union 8KB
task_union
4.5
Linux

task_struct 2.4

Linux

4.5.1
Linux
pidhash include/linux/sched.h
#define PIDHASH_SZ 4096 >> 2
extern struct task_struct *pidhash[PIDHASH_SZ];
#define pid_hashfn x X >»>8 "N x & PIDHASH SZ - 1
PIDHASH Sz task_struct
pid_hashfn PID PID
0 PID_MAX-1
PID
PID
Linux PID PID
task_struct pidhash_next pidhash_pprev
pid 4.3
pidhash hash_ pid( ) unhash_ pid( )
pid find_task_by pid()
static inline struct task_struct *find_task_by pid int pid

{
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struct task_struct *p, **htable = &pidhash[pid_hashfn pid ];
for p = *htable; p && p->pid != pid; p = p->pidhash_next

return p;
]
- I .
400 =nf - — svr g
- —— - —-
990 : _.-_ D'l_‘__
1024
4.3
4.5.2
pid
task_struct
prev_task next_task 4.4
\
I it task I
|
4.4

SET_LINK
#define SET_LINKS p do {\

p ->next_task = &init_task; \

p ->prev_task = init_task.prev_task; \
init_task.prev_task->next_task = p ; \
init_task.prev_task = p ; \

p ->p_ysptr = NULL; \

if p ->p_osptr = p ->p_pptr->p_cptr 1= NULL \

p ->p_osptr->p_ysptr = p; \
p ->p_pptr->p_cptr = p; \

} while 0
init_task 0 pid O

for_each_task()

#define for_each_task p \

for p = &init_task ; p = p->next_task != &init_task ;
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init_task

4.5.3
CPU
TASK_RUNNING
rungueue
4.5
g — —
task struect task struect idle task
ol — A+
4.5
4.5.4
task struct run_list
“c ”7idle_task
cureent current
current
current
Linux
idle_task idle_task
idle_task
TASK_RUNNING
nr_running /kernel/fork.c
int nr_running=1
nr_running O nr_running
0 Linux CPU
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4.5.5

2.4 -

include/linux/list.h

struct list_head {
struct list_head *next, *prev;

}

struct foo_list {
int data;
struct list_head list;

}:
list_head Linux 5

#define LIST_HEAD_INIT name { & name , & name }

#define LIST_HEAD name \
struct list head name = LIST _HEAD INIT name

#define INIT_LIST_HEAD ptr do { \
ptr ->next = ptr ; ptr ->prev= ptr ;\
} while O

#define list_entry ptr, type, member \
type * char * ptr - unsigned long & type * 0 ->member

#define list_for_each pos, head \

for pos = head ->next; pos != head ; pos = pos->next
3 LIST_HEAD_INIT()
2 3
list_entry

static LIST_HEAD runqueue_head ;
struct list_head *tmp;
struct task_struct *p;

list_for_each tmp, &runqueue_head {
p = list_entry tmp, struct task struct, run_list ;
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if can_schedule p {
int weight = goodness p, this_cpu, prev->active_mm ;
if weight > c
c = weight, next = p;

}
}
list _entry(ptr, type, member) ptr
list_ head type member type
list _head type
list_head

list_del ()/list_add()/list_ add_tail()

static inline void del_from_runqueue struct task_struct * p

{ -
nr_running--;
list_del &p->run_list ;
p->run_list_next = NULL;
}
static inline void add_to_runqueue struct task struct * p
¢ list_add é&p->run_list, &runqueue_head ;
nr_running++;
}
static inline void move_last_runqueue struct task_struct * p
{
list_del é&p->run_list ;
list_add_tail é&p->run_list, &runqueue_head ;
}
static inline void move_first_runqueue struct task struct * p
{
list_del &p->run_list ;
list_add é&p->run_list, &runqueue_head
}
2

TASK_RUNNING
Linux

TASK_STOPPED TASK_ZOMBIE
PID
TASK_INTERRUPTIBLE TASK_UNINTERRUPTIBLE
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2.4

struct __ wait_queue {
unsigned int flags;
struct task struct * task;
struct list_head task_list;

}:

typedef struct _ wait_queue wait_queue_t ;

struct _ wait_queue_head {
wg_lock_t lock;
struct list_head task_list;

}:
typedef struct _ wait_queue_head wait_queue_head_t;
list head 2.2
2.2

struct wait_queue {
struct task_struct * task;
struct wait_queue * next ;

}s
typedef struct wait_queue wait_queue_t ;
typedef struct wait_queue *wait_queue_head_t ;

2.4 2.2
2.2 2.4
2.4
e init_waitqueue_head o
e Init_waitqueue_entry
e waitqueue_active e
e add_wait_queue o
e remove_wait_queue —_—
list_head
list_del()/list_add()/list_add_tail() list_head C++
2.2

sleep_on( ) P
sleep_on wait_queue_head_t *q
{

SLEEP_ON_VAR

current->state = TASK_UNINTERRUPTIBLE;

SLEEP_ON_HEAD P
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schedule ;

SLEEP_ON_TAIL P
}
P TASK_UNINTERRUPTIBLE P
P sleep on( )
P
e interruptible_sleep on( ) sleep on( )
P TASK_INTERRUPTIBLE TASK_UNINTERRUPTIBLE
P

e sleep on timeout( ) interruptible_sleep_on_timeout( )

schedule_timeout( ) schedule( )
wake_up wake_up_interruptible
TASK_RUNNING try _to wake up( )
static inline int try_to wake up struct task_struct * p, int synchronous
{
unsigned long flags;
int success = 0;
spin_lock_irgsave &runqueue_lock, flags ; /
p->state = TASK_RUNNING;
if task on_runqueue p p
goto out;
add_to_runqueue p ; p
if Isynchronous || ! p->cpus_allowed & 1 << smp_processor_id
reschedule_idle p ;
success = 1;
out:
spin_unlock_irgrestore &runqueue_lock, flags ;
return success;
}
p p
reschedule_idle p
CPU
wake_up wake_up_interruptible

RTC
static DECLARE_WAIT QUEUE_HEAD rtc_wait

void rtc_interrupt int irg, void *dev_id, struct pt_regs *regs

{
spin_lock &rtc_lock
rtc_irg_data = CMOS_READ RTC_INTR_FLAGS ;
spin_unlock &rtc_lock ;
wake_up_interruptible &rtc_wait ;

}

1/0 CMOS_READ outb/inb
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rtc_wait
4.6
thread daemon Linux
Xwindow ““ps””
“d,,
Linux
[ ]
[ ]
o PAGE_OFFSET 3G
4GB
kernel_thread( )
int kernel_thread int *fn void * , void * arg,
unsigned long flags
{
pid_t p ;
p = clone 0, flags | CLONEW ;
if p /* parent */
return p;
else { /* child */
fn arg ;
exit ;
}
}
4.7
Linux “¢ capability *”
uiD 4.13
Linux
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CAP_CHOWN

CAP_DAC_OVERRIDE

CAP_DAC_READ_SEARCH

CAP_FOWNER

CAP_FSETID

setid setgid

CAP_KILL

CAP_SETGID

setgid

CAP_SETUID

setuid

CAP_SETPCAP

/

CAP_LINUX_IMMUTABLE

CAP_NET BIND_SERVICE

1024TCP/UDP

CAP_NET_BROADCAST

CAP_NET_ADMIN

CAP_NET_RAW

RAW  PACKET

CAP_IPC_LOCK

CAP_IPC_OWNER

1PC

CAP_SYS_MODULE

CAP_SYS_RAWIO

ioperm( ) iopl( ) 1/0

CAP_SYS_CHROOT

chroot( )

CAP_SYS_PTRACE

ptrace( )

CAP_SYS_PACCT

CAP_SYS_ADMIN

CAP_SYS_BOOT

reboot( )

CAP_SYS_NICE

nice( )

CAP_SYS_RESOURCE

CAP_SYS_TIME

CAP_SYS_TTY_CONFIG

tty

CAP_SYS_TIME
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4.8
1
2
bh SMP
4.8.1
Linux down() up
PV
semaphore include/i386/semaphore.h
struct semaphore {
atomic_t count;
int sleepers;
wait_queue_head_t wait;
#if WAITQUEUE_DEBUG
long _ magic;
#endif
Y
Count (X3 R (¥ 3 Y
0 count 0
count
0
Wait
count 0
sleepers

down()  upQ

down

up ;

4.8.2
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e void set_bit(int nr, volatile void *addr) nr

e void clear_bit(int nr, volatile void *addr): nr

e void change_bit(int nr, volatile void *addr): nr

e int test_and_set bit(int nr, volatile void *addr): nr

e int test_and_clear_bit(int nr, volatile void *addr): nr

e int test_and_change_bit(int nr, volatile void *addr) nr

LOCK_PREFIX SMP CPU
SMP
2
1
1 count inode
atomic_t 4.14 atomic_t include/
i386/atomic.h
typedef struct { volatile int counter; } atomic_t;
4.14

atomic_read(v) *v
atomic_set(v,1) *v |
Atomic_add(i,v) *v |
Atomic_sub(i,v) *v 1
Atomic_inc(v) *v 1
Atomic_dec(v) *v 1
Atomic_dec_and_test(v) *v 1 1 0
Atomic_inc_and_test_greater_zero(v) *v 1 1 0
Atomic_clear_mask(mask,addr) mask addr
Atomic_set_mask(mask,addr) mask addr
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4.8.3
Linux
CPU
Linux
CPU cli/sti
unsigned long flags;
save_flags(flags);
cliQ);
/* critical code */
restore_flags(flags);
SMP
, cliQ CPU
CPU
SMP CPU
3 (X3
Sparc64
1 Text User Segment System
Segment
2 Linux task_struct
Linux task_struct
Process Thread
task_struct task struct
3 task_struct
e TASK RUNNING Ready

e TASK_ INTERRUPTIBLE

e TASK UNINTERRUPTIBLE ,
e TASK ZOMBIE

e TASK_STOPPED

4 task struct 8KB
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5 CPU Linux current

curennt

6 Linux

7 Linux 2.4 list_head C
8

9
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5.1 Linux
UNIX
CPU
Linux
5.1.1
PC RTC 0S RTC Real Time
Clock CMOS PC
Linux RTC /dev/rtc
RTC 0x70 0x711/0 RTC /sbin/clock
1/0
0S PC / 0S
RTC 0S
0S 0S

0S
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0S
0S / 8253/8254

5.1

EED I

5.1 8253/8254

/
16
5MHz~100MHz
1 0
0S

0S
0S
5.12

RTC 0S
RTC 0S
RTC

Linux 5.2 0S

PC BI0S RTC

~124-

RTC

RTC

0S

Linux

5.1

0S

RTC

INT 1AH

BI0S

0S



RTC RTC 0S
RTC BI0S RTC
Linux BI0S
4 U
0S
Date Time
> =
0S BIOS
0S
BIOS
}{_ ____________________ RIC
PC BIOS  RTC
Date Time
RTC
N ] —
5.2
RTC 0S RTC
RTC 0S
0S
0S
5.1.3 Linux
RTC 0S
0S
0S /
1
DOS 1980 1 1 UNIX  Minux
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1970 1 1 12 Linux 1970 1 0
5.1.4 Linux
0S Linux 0S
100 10
10ms 10ms 1
DOS 1/18.2s Minix 1/60s
Linux jJiffies Jjiffy  “©
i “ 7 jiffies jiffy
/kernel/time.c
unsigned long volatile jiffies
jJiffies Linux
/Jinclude/linux/time.h
struct timespec { * *
long tv_sec; * second *
long tv_nsec; /* nanosecond *
}
struct timeval { * *
int tv_sec; /* *
int tv_usec; /* microsecond *
}:
struct timezone { /* *
int tz_minuteswest; * *
int tz_dsttime; /* *
}:
tv_sec second  tv_usec microsecond 10°
tv_nsec nanosecond 10° th usec  tv_nsec
Linux
jiffies jiffies
jiffies
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5.2

5.2.1
Linux 0S /
CPU
CPU
5.3
» IRQO CPU
8259A 1 R
Out0
1.93180MHz Outl
*| 8253/8254 > Dram
/
Out2
5.3 8253 8250A
/ /
3 Out0 Outl Out2
outo 82594 1
CPU
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5.2.2 Linux
1 /
I1BM PC 8253 8254
5.1

5.1 8253/8254

0 0x40 3

1 0x41 2

2 0x42 3

0x43 / 8253
0 5.3 Out0 Linux 8253

/arch/i386/kernel/i18259.c  init_IRQ()
set_intr_gate o0x20, interrupt[0]
* 10T 0x20

0 */
outb p 0x34,0x43 ; /* 0 2*/
outb p LATCH & Oxff , Ox40 ; /* LSB */
outb LATCH >> 8 , 0x40 ; /* MSB */
LATCH 0 0
/include/linux/timex.h
#define CLOCK_TICK_RATE 1193180 /* 5.3 */
#define LATCH CLOCK_TICK RATE + HZ/2 / HZ /* 0 */
CLOCK_TICK_RATE 8253 5.3 1.193180MHz
1MHZ 8253 3
HZ 0 /include/asm/param.h
#define HZ 100
2
o timer_interrupt
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) do_timer_interrupt();

) do_timer

. setup_irqg ;

) ret_from_intr ;
3

timer_interrupt

do_timer_interrupt()

do_timer
1 timer_interrupt

10ms timer_interrupt

do_timer_interrupt()

2 do_timer_interrupt()
do_timer_interrupt()
RTC

do_timer

/arch/i386/kernel/time.c

static inline void do_timer_interrupt int irq, void *dev_id, struct pt_regs *regs

{

do_timer regs ; /*

if xtime.tv_sec > last_rtc_update + 660
update RTC();

/* 11 RTC 0S
660 xtime.tv_sec last_rtc_update
}
xtime timeval
3 do_timer() /kernel/sched.c
void do_timer struct pt_regs * regs
{

* unsigned long * ¢&jiffies ++; /*
*/
update_process_times();
++lost_ticks;
if ! user_mode regs
++lost_ticks_system;

mark_bh TIMER BH ;

if tg_timer
mark_bh TQUEUE_BH ;

update_process_times()

RTC

RTC

*/

11

jJiffies

*/

-129 -



Linux

counter
counter<=0
timer_interrupt()
lost_ticks lost_ticks_system timer_bh()
10ms timer_bh(Q)
timer_bh()
lost_ticks timer_bh()
lost_ticks_system
timer_bh(Q)
4
time_init /arch/i386/kernel/time.c
void __init time_init void
{
xtime.tv_sec=get_cmos_time();
xtime.tv_usec=0;
setup_irg O irg0 ;
}
get_cmos_time() CMoS xtime
setup_irq O irgo irq0

irgaction
static struct irgaction irq0 = { timer_interrupt, SA_INTERRUPT, O, "timer™, NULL, NULL};

setup_irg 0, &irg0

do_timer_interrupt

{
SAVE_ALL
intr_count += 1;
timer_interrupt()
intr_count -= 1;
jmp ret_from_intr
}

jmp ret_from_ intr
jmp ret_from_sys call
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jmp ret_from_sys call

/arch/i386/kernel/entry.S
ENTRY ret_from_sys_call
cli # need_resched and signals atomic test
cmpl $0,need_resched %ebx
jne reschedule
cmpl $0,sigpending %ebx
jne signal_return

restore_all:
RESTORE_ALL

ALIGN

signal_return:
sti # we can get here from an interrupt handler

testl $ VM_MASK ,EFLAGS %esp
movl %esp,%eax

jne v86_signal_return

xorl %edx,%edx

call SYMBOL_NAME do_signal
jmp restore_all

ALIGN
v86_signal_return:

call SYMBOL_NAME save v86_ state
movl %eax,%esp

xorl %edx,%edx

call SYMBOL_NAME do_signal

jmp restore_all

reschedule:
call SYMBOL_NAME schedule # test

jmp ret_from_sys_call
“ *ret_from_sys call

ret_from_sys_call

ret_from sys call

reschedule

signal_return
v86_signal_return 86
RESTORE_ALL

g b~ WODN -

ret_from_sys_call need_resched
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5.3.1

CPU
Algorithm

Linux

5.3 LiInux

Scheduling Policy

g b~ W N -

-132-

CPU

Windows

Time Slice

100 /
CPU
——Schedule
Linux
CPU
CPU
UNIX 5.3BSD
CPU
ms ms

Scheduling

Linux



1 Nonpreemptive Scheduling
CPU
2 Preemptive Scheduling
Linux
3
4
Linux
Linux Linux
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5.3.2 Linux
Linux Schedule()

Linux

1

2

3

4
1 sleep() exit()
2
3

need_resched
CPU
4
ret_from_sys _call()

timer interrupt
schedule() do_timer()
3
e schedule()
e do_timer()

100 100Hz
e ret_from sys call()

do_timer()
counter

~134-

current->counter=0

3
ret_form_sys _call()

schedule()

100



ret_from_sys _call()

cmpl $0, _need_resched
jne reschedule

restore_all:
RESTORE_ALL

reschedule:
call SYMBOL_NAME schedule
jmp ret_from_sys _call

need_resched 0
reschedule schedule() schedule()

0 RESTORE_ALL

ret_from_sys_call()

ret_from_sys_call()

Linux UNIX ““nice level””
priority Linux Round

Robing both sooner and longer
UNIX

““real time~”
““nice level””

Linux “c
5.3.3
task_struct 5
need_resched nice counter policy rt_priority
1 need_resched: 1 schedule()
2 counter:
1 0 need_resched 1
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3 nice: “ 7z counter
POSIX.1b sched_setparam() 5.4BSD/SVR4 setpriority()
4 rt_priority:
5 policy:
sched_setscheduler
counter nice
FIFO RR
Linux
counter
Linux “ 7z
Linux “ 7z
counter
counter 5 5 5*10ms=50ms
Linux 2.4 50ms
5.3.4
goodness()
5 weight

static inline int goodness struct task struct * p, struct mm_struct *this_mm
{ int weight;

weight=-1;
if p->policy&SCHED_YIELD
goto out; /*
switch p->policy
{

yield *” 1

/* */
case SCHED_FIFO:
case SCHED RR:
weight = 1000 + p->rt_priority;

/* */
case SCHED OTHER:
{ weight = p->counter;
if lweight
goto out
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/* */
if p->mm=this_mm]|!p->mm
weight = weight+1;
weight+=20-p->nice;

}
}
out:
return weight; /* */
}
sched.h
#define SCHED OTHER 0
#define SCHED_FIFO 1
#define SCHED_RR 2
#define SCHED_YIELD 0x10
policy
1000 conter nice
1 p->mm
p->mm=this_mm
1
2 nice UNIX “c 7
£ c Y 20 19
20-p->nice 0 40
5.3.5
SMP

asmlinkage void schedule void

{

struct task_struct *prev, *next, *p; * prev ,
next *
struct list_head *tmp;
int this_cpu, c;

if lcurrent->active_mm BUG();/* active_mm *
need_resched_back:
prev = current; *  prev *
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this_cpu = prev->processor;

if in_interrupt() { *

schedule

printk "Scheduling in interrupt\n"

BUGQ);
3

release_kernel_lock prev, this_cpu

this_cpu *

spin_lock_irg &runqueue_lock ;

if prev->policy
goto move_r
move_rr_back:
switch prev->sta
case TASK 1
if

}
default:

== SCHED_RR *
r_last;

te { *
NTERRUPTIBLE: /*

o

SCHED_RR

prev *

signal_pending prev {7*

*/

prev->state = TASK_RUNNING;

break;

*

*/

del_from_runqueue prev ; * *
case TASK RUNNING:; *

}

prev->need_resche

*

repeat_schedule: *
next = idle_task
c = -1000;

d = 0;

*

this_cpu ; /*

if prev->state == TASK_RUNNING

goto still_runni
still_running_back:

ng;

list_for_each tmp, &runqueue_head {
p = list_entry tmp, struct task struct, run_list ;

if can_schedule P,

this_cpu

{

*

*/

*

* CPU

int weight = goodness p, this_cpu, prev->active_mm ;
if weight > ¢

c = wel

ght, next = p;

struct task_struct *p;
spin_unlock_irg &runqueue_lock
read_lock &tasklist lock ;

for_each_task p

p->counter =
read_unlock

p->counter >> 1
&tasklist_lock ;

*

spin_lock_irg &runqueue_lock
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goto repeat_schedule;

}
spin_unlock_irg &runqueue_lock ; * *
if prev == next { /* */

prev->policy &= ~SCHED_YIELD;
goto same_process;

* *

kstat.context_swtch++; *

{

struct mm_struct *mm = next->mm;

struct mm_struct *oldmm = prev->active_mm;

if Imm { * prev
if next->active_mm BUG();
next->active_mm = oldmm;

Yelse { * next
if next->active_mm = mm BUG();
switch_mm oldmm, mm, next, this_cpu ;

}

if lprev->nm { * *
prev->active_mm = NULL; * *
mmdrop oldmm ; *mm_struct 1*

}

*

switch_to prev, next, prev ;
__schedule_tail prev ; * prev->policy SCHED YIELD O *

same_process:
reacquire_kernel_lock current ; * SMP*
if current->need_resched * *

goto need_resched_back; * *
return;
}
[ ]
schedule() ,
[ ]
schedule() TASK_RUNNIG exit()
TASK_ZOMBE waitd()

TASK_INTERRUPTIBLE
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. 0
1000
NICE_TO_TICKS nice
. next->mm
next->active_mm switch_mm
next next->mm
prev
) switch_to()
5.4
CPU
Intel 1386
5.4.1
Intel 1386 TSS 5.4
104 TSS /include/ 1386/processor.h
tss_struct
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o
i
ol

struct tss_struct {

unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned

1/0 Permission Bitrmap Offset{000000000000000 | I [64h
0000000000000Q0OOO LDT 60h
0000000000000Q0OOO GS 5ch
000000000000Q0OOOO ES 58h
000000000000Q0QOOO DS 59h
000000000000Q0QO0OOO SS 50h
000000000000Q0QOOO CS 4ch
0000000000000000O0 ES 48h
EDI 44h
ESI 40h
EBP 3ch
ESP 38h
EBX 34h
EDX 30h
ECX 2ch
EAX 28h
EFLAGS 24h
EIP 20h
_____ CR3 1ch
0000000000000000| SS2 18h
ESP2 14
0000000000000000| SS1 10
ESP1 Oc
0000000000000000| SSO 8
ESPO 4
0000000000000000| LINK
TSS
15-0 15-0
31 24 MR 19 16P DPL | © 23 16
5.4 Intel 1386 TR
short back_link,__blh;
long espO;
short ssO, ssOh; *0 Linux *
long espl;
short ssl, sslh; *1 *
long esp2;
short ss2, ssz2h; *2 *
long _ cr3;
long eip;
long eflags;
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unsigned long eax,ecx,edx,ebx;
unsigned long esp;

unsigned long ebp;

unsigned long esi;

unsigned long edi;

unsigned short es, _ esh;
unsigned short cs, _ csh;
unsigned short ss, _ ssh;
unsigned short ds, _ dsh;
unsigned short fs, _ fsh;
unsigned short gs, _ gsh;
unsigned short ldt, _ ldth;
unsigned short trace, bitmap;
unsigned long 1o _bitmap[10_BITMAP_SIZE+1];

/*
* pads the TSS to be cacheline-aligned size is 0x100
*/
unsigned long __cacheline_filler[5];
¥
TSS 8 Task State Segment Descriptor
TSSD TSS 32 20
104 TSS TSS GDT GDT
Linux TSS Linux

thread_struct

struct thread_struct {

unsigned long espO;

unsigned long eip;

unsigned long esp;

unsigned long fs;

unsigned long gs;
/* Hardware debugging registers */

unsigned long debugreg[8]; /* %%db0-7 debug registers */
/* fault info */

unsigned long cr2, trap_no, error_code;
/* floating point info */

union 1387_union 1387;
/* virtual 86 mode info */

struct vm86_struct * vm86_info;

unsigned long screen_bitmap;

unsigned long v86flags, v86mask, v86mode, saved espO;
/* 10 permissions */

int ioperm;

unsigned long 1o _bitmap[10_BITMAP_SIZE+1];

}
cr2 Intel 80x86
ioperm iopl
1/0 eflag 10PL
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3 1/0 0 1/0
IDT
“e i TSS CPU
TR TR TSS CPU
JMP CALL GDT
TSS
Intel
1386 CISC JMP CALL
“e i 300 CPU POP 12 CPU
Linux 1386 CPU
1386 CPU TR TSS Linux “ i TR TSS
CPU JMP  CALL
TR TSS TR
CPU CPU TSS
TSS
task struct
TSS
SSO  ESPO TSS
Linux TSS CPU TSS Intel
TR TSS Linux
TSS SSO  ESPO TSS TR
TSS SSO  ESPO TR TSS Linux
TSS
TSS CPU TSS
5.4.2
schedule() switch_to
include/ 1386/system.h
1 #define switch_to prev,next,last do { \
2 asm volatile "pushl %%esi\n\t" \
3 "pushl %%edi\n\t" \
4 "pushl Y%%ebp\n\t" \
5 "movl %%esp,%0\n\t" /* save ESP */ \
6 "movl %3,%%esp\n\t" /* restore ESP */ \
7 "movl $1F,%1\n\t" /* save EIP */ \
8 "pushl %4\n\t" /* restore EIP */ \
9 "jmp __switch_to\n" \
10 AN \
11 "popl %%ebp\n\t" \
12 "popl %hedi\n\t" \
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13 "popl %%esi\n\t" \
14 "=m"  prev->thread.esp ,"=m" prev->thread.eip , \
15 "=b"  last \
16 ' next->thread.esp ,"m" next->thread.eip , \
17 " prev , "d" next |, \
18 prev ; \
19 } while 0
switch_to
e thread thread_struct
° 3 3
0 prev->thread.esp 1 prev->thread.eip
2 ebx last ebx
5
3 next->thread.esp 4 next->thread.eip
5 6 7 eax edx ebx prev next prev 3
3 5.1
o 2 4 prev esi edi ebp
o 5 prev ebp prev->thread.esp
o 6 next next->thread.esp esp
next prev  next
current next
task_struct
5.1 /
0 prev->thread.esp
1 prev->thread.eip
2 ebx last
3 next->thread.esp
4 next->thread.eip
eax prev
6 edx next
7 ebx prev
o 7 “<17- popl 11
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prev->thread.eip prev “ 7z

) 8 next->thread.eip next next->thread.eip
next 7 11
popl 7
11
) 9 Jump call __switch_to()
CPU __switch_to() ret
next->thread.eip “<1””
o 11 13 next next

__switch_to()

__switch_to() fastcall :
extern void FASTCALL _ switch_to struct task_struct *prev, struct task_struct *next ;
fastcall __switch_to() 5.1
eax edx prev
next __switch_to()

void __switch_to struct task _struct *prev_p, struct task_struct *next_p

{
struct thread_struct *prev = &prev_p->thread,
*next = &next_p->thread;
struct tss_struct *tss = init_tss + smp_processor_id();

unlazy_fpu prevp ; * *

/* TSS 0 next->esp0 next
*/

tss->esp0 = next->esp0;
fs g¢s es ds
asm volatile "movl %%fs,%0":"=m" * 1int * &prev->fs
asm volatile "movl %%gs,%0":"=m" * int * &prev->gs
next fs g¢s

loadsegment fs, next->fs ;
loadsegment gs, next->gs

next 0 7 6 4 5

if next->debugreg[7] {
loaddebug next, 0 ;
loaddebug next, 1 ;
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loaddebug next, 2 ;
loaddebug next, 3 ;
/*no 4 and 5 */

loaddebug next, 6 ;
loaddebug next, 7 ;

if prev->ioperm || next->ioperm {
if next->ioperm {

next 1/0 TSS
memcpy tss->io_bitmap, next->io_bitmap,
10_BITMAP_SIZE*sizeof unsigned long ;

/* io_bitmap  tss tss->bitmap
tss->bitmap = 10_BITMAP_OFFSET;
} else
170 TSS
SIGSEGV sys_ioperm()

tss->bitmap = INVALID_IO_BITMAP_OFFSET;

Intel
Linux
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cache
RAM
AR T
TIREE T
P |
: Firir
H&l : 5
2 i
? Efcache
- ¥ cache
LEE ‘
b | 7
§ |
iy
6.1
Linux
6.1 Linux
Linux

6.1

CPU
Intel 386
Linux
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Linux
Intel 386 Linux
Linux 2.0 Intel
Apple DEC Alpha MIPS  Motorola 68k
Intel 386
Linux Linux
[ ]
[ ]
[ ]
[ ]
[
6.1.1 Linux
Linux 6.2
mmap
.
| mremap | | filemap |
\4
swap \ core

|swapfile|| swap | kswapd

| page_ip | | swap_state |

1
1
! i
b —
I ’ :
L ]
00000000 | !
o ! 1
 CVMMU B ! :
o o ! '
00000000 | !

6.2 Linux
6.2 /mm
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1 (mmap)
2 swap
RAM
3 core
4
MMU
6.1.2
Linux
Linux 0 4G Linux 46
16 0xC0000000  OXFFFFFFFF - .
36 0x00000000  OXBFFFFFFF <<
" Linux
4G 6.3
1GB
1 2 n
(3GB) (3GB) (3GB)
6.3 Linux
Linux 0 3 6.3
0 3G
16
1
16

- 149 -



Linux

0x00000000 6.4
0xC0000000 Linux PAGE_OFFSET
4G
3G
—
I
0 0
6.4

include/asm/i1386/page.h
/*
* This handles the memory map.. We could make this a config
* option, but too many people screw it up, and too few need

*it.
*
* A _ PAGE_OFFSET of 0xC0000000 means that the kernel has
* a virtual address space of one gigabyte, which limits the
* amount of physical memory you can use to about 950MB.
*
* If you want more physical memory than this then see the CONFIG_HIGHVEMAG
* and CONFIG_HIGHMEM64G options in the kernel configuration.
*/
#define _ PAGE_OFFSET 0xC0000000
#define PAGE_OFFSET unsigned long _ PAGE_OFFSET
#define __pa X unsigned long X -PAGE_OFFSET
#define _va x void * unsigned long X +PAGE_OFFSET
950MB
CONFIG_HIGHMEM4G ~ CONFIG_HIGHMEM64G
950MB X ““x- PAGE_OFFSET>~
X ““x+ PAGE_OFFSET”~
_paQ)
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2
Kernel Image
Linux 0x00100000 1MB (
)
PAGE_OFFSET
0xC0100000
PGD

CR3 PGD
CR3 _pa0O mm_context.h
asm volatile ““movl %0,%%cr3””: :”?r>> _ pa next->pgd

next_pgd
_paQ) mov CR3
CR3 next PGD
6.1.3
Linux
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
6.5
WIFEIECAIEE 4
=g
9, ®
fib ik 8 5t _— =
TR @ |
D
6.5
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TLB
6.2 Linux
MM MM
6.2.1
Linux
Linux
Linux /arch/i386/kernel/head.S startup_32

1

/*

* The page tables are initialized to only 8VB here - the final page
* tables are set up later depending on memory size.
*/

.org 0x2000

ENTRY pg0

.org 0x3000
ENTRY pgl

/*
* empty_zero_page must immediately follow the page tables ! The
* initialization loop counts until empty_zero_page
*/

.org 0x4000
ENTRY empty_zero_page

*

* Initialize page tables
*/
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movl $pg0-_ PAGE_OFFSET,%edi /* initialize page tables */
movl $007,%eax /* "007" doesn"t mean with right to kill, but
PRESENT+RW+USER */
2: stosl
add $0x1000, %eax
cmp $empty_zero_page-_ PAGE_OFFSET,%edi

jne 2b
EIP pg0 gcc
““$pg0-_ PAGE_OFFSET >~ pgo pgo
0x2000 , 0x00102000 pgl
0x00103000 Pg0  pgl 0x007 0x1007 0x2007
3 1
2.24 0x0 0x1000 0x2000 0
1 2 3 2K 8vMB Linux
8MB empty_zero_page ( )

2

/*
* This is initialized to create an identity-mapping at 0-8M  for bootup
* purposes and another mapping of the 0-8M area at virtual address
* PAGE_OFFSET.
*/
.org 0x1000
ENTRY swapper_pg_dir
.long 0x00102007
.long 0x00103007
.Fill BOOT_USER_PGD_PTRS-2,4,0
/* default: 766 entries */
.long 0x00102007
.long 0x00103007
/* default: 254 entries */
.Fill BOOT_KERNEL_PGD_PTRS-2,4,0
/*

* Enable paging

*/

3:
movl $swapper_pg_dir-__ PAGE_OFFSET,%eax
movl %eax,%cr3 /* set the page table pointer.. */
movl %cr0,%eax
orl $0x80000000,%eax
movl %eax,%cr0 /* ..and set paging PG bit */
jmp 1f /* flush the prefetch-queue */

movl $1F,%eax
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Jmp *%eax /* make sure eip is relocated */

1:
swapper_pg_dir
cr3 cr0 1
Linux
EIP “<jmp 1f>~
Intel 1386
EIP mov  jmp 2
1 EAX , EIP
“<1MB 7z 2
1 PAGE_OFFSET+ jmp EIP
CPU
swapper_pg_dir pg0  pol
0x00102000  0x00103000 2.22 12
swapper_pg_dir 0 1 0x00102007
0x00103007 pg0 pgl
swapper_pg_dir 2 767 766 0
4KB 4 1024 4KB
768 768x1024x4K 3G swapper_pg_dir
768
768 769 pg0 pgl
770 1023 254 0 256 256x1024x4K 16
swapper_pg_dir 256

swapper_pg_dir

8MB 6.6
4G
1023 0
3G+ 8l
- e
769 | 0x00103007 3
768 | 0x00102007
el
5 8 0
1| 0x00103007 I it it == (8]
o | 0x00102007 -0-
2 400 H b == 1]

TLH FFEswapper_pg_dir
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6.6 swapper_pg_dir
M
CPU startup_32
CPU EIP
Linux
CPU
swapper_pg_dir
CPU
CPU
6.7
empty_zero_page
000104000
0 pgl
00103000
pgd
0x00102000 :
0x00101000 [S¥ 2PPEr_PE_IT
0x00100000
6.7
empty_zero_page
0 “c i ZERO_PAGE
“ ””  setup.c
/*
* This is set up by the setup-routine at boot-time
*/
#define PARAM unsigned char * empty_zero_page

#define SCREEN_INFO * struct screen_info * PARAM+0
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#define EXT_MEM_K * unsigned short * PARAM+2
#define ALT_MEM_K * unsigned long * PARAM+0x1e0
#define E820 MAP_ NR  * char* PARAM+E820NR
#define E820_MAP struct e820entry * PARAM+E820MAP
#define APM_BIOS_INFO * struct apm_bios_info * PARAM+0x40
#define DRIVE_INFO * struct drive_info_struct * PARAM+0x80
#define SYS_DESC TABLE * struct sys_desc_table_struct* PARAM+0xa0
#define MOUNT_ROOT_RDONLY * wunsigned short * PARAM+0Xx1F2
#define RAMDISK_FLAGS * unsigned short * PARAM+0Xx1F8
#define ORIG_ROOT_DEV ~ * wunsigned short * PARAM+0x1FC
#define AUX_DEVICE_INFO * unsigned char * PARAM+0X1FF
#define LOADER_TYPE * unsigned char * PARAM+0x210
#define KERNEL_START * unsigned long * PARAM+0x214
#define INITRD_START * unsigned long * PARAM+0x218
#define INITRD_SIZE * unsigned long * PARAM+0x21c
#define COMMAND_LINE char * PARAM+2048
#define COMMAND_LINE_SIZE 256
PARAM empty_zero_page
E820 MAP E820 MAP struct e820entry
0x2d0

include/i1386/e820.h
struct e820map {

int nr_map;

struct e820entry {
unsigned long long addr;
unsigned long long size;
unsigned long type;

} map[E820MAX];

/* start of memory segment */
/* size of memory segment */
/* type of memory segment */

¥
extern struct e820map e820;
E820MAX 32 e820entry
RAM ROM RAM
€820.h 4
#define E820_RAM 1
#define E820 RESERVED 2
#define E820_ACPI 3 /* usable as RAM once ACPIl tables have been read */
#define E820 NVS 4
#define HIGH_MEMORY 1024*1024
E820_NVS ““Non-Volatile Storage™> “~ 7z ROM EP
Flash
PC 1vB 640KB  0x0~OXx9FFFF
0xA0000 CGA EGA VGA
EGA  VGA 0xF0000 OXFFFFF
4KB EPROM  Flash BIOS BIOS
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nr_map 2 BI0S RAM
1MB
1MB ““HIGH_MEMORY~~
HIGH_MEMORY “€1024x1024~~ 128MB
1MB
6.8
_end
FIT GG B A
_edata
BT 508 A
_etext
M ARG
0x00100000 text
6.8
_text 0x00100000
_etext
_etext _edata
_end
System.map
System.map
6.2.2
BI0S
BIOS
BIOS ““int 0x157~ Linux
BI0S
€820
€820 *?int 0x157~
0xe820
init/main.c start_kernel
start_kernel setup_arch() setup_arch

arch/i386/kernel/setup.c
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1 setup_arch()

setup_arch
setup_memory_region() map ,
e820
parse_mem_cmdline(cmdline_p)
RAM
e820
setup.c
#define PFN_UP x X + PAGE_SIZE-1  >> PAGE_SHIFT
#define PFN_DOWN x X >> PAGE_SHIFT
#define PFN_PHYS x X << PAGE_SHIFT
PFN_UP PFN_DOWN X PFN Page Frame Number
PFN_UP X 1 PFN_DOWN
X 1 PEN_PHYS X
/*
* 128MB for vmalloc and initrd
*/
#define VMALLOC RESERVE unsigned long 128 << 20
#define MAXMEM  unsigned long -PAGE_OFFSET-VMALLOC_RESERVE
#define MAXMEM_PFN PFN_DOWN MAXMEM
#define MAX_NONPAE_PFN 1 << 20
e VMALLOC RESERVE vmalloc 128MB
o MAXMEM RAM 1GB 128MB 896MB -PAGE_OFFSET
1GB
o MAXMEM_PFN
o MAX_NONPAE_PFN 4GB 1 PAE
4GB
/%
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start_pfn = PFN.UP _ pa & end ;
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start_pfn



Linux

/-k
* Find the highest page frame number we have available
*/
max_pfn = 0;
for i1 =0; 1 <e80.nr_map; i++ {
unsigned long start, end;
/* RAN? */
if e820.map[i].type != E820_RAM
continue;
start = PFN_UP e820.map[i].addr ;
end = PFN_DOWN e820.map[i]-addr + e820.map[i]-size ;
if start >= end
continue;
if end > max_pfn
max_pfn = end;

}
E820 RAM RAM
max_pfn
/*
* Determine low and high memory ranges:
*/

max_low_pfn = max_pfn;
if max_low_pfn > MAXMEM_PFN  {
max_low_pfn = MAXMEM_PFN;
#ifndef CONFIG_HIGHMEM
/* Maximum memory usable is what is directly addressable */
printk KERN_WARNING "Warning only %ldMB will be used.\n",
MAXMEM>>20
if max_pfn > MAX_NONPAE_PFN
printk KERN_WARNING "Use a PAE enabled kernel _\n"
else
printk KERN_WARNING "Use a HIGHVMEM enabled kernel.\n"
#else /* 1CONFIG_HIGHMEM */
#ifndef CONFIG_X86_PAE
it max_pfn > MAX_NONPAE_PFN {
max_pfn = MAX_NONPAE_PFN;

printk KERN_WARNING "Warning only 4GB will be used.\n"

printk KERN_WARNING "Use a PAE enabled kernel .\n"

¥
#endif /* 1CONFIG_X86_PAE */

#endif /* ICONFIG_HIGHMEM */
}

RAM 896MB 4GB CONFIG_HIGHMEM
RAM 4GB CONFIG_X86_PAE PAE

#ifdef CONFIG_HIGHVEM
highstart_pfn = highend_pfn = max_pfn;
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if max_pfn > MAXMEM_PFN  {
highstart_pfn = MAXMEM_PFN;
printk KERN_NOTICE "%ldMB HIGHMEM available.\n",
pages_to_mb highend_pfn - highstart_pfn
}
#endif

CONFIG_HIGHMEM 896MB

* Initialize the boot-time allocator with low memory only
*/

bootmap_size = init_bootmem start_pfn, max_low_pfn ;
init_bootmem

start_pfn
_end
max_low_pfn 0 max_low_pfn
hole
bootmem
bootmem 0 896MB RAM
e

* Register fully available low RAM pages with the
* pootmem allocator.
*/
for 1 =0; 1< e820.nr_map; i++ {
unsigned long curr_pfn, last_pfn, size;

/*
* Reserve usable low memory
*/
if e820.map[i].type 1= E820_RAM

continue;
/*
* We are rounding up the start address of usable memory:
*/

curr_pfn = PFN_UP e820.map[i].addr

if curr_pfn >= max_low_pfn

continue;

/*
* ... and at the end of the usable range downwards:
*/

last_pfn = PFN_DOWN e820.map[i].addr + e820.map[i].size ;
if last_pfn > max_low_pfn
last_pfn = max_low_pfn;
/*
* .. finally, did all the rounding and playing
* around just make the area go away?
*/
if last_pfn <= curr_pfn
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continue;
size = last_pfn - curr_pfn;
free_bootmem PFN_PHYS curr_pfn , PFN_PHYS size ;

}
RAM free_bootmem() RAM
1 RAM
/*
* Reserve the bootmem bitmap itself as well. We do this in two
* steps  first step was init_bootmem because this catches

* the very unlikely case of us accidentally initializing the
* bootmem allocator with an invalid RAM area.

*/
reserve_bootmem HIGH_MEMORY, PFN_PHYS start pfn +
bootmap_size + PAGE_SIZE-1 -  HIGH_MEMORY
bootmem “ ””  HIGH_MEMORY 1MB

paging_init ;

2 setup_memory_region()

BI10S €820
o sanitize_e820_map() BI0S
o copy_e820_map()
. 0 640K 1M

3 copy_e820 _map()
static int __init sanitize €820 map struct e820entry * biosmap, char * pnr_map
1 2 BIOS RAM
if nr_map <2
return -1;
2 BIOS
do {

unsigned long long start = biosmap->addr;
unsigned long long size = biosmap->size;
unsigned long long end = start + size;
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unsigned long type = biosmap->type;

3
/* Overflow in 64 bits? Ignore the memory map. */
if start > end
return -1;
4 BI0S 640KB 1MB RAM
0xA0000
0xA0000 1MB 0xA0000
1vMB
/*

* Some BI0Ses claim RAM in the 640k - 1M region.
* Not right. Fix it up.
*/
if type == E820_RAM {
if start < 0x100000ULL && end > OxAOOOOULL  {
if start < OxAOOOOULL
add_memory_region start, OxAOOOOULL-start, type
if end <= 0x100000ULL
continue;
start = 0x100000ULL;
size = end - start;

}

add_memory_region start, size, type
} while biosmap++,--nr_map ;
return 0;

4 add_memory_region()

€820

1 e820
int x = e820.nr_map;
2 32
if x == E820MAX {
printk KERN_ERR "Oops! Too many entries in
the memory map!\n" ;

return;
}
3 e820 nr_map 1
e820.map[x].addr = start;
e820._map[x].size = size;

€820.map[x]-type = type;
e820.nr_map++;

5 print_memory_map()

B10S RAM
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B10S-e820:
B10S-e820:
B10S-e820:
B10S-e820:

6.2.3

0000000000000000
00000000000f0000
0000000000100000
00000000 FFFF0000

1 UMA
Architecture ”~ UMA
PCI
CPU
CPU
CPU
Architecture NUMA
UMA
RAM ROM
RAM
RAM
NUMA
NUMA
s & ( )’,
CPU
5
Linux 3
3

CPU

BI0S

00000000000a0000  usable
0000000000100000  reserved
000000000c000000  usable
0000000100000000  reserved

Linux

NUMA

CPU
“ Uniform Memory
CPU
CPU
CPU
CPU

Non-Uniform Memory

CPU
RAM UMA

UMA
Linux 2.4
NUMA —_—

CPU 1 5

Node Zone Page
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2 Page
include/linux/mm.h
/*
* Each physical page in the system has a struct page associated with
* it to keep track of whatever it is we are using the page for at the
* moment. Note that we have no way to track which tasks are using
* a page.
*
* Try to keep the most commonly accessed fields in single cache lines
* here 16 bytes or greater . This ordering should be particularly
* beneficial on 32-bit processors.
*
* The first line is data used in page cache lookup, the second line
* is used for linear searches eg. clock algorithm scans
*
*

TODO: make this structure smaller, it could be as small as 32 bytes.

*
~

typedef struct page {

struct list_head list; /* ->mapping has some page lists. */
struct address_space *mapping; /* The inode or ... we belong to. */
unsigned long index; /* Our offset within mapping. */
struct page *next_hash; /* Next page sharing our hash bucket in
the pagecache hash table. */
atomic_t count; /* Usage count, see below. */
unsigned long flags; /* atomic flags, some possibly
updated asynchronously */
struct list_head Iru; /* Pageout list, eg. active_list;
protected by pagemap_lru_lock !l */
wait_queue_head_t wait; /* Page locked? Stand in line... */
struct page **pprev_hash; /* Complement to *next_hash. */
struct buffer_head * buffers; /* Buffer maps us to a disk block. */
void *virtual; /* Kernel virtual address NULL if
not kmapped, ie. highmem */
struct zone_struct *zone; /* Memory zone we are in. */
} mem_map_t;

extern mem_map_t * mem_map

page map
index
index
Cache Line 16
32
Page mem_map_t
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Page mem_map
3 Zone
Linux
. DMA ZONE_DMA 16MB ;
. ZONE_NORMAL 16MB 896MB  ;
. ZONE_HIGME 896MB
DMA DMA 1 0
1386 CPU
CPU CPU MMU DMA
MMU
I1SA DMA
DMA
DMA CPU MMU
DMA
zone_struct( zone_t)
4 Node
pglist_data Include/Iinux/mmzone.h

typedef struct pglist data {
zone_t node_zones[MAX_NR_ZONES];
zonelist_t node_zonelists[GFP_ZONEMASK+1];
int nr_zones;
struct page *node_mem_map;
unsigned long *valid_addr_bitmap;
struct bootmem_data *bdata;
unsigned long node_start_paddr;
unsigned long node_start_mapnr;
unsigned long node_size;
int node_id;
struct pglist_data *node_next;

} pg_data_t;
pglist_data node_next
node_mem_map page
3
pglist_data node_zonelists

typedef struct zonelist_struct {
zone_t *zone[MAX_NR_ZONE+1]; //NULL delimited
Int gfp_mast;
} zonelist_t

zone[]

zone[0] zone[1]

node_zone[]
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CPU
1 5 DMA ZONE_DMA 3
ZONE_DMA 5 zonelist_t
pglist_data zonelist_t
NR_GFPINDEX 100
6.2.4
Linux bootmem (Bootmem
Allocator)
start_pfn _end
896MB 0 896MB
bootmem_data mm/numa.c
typedef struct bootmem_data {
unsigned long node_boot_start;
unsigned long node_low_pfn;
void *node_bootmem_map;
unsigned long last_offset;
unsigned long last_pos;
} bootmem_data_t;
node_boot_start bootmem
node_low_pfn 896MB
node_bootmem_map bootmem
last_offset last_pos

last_pos
__alloc_bootmem_core()
bootmem

1 init_bootmem()

unsigned long __init init_bootmem

{
max_low_pfn = pages;
min_low_pfn = start;
return

}

mm/bootmeme.c

unsigned long start, unsigned long pages

init_bootmem_core &contig_page_data, start, 0, pages ;

bootmem

init_bootmem_core()
pages
contig_page_data
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int numnodes = 1; /* Initialized for UMA platforms */

static bootmem_data t contig_bootmem data;
pg_data_t contig_page data = { bdata: &contig_bootmem data };

contig_page_data pg_data_t pg_data_t
UMA
contig_page_data NUMA UMA
pg_data_t node_next
pgdat_list contig_page_data
pg_data_t
pg_data_ t bdata contig_page data bootmem_data_t
init_bootmem_core
/*
* Called once to set up the allocator itself.
*/

static unsigned long __init init_bootmem_core pg_data_t *pgdat,
unsigned long mapstart, unsigned long start, unsigned long end

{
bootmem_data_t *bdata = pgdat->bdata;
unsigned long mapsize = end - start +7 /8;
pgdat->node_next = pgdat_list;
pgdat_list = pgdat;
mapsize = mapsize + sizeof long - 1UL & ~ sizeof long - 1UL ;
bdata->node_bootmem_map = phys_to_virt mapstart << PAGE_SHIFT ;
bdata->node_boot_start = start << PAGE_SHIFT ;
bdata->node_low_pfn = end;
/*
* Initially all pages are reserved - setup_arch has to
* register free RAM areas explicitly.
*/
memset bdata->node_bootmem map, Oxff, mapsize ;
return mapsize;
}
o mapsize (end - start) 7
8 8
o pgdat_list
pgdat_list
o memsize 4 4 CPU 40
memsize 5 5 4
1 ~(4-1) (00001000&11111100) 0 8
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memsize 4
e phys_to virt(mapstart << PAGE_SHIFT)
) node_boot_start 0x00000000
) node_low_pfn
° 1
[ ]
2 free_bootmem( )
0
void __init free_bootmem unsigned long addr, unsigned long size
{
return free_bootmem core contig_page_data.bdata, addr, size
}
free_bootmem free_bootmem_core()

static void __init free_bootmem_core bootmem_data_t *bdata, unsigned long addr, unsigned

long size
{

unsigned long i;

unsigned long start;

/*

* round down end of usable mem, partially free pages are
* considered reserved.

*/
unsigned long sidx;
unsigned long eidx = addr + size - bdata->node_hoot_start /PAGE_SIZE;
unsigned long end = addr + size /PAGE_SIZE;
if Isize BUG :

if end > bdata->node_low_pfn

BUG ;
/*

* Round up the beginning of the address.

*/
start = addr + PAGE_SIZE-1 / PAGE_SIZE;
sidx = start - bdata->node_boot_start/PAGE SIZE ;
for i = sidx; 1 <eidx; i++ {

if Itest and_clear_bit i, bdata->node_bootmem_map
BUG ;
}
}
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o eidx

o end

.

e start sidx(start index)
node_boot_start

o sidx eidx

3 reserve_bootmem()

bootmem

void __init reserve_bootmem unsigned long addr, unsigned long size

{
reserve_bootmem_core contig_page data.bdata, addr, size ;
}
reserve_bootmem reserve_bootmem_core

static void __init reserve_bootmem_core bootmem_data_t *bdata, unsigned long addr,
unsigned long size

{
unsigned long i;
/*
* round up, partially reserved pages are considered
* fully reserved.
*/
unsigned long sidx = addr - bdata->node_boot_start /PAGE_SIZE;
unsigned long eidx = addr + size - bdata->node_boot_start +
PAGE_SIZE-1 /PAGE_SIZE;
unsigned long end = addr + size + PAGE_SIZE-1 /PAGE_SIZE;
if Isize BUG ;
if sidx <0
BUG ;
if eidx <0
BUG ;
if sidx >= eidx
BUG ;
if addr >> PAGE_SHIFT  >= bdata->node_low_pfn
BUG ;
if end > bdata->node_low_pfn
BUG ;
for 1 = sidx; 1 < eidx; i++
if test and_set bit i, bdata->node_bootmem map
printk "hm, page %08Ix reserved twice.\n", 1*PAGE_SIZE
}
e sidx (start index) node_boot_start
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. eidx
. end
. sidx eidx 1

4 __alloc_bootmem()

1386

void * __alloc_bootmem unsigned long size,
unsigned long align,
unsigned long goal ;
void * __alloc_bootmem_core bootmem data_t *bdata,
unsigned long size,
unsigned long align,
unsigned long goal ;

__alloc_bootmem() __alloc_bootmem_core

__alloc_bootmem core
unsigned long i, start = 0;
void *ret;
unsigned long offset, remaining_size;
unsigned long areasize, preferred, incr;
unsigned long eidx = bdata->node_low_pfn -
bdata->node_boot_start >> PAGE_SHIFT ;

eidx

if Isize BUG ;

if align & align-1
BUG ;

/*

* We try to allocate bootmem pages above "goal”

* first, then we try to allocate lower pages.

*/

if goal & goal >= bdata->node_boot_start &&

goal >> PAGE_SHIFT < bdata->node_low_pfn {

preferred = goal - bdata->node_boot_start;

} else

preferred = 0;

preferred = preferred + align - 1 & ~ align - 1 >> PAGE_SHIFT;

1 goal 0 preferred 0

align preferred

areasize = size+PAGE_SIZE-1 /PAGE_SIZE;

incr = align >> PAGE_SHIFT ? : 1;
4KB 1
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restart_scan:
for i = preferred; i < eidx; i += incr {
unsigned long j;
if test bit i, bdata->node_hootmem_map

continue;
test_bit()
1 1
for j=1i1+1; J<i+areasize; +tj {
if j >= eidx

goto fail_block;
if test bit J, bdata->node_bootmem_map
goto fail_block;

fail block
start = i;
goto found;

] fail _block
fail_block:;
}
if preferred {
preferred = 0;
goto restart_scan;

}
return NULL;

preferred

preferred 1 NULL
found:

if start >= eidx
BUG ;
/*
* Is the next page of the previous allocation-end the start
* of this allocation®s buffer? If yes then we can "merge”
* the previous partial page with this allocation.
*/
if align <= PAGE_SIZE && bdata->last_offset
&& bdata->last_pos+l == start {
offset = bdata->last_offsettalign-1 & ~ align-1
if offset > PAGE_SIZE
BUG ;
remaining_size = PAGE_SIZE-offset;

4KB
last_offset 0 0
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3
remaining_size
if size < remaining_size {

areasize = 0;

// last_pos unchanged

bdata->last_offset = offset+size;

ret = phys_to_virt bdata->last_pos*PAGE_SIZE
+ offset + bdata->node_boot_start

last offset last pos
ret phys to virt()
} else {
remaining_size = size - remaining_size;
areasize = remaining_size+PAGE_SIZE-1 /PAGE_SIZE;
ret = phys_to_virt bdata->last_pos*PAGE_SIZE
+ offset + bdata->node_boot start
bdata->last_pos = start+areasize-1;
bdata->last_offset = remaining_size;

last offset

9KB 3
page_offset 1KB 3KB 1KB
10KB
PAGE_SIZE-1)/PAGE_SIZE 2 page_offset 3KB
%data—>|ast_offset &= ~PAGE_MASK;
} else {

bdata->last_pos = start + areasize - 1;

bdata->last_offset = size & ~PAGE_MASK;

ret = phys_to virt start * PAGE_SIZE +
bdata->node_boot_start

}
last offset last_pos
page_offset
PAGE_MASK>~ PAGE_MASK 0x00000FFF PAGE_MASK
/*
* Reserve the area now:
*/

for i = start; i < start+areasize; i++
if test and_set bit i, bdata->node_bootmem map
BUG ;
memset ret, 0, size ;
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return ret;
test_and_set_bit()
0 0 1 1
RAM 0

5 free_all_bootmem()

bootmem

void free_all_bootmem void ;
void free_all_bootmem_core pg_data_t *pgdat ;

free_all_bootmem
free_all_bootmem_core free_all_bootmem_core

struct page *page = pgdat->node_mem_map;
bootmem_data_t *bdata = pgdat->bdata;
unsigned long i, count, total = 0;
unsigned long idx;

if !bdata->node_bootmem_map  BUG ;

count = 0;
idx = bdata->node_low_pfn - bdata->node_boot_start
>> PAGE_SHIFT
idx
for 1 =0; 1 < idx; i++, paget+ {
if [Itest bit i, bdata->node_bootmem_map {
count++;
ClearPageReserved page
set_page_count page, 1 ;
__free page page ;
}
}
bootmem mem_map set_page_count()
page count 1 __free_page() buddy

total += count;

/*
* Now free the allocator bitmap itself, it"s not
* needed anymore:

*/

page = virt_to_page bdata->node_bootmem_map ;

count = 0;

for 1 =0;1¢< bdata->node_low_pfn- bdata->node_boot_start

>> PAGE_SHIFT /8 + PAGE_SIZE-1 /PAGE_SIZE;
i++,paget+ {
count++;
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ClearPageReserved page ;
set_page _count page, 1 ;
_ free page page ;

}

bootmem

total += count;

bdata->node_bootmem map = NULL;

return total;

bootmem_map NULL

6.2.5

paging_init()
pagetable_init()

1 paging_initQ)

CR3

~174-

asm__

setup_arch()
pagetable_init

"movl %%ecx,%%cr3\n" ::"c" _ _pa swapper_pg_dir ;
pagetable_init() swapper_pg_dir

#iTf CONFIG_X86_PAE
/*
* We will bail out later - printk doesnt work right now so
* the user would just see a hanging kernel.
*/
if cpu_has_pae
set_in_cr4 X86_CR4_PAE
#endif

__flush_tlb_all ;

TLB TLB
TLB
#ifdef CONFIG_HIGHVEM
kmap_init ;
#endif
CONFIG_HIGHMEM , 896MB
{

unsigned long zones_size[MAX_NR_ZONES] = {0, 0, 0};
unsigned int max_dma, high, low;
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max_dma = virt_to_phys char * MAX_DMA_ADDRESS
>> PAGE_SHIFT;
16MB DMA 16MB
low = max_low_pfn;
high = highend_pfn;

if low < max_dma
zones_size[ZONE_DMA]
else {
zones_size[ZONE_DMA] = max_dma;
zones_size[ZONE_NORMAL] = low - max_dma;
#ifdef CONFIG_HIGHVEM
zones_size[ZONE_HIGHMEM] = high - low;
#endif
}

3 zones_size 3
e ZONE_DMA 0 16MB
e ZONE_NORMAL 16MB 896MB

e ZONE_DMA  896MB
free area_init zones size ;

}

low;

return;

2 pagetable_init()

swapper_pg_dir
unsigned long vaddr, end;
pgd_t *pgd, *pgd_base;
int i, j, k;
pmd_t *pmd;
pte_t *pte, *pte_base;

/*
* This can be zero as well - no problem, in that case we exit
* the loops anyway due to the PTRS_PER_* conditions.

*/
end = unsigned long _ va max_low_pfn*PAGE_SIZE ;
max_low_pfn end
pgd_base = swapper_pg_dir;
pgd_base ( ) swapper_pg_dir

#if CONFIG_X86_PAE
for i =0; i < PTRS_PER PGD; i++

set_pgd pgd_base + i, _pgd 1+ _pa empty_zero_page ;
#endif
PAE PTRS_PER_PGD 4 swapper_pg_dir
set_pgd() include/asm-i386/pgtable-3level .h
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OFFSET

1024

i = _pgd_offset PAGE_OFFSET ;
pgd = pgd_base + i;

__pgd offset() __pgd_offset PAGE_
0x300 768 pgd
768
for ; i < PTRS_PER_PGD; pgd++, i++ {

vaddr = 1*PGDIR_SIZE;
if end & vaddr >= end
break;
CONFIG_X86_PAE PTRS_PER_PGD 4
PGDIR_SIZE RAM
4MB CONFIG_X86_PAE 1GB vaddr
#if CONFIG_X86_PAE
pmd = pmd_t * alloc_bootmem low_pages PAGE_SIZE
set_pgd pgd, _pgd _pa pmd + Ox1 ;
#else
pmd = pmd_t * pgd;
#endif
CONFIG_X86_PAE 4KB bootmem
if pmd = pmd_offset pgd, O
BUG ;
for j = 0; j < PTRS_PER_PMD; pmd++, j++ {
vaddr = i*PGDIR_SIZE + j*PMD_SIZE;
if end & vaddr >= end
break;
if cpu_has pse {
unsigned long _ pe;
set_in_cr4 X86_CR4_PSE ;
boot_cpu_data.wp_works_ok = 1;
__pe = _KERNPG_TABLE + _PAGE_PSE + _pa vaddr ;
/* Make it "global™ too if supported */
if cpu_has pge {
set_in_cr4 X86_CR4 PGE ;
__pe += _PAGE_GLOBAL;
}
set_pmd pmd, _pmd _ pe ;
continue;
}
PAE
PAE  PMD_SIZE 0 vaddr = 1 * 4MB 0x300
0x300 * 4MB = 3GB PSE Page Size Extension)
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Pentium 11 PGE (Page Global Enable)
PGE CR3
3GB

pte_base = pte = pte_ t *
alloc_bootmem_low_pages PAGE_SIZE ;
PSE 4KB
for k = 0; k < PTRS_PER_PTE; pte++, k++ {
vaddr = i*PGDIR_SIZE + j*PMD_SIZE + k*PAGE_SIZE;
if end & vaddr >= end

break;
1024 PAE 512 4KB 1
*pte = mk_pte_phys _ pa vaddr , PAGE_KERNEL ;
}
mk_pte_physQ) __pa(vaddr)

PAGE_KERNEL

set_pmd pmd, _ pmd _KERNPG_TABLE + _ pa pte_base ;
if pte_base I= pte_offset pmd, O

BUG ;
}
}
set_pmd()
PAGE_OFFSET
/*
* Fixed mappings, only the page table structure has to be
* created - mappings will be set by set_fixmap
*/
vaddr = __fix_to_virt __end_of fixed_addresses - 1 & PMD_MASK;
fixrange_init vaddr, 0, pgd_base ;
(4GB  128MB)
/include/asm/fixmap.h __end_of fixed_addresses
__fix_to virt() fixrange_init()

set_fixmap()

#1f CONFIG_HIGHVEM
/*
* Permanent kmaps:
*/
vaddr = PKMAP_BASE;
fixrange_init vaddr, vaddr + PAGE_SIZE*LAST_PKMAP, pgd_base ;
pgd = swapper_pg_dir + _ pgd offset vaddr ;
pmd = pmd_offset pgd, vaddr ;
pte = pte_offset pmd, vaddr
pkmap_page_table = pte;
#endif
CONFIG_HIGHMEM 896MB
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PKMAP_BASE 0xFEO00000
4064MB  LAST_PKMAP 1024 4064MB fixrange_init()
4MB 4MB pkmap_page_table
#iT CONFIG_X86_PAE
/*

* Add low memory identity-mappings - SMP needs it when
* starting up on an AP from real-mode. In the non-PAE

* case we already have these mappings through head.S.

* All user-space mappings are explicitly cleared after
* SMP startup.

*/
pgd_base[0] = pgd_base[USER_PTRS_PER_PGD];
#endif
6.2.6
3 ZONE_DMA  ZONE_NORMAL
ZONE_HIGHMEM struct zone_struct

include/Iinux/mmzone.h
typedef struct zone_struct {
/*
* Commonly accessed fields:
*/
spinlock_t lock;
unsigned long free_pages;
unsigned long pages_min, pages_low, pages_high;

int need_balance;
/*
* free areas of different sizes
*/

free_area_t free_area[MAX_ORDER];

/*
* Discontig memory support fields.
*/
struct pglist_data *zone_pgdat;
struct page *zone_mem_map;

unsigned long zone_start_paddr;
unsigned long zone_start_mapnr;
/*
* rarely used fields:
*/
char *name;
unsigned long size;
} zone_t;
#define ZONE_DMA 0
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#define ZONE_NORMAL 1

#define ZONE_HIGHMEM 2

#define MAX_NR_ZONES 3
struct zone_struct

e lock

o free pages

e pages min pages low  pages_high
e need_balance kswapd

o free area

e zone_pgdat

e zone_mem_map

e zone_start_paddr

e zone_start_mapnr mem_map

e name

e size

free area_ t
#difine MAX_ORDER 10
type struct free_area_struct {
struct list_head free_list
unsigned int *map
} free_area_t

zone_struct free_area[MAX_ORDER]
1
4 8 16 2 MAX_ORDER 4M

struct page

typedef struct page {
struct list_head list;
struct address_space *mapping;
unsigned long index;
struct page *next_hash;
atomic_t count;
unsigned long flags;
struct list_head lru;
wait_queue_head_t wait;
struct page **pprev_hash;
struct buffer_head * buffers;
void *virtual;
struct zone_struct *zone;

} mem_map_t;

e Jist

include/linux/mm.h
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e mapping inode
e index
e next_hash
e count
o flags
e Iru active_list
o wait
e pprev_hash next_hash
e Dbuffers
e zOne
3

o free_area_init()
e build_zonelists()
e mem_init()

1 free_area_init()

mm/page_alloc.c

void free_area_init unsigned long *zones_size ;

void free_area_init_core int nid, pg_data_t *pgdat,
struct page **gmap,
unsigned long *zones_size,
unsigned long zone_start_paddr,
unsigned long *zholes_size,
struct page *Imem_map ;

free_area_init free_area_init_core

struct page *p;
unsigned long 1, j;
unsigned long map_size;
unsigned long totalpages, offset, realtotalpages;
const unsigned long zone_required_alignment = 1UL << MAX_ORDER-1 ;

if zone_start_paddr & ~PAGE_MASK
BUG ;

totalpages = 0;

for i = 0; i < MAX_NR_ZONES; i++ {
unsigned long size = zones_size[i];
totalpages += size;

realtotalpages = totalpages;
if zholes_size
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A W N

for 1 =0; i < MAX_NR_ZONES; i++
realtotalpages -= zholes_size[i];
printk "On node %d totalpages: %lu\n", nid, realtotalpages ;

INIT_LIST HEAD &active list ;
INIT_LIST HEAD &inactive list ;

/*

* Some architectures with lots of mem and discontinous memory
* maps have to search for a good mem_map area:

* For discontigmem, the conceptual mem map array starts from

* PAGE_OFFSET, we need to align the actual array onto a mem map
* boundary, so that MAP_NR works.

*/
map_size = totalpages + 1 *sizeof struct page ;
if Imem_map == struct page * 0 {

Imem_map = struct page *

alloc_bootmem_node pgdat, map_size ;
Imem_map = struct page * PAGE_OFFSET +
MAP_ALIGN unsigned long Imem_map - PAGE_OFFSET ;

sizeof(mem_map_t)

*gmap = pgdat->node_mem_map = Imem _map;
pgdat->node_size = totalpages;
pgdat->node_start_paddr = zone_start_paddr;
pgdat->node_start _mapnr =  Imem_map - mem_map ;
pgdat->nr_zones = 0;

/*
* Initially all pages are reserved - free ones are freed
* up by free_all_bootmem once the early boot process is
* done.

*/
for p = Imem_map; p < Imem_map + totalpages; p++ {
set_page count p, 0 ;
SetPageReserved p ;
init_waitqueue_head &p->wait ;
memlist_init &p->list ;

count 0

offset = Imem_map - mem_map;
mem_map struct pages mem_map
0 0
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mem_map
zone_mem_map node_mem_map
mem_map
offset mem_map
offset O 1386
for j =0; j < MAX_NR_ZONES; j++ {
zone

zone_t *zone = pgdat->node_zones + j;
unsigned long mask;

unsigned long size, realsize;
realsize = size = zones_size[j];

if zholes_size
realsize -= zholes_size[j];

printk "zone %lu : %lu pages.\n", j, size ;

256MB
zone 0 : 4096 pages.
zone 1 : 61440 pages.
zone 2 : 0 pages.
2 0 256MB  RAM.
zone->size = size;
zone->name = zone_names[j];
zone->lock = SPIN_LOCK_UNLOCKED;
zone->zone_pgdat = pgdat;
zone->free_pages = 0;
zone->need_balance = 0;
if Isize
continue;
0
pgdat->nr_zones = j+1;
mask =  realsize / zone_balance_ratio[j] ;
if mask < zone_balance_min[j]
mask = zone_balance_min[j];
else if mask > zone_balance_max[j]
mask = zone_balance_max[j];
zone->pages_min = mask;
zone->pages_low = mask*2;
zone->pages_high = mask*3;
zone->zone_mem_map = mem_map + offset;
zone->zone_start_mapnr = offset;
zone->zone_start_paddr = zone_start_paddr;
mem_map
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zone_mem_map

mem_map

if zone_start_paddr >> PAGE_SHIFT &
zone_required_alignment-1
printk "BUG: wrong zone alignment, it will crash\n" ;

for 1 =0; 1 <size; i++ {

struct page *page = mem_map + offset + i;
page->zone = zone;
if j != ZONE_HIGHMEM

page->virtual = __va zone_start_paddr ;
zone_start_paddr += PAGE_SIZE;

}
struct page
zone , ZONE_HIGHMEM
+ PAGE_OFFSET

offset += size;
offset size mem_map
for 1=0; ; i++ {

unsigned long bitmap_size;
memlist_init &zone->free_area[i].free_list ;
if i == MAX_ORDER-1 {
zone->free_area[i].map = NULL;
break;

¥

free_area[] free_area[]

/*

* Page buddy system uses "index >> i+l ",
* where "index" is at most "size-1".

*

The extra "+3" is to round down to byte
size 8 bits per byte assumption . Thus

we get " size-1 >> i+4 " as the last byte
we can access.

The "+1" is because we want to round the
byte allocation up rather than down. So

we should have had a "+7" before we shifted
down by three. Also, we have to add one as
we actually _use_ the last bit it"s [0,n]
inclusive, not [0,n[

So we actually had +7+1 before we shift
down by 3. But n+8 >3 == n>3 +1
modulo overflows, which we do not have

Finally, we LONG_ALIGN because all bitmap
operations are on longs.

L T I S S T I T S T R D S T

*/
bitmap_size = size-1 >> i+ ;
bitmap_size = LONG_ALIGN bitmap_size+l

zone_start_mapnr

zone

NULL
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zone->free_area[i].map = unsigned long *
alloc_bootmem_node pgdat, bitmap_size

alloc_bootmem_node
}

build_zonelists pgdat ;
2 build_zonelists

static inline void build_zonelists pg_data_t *pgdat
int i, j, k;

for i =0; 1 <= GFP_ZONEMASK; i++ {
zonelist_t *zonelist;
zone_t *zone;
zonelist = pgdat->node_zonelists + i;
memset zonelist, 0, sizeof *zonelist ;

1=0;
k = ZONE_NORMAL;
if i & _ GFP_HIGHVEM
k = ZONE_HIGHMEM;
if & _ GFP_DVA
k = ZONE_DMA;
3 R

switch
switch k {
default:
BUG ;
/*
* fallthrough:
*/
case ZONE_HIGHMEM:
zone = pgdat->node_zones + ZONE_HIGHMEM;
if zone->size {
#ifndef CONFIG_HIGHMEM
BUG ;
#endif
zonelist->zones[j++] = zone;

}
case ZONE_NORMAL:

zone = pgdat->node_zones + ZONE_NORMAL;
if zone->size
zonelist->zones[j++] = zone;
case ZONE_DMA:
zone = pgdat->node_zones + ZONE_DMA;
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if zone->size
zonelist->zones[j++] = zone;

switch
__GFP_DMA zonelist DMA __GFP_HIGHMEM
ZONE_HIGHMEM  ZONE_NORMAL  ZONE_DMA
zonelist->zones[j++] = NULL;

}
NULL

3 mem_init()

start_kernel ()

arch/i1386/mm/init.c
int codesize, reservedpages, datasize, initsize;
int tmp;
int bad_ppro;

if  Imem_map
BUG ;

#ifdef CONFIG_HIGHMEM
highmem_start_page = mem_map + highstart_pfn;
max_mapnr = num_physpages = highend_pfn;

HIGHMEM HIGHMEM
#else
max_mapnr = num_physpages = max_low_pfn;
#endif

high_memory = wvoid * _ va max_low_pfn * PAGE_SIZE ;

/* clear the zero-page */
memset empty_zero_page, 0, PAGE_SIZE ;

/* this will put all low memory onto the freelists */
totalram_pages += free_all_bootmem
reservedpages = 0;
free_all_bootmem() bootmem
/*
* Only count reserved RAM pages
*/
for tmp = 0; tmp < max_low_pfn; tmp++
if page is_ram tmp && PageReserved mem_map+tmp
reservedpages++;
mem_map
#ifdef CONFIG_HIGHVEM
for tmp = highstart_pfn; tmp < highend_pfn; tmp++ {
struct page *page = mem_map + tmp;
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if Ipage_is_ram tmp {
SetPageReserved page ;
continue;
}
if bad_ppro && page kills_ppro tmp {
SetPageReserved page ;
continue;
}
ClearPageReserved page ;
set_bit PG_highmem, &page->flags ;
atomic_set é&page->count, 1 ;
__free_page page
totalhigh_pages++;

}
totalram_pages += totalhigh_pages;
#endif
PG_highmem
_ free_page()
codesize = unsigned long & etext - unsigned long & text;
datasize = unsigned long & edata - unsigned long & etext;

initsize = unsigned long & init_end -

unsigned long & _init_begin;
printk "Memory: %luk/%luk available %dk kernel code,
%dk reserved,
%dk data, %dk init, %ldk highmem \n",
unsigned long nr_free_pages <<
PAGE_SHIFT-10 ,
max_mapnr <<  PAGE_SHIFT-10 ,
codesize >> 10,
reservedpages <<  PAGE_SHIFT-10 ,
datasize >> 10,
initsize > 10,
unsigned long totalhigh_pages
<< PAGE_SHIFT-10 ;

3GB

6.3
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Linux CPU
6.3.1
1
Linux
0 2°
9 2° 512
128
128
128
512 128
256
512
2
6.2.6

Linux
10
1
256
512
384
128

struct zone_struct

Buddy

256

256

256
128
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free_area_t free_area[MAX_ORDER];

free_area t
#difine  MAX_ORDER 10
type struct free_area_struct {
struct list head free list
unsigned int *map
} free_area_t

list _head mem_map_t
struct page Map free_area k
2 0
1
2k+1 6.9
Free_area
9
map
—»—1
mem_map_t mem_map_t 3
map
> I i
56 4 map

\ 4

~;0—|map
0

6.9
6.9 free_aea 0 0 2
4 4
56
DMA
512 2KB
6.3.2
alloc_pages() Linux 2.4
alloc_pages() mm/numa.c mm/page_alloc,c

CONFIG_DISCONT IGMEM
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1 NUMA
CONFIG_DISCONT IGMEM “ 77 Linux
NUMA
NUMA
pg_data_t mm/numa. ¢ alloc_page()
/*

* This can be refined. Currently, tries to do round robin, instead
* should do concentratic circle search, starting from current node.
*/
struct page * _alloc_pages unsigned int gfp_mask, unsigned int order
{
struct page *ret = 0;
pg_data_t *start, *temp;
#ifndef CONFIG_NUMA
unsigned long flags;
static pg_data_t *next = 0;
#endif

if order >= MAX ORDER
return NULL;
#ifdef CONFIG_NUMA
temp = NODE_DATA numa_node_id ;

#else
spin_lock_irgsave &node_lock, flags ;
if Inext next = pgdat_list;
temp = next;
next = next->node_next;
spin_unlock_irgrestore &node_lock, flags ;
#endif
start = temp;
while temp {
if ret = alloc_pages_pgdat temp, gfp_mask, order
return ret ;
temp = temp->node_next;
}
temp = pgdat_list;
while temp != start {
if ret = alloc_pages_pgdat temp, gfp_mask, order
return ret
temp = temp->node_next;
}
return 0 ;
}

gfp_mask order
l 2 3 2MAX70RDER—1
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CONF1G_NUMA NUMA NUMA_DATA
CPU pg_data_t temp
UMA pg_data_t pgdat_list pgdat_list
0 alloc_pages_pgdat
2 (UMA)
UMA alloc_page() include/Iinux/mm.h

#ifndef CONFIG_DISCONTIGMEM
static inline struct page * alloc_pages unsigned int gfp_mask, unsigned int order

/*
* Gets optimized away by the compiler.
*/
if order >= MAX_ORDER
return NULL;
return __alloc_pages ¢fp_mask, order,
contig_page_data.node_zonelists+ gfp_mask & GFP_ZONEMASK ;

}
#endif

alloc_page() _alloc_pages
_alloc_pages mm/page_alloc.c

_alloc_pages zonelist
2 order

swapper  bdflush
__alloc_pages() VM
M

/*
* This is the "heart” of the zoned buddy allocator:
*/
struct page * __alloc_pages unsigned int gfp_mask, unsigned int order, zonelist_t *zonelist
{
unsigned long min;
zone_t **zone, * classzone;
struct page * page;
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int freed;

zone = zonelist->zones;
classzone = *zone;
min = 1UL << order;
for ;; {
zone_t *z = * zone++
if 1z

break;

min += z->pages_low;
if z->free_pages > min {
page = rmqueue z, order
if page
return page;

page

classzone->need_balance = 1;
mb :

if waitqueue_active &kswapd wait
wake_up_interruptible &kswapd_wait

zone_t
need_balance 1 kswapd

need_balance kswapd
zone = zonelist->zones;
min = 1UL << order;
for ;; {
unsigned long local_min;
zone_t *z = * zonet++
if 1z

break;

local_min = z->pages_min;

if 1 gfp_mask & _ GFP_WAIT
local_min >>= 2;

min += local_min;

if z->free_pages > min {
page = rmqueue z, order
if page

return page;

4 z->free_pages > min

rmqueue

rmgueue
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/* here we"re in the low on memory slow path */

rebalance:

if current->flags & PF_MEMALLOC | PF_MEMDIE {
zone = zonelist->zones;

for ;; {
zone_t *z = * zonet+t+
if 1z
break;
page = rmqueue z, order ;
if page
return page;
}
return NULL;
}
PF_MEMALLOC
PF_MEMDIE task_struct flags
kswapd PF_MEMALLOC 1 0

PF_MEMDIE 1

/* Atomic allocations - we can"t balance anything */
if ! gfp_mask & _ GFP_WAIT
return NULL;

page = balance_classzone classzone, gfp_mask, order, &freed
if page
return page;

kswapd
balance_classzone

page
zone = zonelist->zones;
min = 1UL << order;
for ;; {
zone_t *z = * zonet++
if 1z

break;

min += z->pages_min;
if z->free_pages > min {
page = rmqueue z, order
if page
return page;
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/* Don"t let big-order allocations loop *

if

order >

3

return NULL;

/* Yield for kswapd, and try again */
current->policy |= SCHED_YIELD;
__set_current_state TASK _RUNNING ;

schedule ;

goto rebalance;

}

1 rmqueue

rmqueue

static struct page * rmqueue zone_t *zone, unsigned int order

{

free_area_t * area = zone->free_area + order;
unsigned int curr_order = order;

struct list head *head, *curr;

unsigned long flags;

struct page *page;

spin_lock_irgsave &zone->lock, flags ;

do {

head
curr

it

&area->free_list;
memlist_next head ;

curr 1= head {

unsigned int index;

page = memlist_entry curr, struct page, list ;
if BAD _RANGE zone,page

BUG ;
memlist_del curr ;
index = page - zone->zone_mem_map;
if curr_order !'= MAX ORDER-1

MARK_USED index, curr_order, area ;
zone->free_pages -= 1UL << order;

page = expand zone, page, index, order, curr_order, area ;

spin_unlock_irgrestore &zone->lock, flags ;

set_page count page, 1 ;
if BAD_RANGE zone,page

BUG ;

if PagelLRU page
BUG ;

if PageActive page
BUG ;

return page;
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}

curr_order++;

areat+;
} while curr_order < MAX_ORDER ;
spin_unlock_irgrestore &zone->lock, flags

return NULL;

}
zone order 20
do free_area order page
spin_lock_irgsave
memlist_entry(curr, struct page,
list) 1 BUGQ)
memlist_del(curr)
frea_area MARK_USED
expand
2 expand
static inline struct page * expand zone_t *zone, struct page *page,
unsigned long index, int low, int high, free area t * area
{
unsigned long size = 1 << high;
while high > low {
if BAD_RANGE zone,page
BUG ;
area--;
high--;
size >>= 1;
memlist_add_head & page ->list, & area ->free_list ;
MARK_USED 1index, high, area ;
index += size;
page += size;
}
if BAD_RANGE zone,page
BUG ;
return page;
}
zone page index
mem_map low 2™ high

2"" area free area struct
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2Iow
2
order 3 8
800
page == mem_map+800
index == 800
low == 1
high == 3
area == zone->free_areathigh frea_area 3
size ( size = 1<<3 == 8)
while size
low = high
2 high>2I0w
area--;high--; size>>=1 , memlist_add head
MARK_USED
1 800 4 M
frea_area[2] low<high 2
804 2 frea_area[1] page 806
high=low 1 806 2

__free_pages(page struct *page,

unsigned long order) 20"
void _ free_pages page struct *page, unsigned long order
¢ if !PageReserved page && put_page testzero page
__free_pages_ok page, order
}
put_page_testzero() 1
1 0 1
PageReserved
PageReserved
__free_pages() __free_pages_ok()
__free_pages_ok
expand()

-195-



Linux

6.3.3 Slab
Linux 2.0 13 32 132056
Linux 2.2 MM Slab 1994
Sun Microsystem Solaris 2.4 Slab
get_free_page() 0
Slab
Slab
Solaris
Slab
Linux Slab
Linux
Linux Slab
task struct
Linux
Linux 2.2
Linux 2.0 2
Slab Cache
Slab “c Slab *~

6.10
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—  » slab >

slab >

6.10 Slab
inode 300
8 inode inode Linux
512
Slab
Slab Slab
Slab
1 Slab
Slab kmem_cache t
Slab kmem_slab_t
1 Slab
Slab  Slab
mm/slab.c
/*
* slab_t
*
* Manages the objs in a slab. Placed either at the beginning of mem allocated
* for a slab, or allocated from an general cache.
* Slabs are chained into three list: fully used, partial, fully free slabs.
*
/
typedef struct slab_s {
struct list_head list;
unsigned long colouroff;
void *s_mem; /* including colour offset */
unsigned int inuse; /* num of objs active in slab */
kmem_bufctl_t free;
} slab_t;
Slab Slab colouroff
Slab S_mem inuse Slab
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free kmem_bufctl_t
Slab 6.11
Slab slab_t Slab Slab
Slab
Slab “ Coloring Area ~~
Slab “ Cache Line ~~
80386 16 Pentium 32 Slab
1 32 Slab
Slab
Slab
Slab Slab
Slab
prev — — T next
6.11 Slab
Slab
Slab
Slab
Slab
2
Slab Slab 3 1 Slab
2 Slab Slab
Slab
Spinlock kmem_cache_ s mm/slab.c
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struct kmem_cache_s {

/* 1 each alloc & free */

/* full, partial
struct list_head
struct list_head
struct list_head
unsigned int
unsigned int
unsigned int
spinlock_t
#ifdef CONFIG_SMP
unsigned int
#endif

/* 2 slab additions /re
/* order of pgs
unsigned int

/* force GFP fla
unsigned int

size t

unsigned int
unsigned int
kmem_cache_t
unsigned int
unsigned int

/* constructor f
void  *ctor

/* de-constructo
void  *dtor

unsigned long

/* 3 cache creation/rem
char
struct list_head
#ifdef CONFIG_SMP
/* 4 per-cpu data */
cpucache_t
#endif

};”

first, then free */

slabs_full;

slabs_partial;

slabs_free;

objsize;

flags; /* constant flags */
num; /* # of objs per slab */
spinlock;

batchcount;
movals */
per slab 2*n */

gfporder;

gs, e.g. GFP_DMA */

gfpflags;

colour; /* cache colouring range */
colour_off; /* colour offset */
colour_next; /* cache colouring */
*slabp_cache;

growing;

dflags; /* dynamic flags */

unc */
void *, kmem_cache_t *, unsigned long ;

r func */
void *, kmem_cache_t *, unsigned long ;

failures;
oval */

name [CACHE_NAMELEN];
next;

*cpudata[NR_CPUS];

kmem_cache_t

static kmem_cache_t cache
slabs_full:
slabs_partial:
slabs_free:

_cache = {

LIST HEAD INIT cache _cache.slabs_full ,
LIST_HEAD_INIT cache_cache.slabs_partial ,
LIST_HEAD_INIT cache_cache.slabs_free |,
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objsize: sizeof kmem_cache t ,
flags: SLAB_NO_REAP,
spinlock: SPIN_LOCK_UNLOCKED,
colour_off: L1 CACHE_BYTES,
name: "kmem_cache",
}
3 slabs_full slabs partial slabs_free Slab
Slab Slab next
objsize
kmem_cache_t num Slab gfporder
Slab Slab 2 #™""
Slab
colour_off colour
Slab
colour Slab
colour_next colour_next 0
colour_offxcolour colour 5 colour_off
8 Slab 0 Slab 0
Slab 8 16 24 32 0
cache_cache
kmem_cache_t Slab Slab
6.12
6.12 Slab Slab
Slab Slab

Slab

kmem_cache_create
kmem_cache_t *kmem_cache_create const char *name, size t size, size t offset,
unsigned long c_flags,
void  *ctor void *objp, kmem_cache_t *cachep, unsigned long flags |,
void  *dtor void *objp, kmem_cache_t *cachep, unsigned long flags
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Slab <

v

p Slab

6.12 kmem_cac

1 name (19 )
2 size

3 offset

4 c_flags

e SLAB_HWCACHE_ALIGN

e SLAB_NO_REAP

e SLAB_CACHE_DMA Slab

ctor NULL
dtor NULL
objp

cachep

0 N o O

kmem_cache_create
Slab
Slab “c i
kmem_cache t
cache _cache next
kmem_cache_create

Slab

Slab

vl

Slab

he_t SI

DMA

Slab

»

ab slab_t

Slab

|

Slab

16

Slab

slab t

ctor dtor

Slab

kmem_cache_grow

Slab kmem_gatepages()

32

Slab

kmem_cache_t

Slab
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kmem_cache_slabgmt() Slab
Slab
Slab
Linux

vm_area_struct
vm_area_cachep = kmem_cache_create

kmem_cache_init_objsQ)
kmem_slab_link_end()

NULL

vm_area_cachep
"vm_area_struct",

sizeof struct vm_area_struct , O,
SLAB_HWCACHE_ALIGN, NULL, NULL ;
NULL Slab
net/core/buff.c
void __init skb_init void
{
int i;
skbuff_head _cache = kmem_cache create ''skbuff_head cache",
sizeof struct sk buff ,
0,
SLAB_HWCACHE_ALIGN,
skb_headerinit, NULL ;
if Iskbuff_head_cache
panic ‘'"cannot create skbuff cache" ;
for i=0; i<NR_CPUS; i++
skb_queue_head_init &skb_head pool[i].list
}
skb_init kmem_cache_create
sk_buff ““skbuff_head_cache””
proc/slabinfo/ offset 0
flags  SLAB_HWCACHE_ALIGN Slab
skb_headerinit
Slab
kmem_cache_destroy() Linux 2.4.16
3
32 64 128 128KB
Slab

void *kmalloc size t size, int flags ;
Void kree const void *objp ;
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kmallo()
alloc_page()
kmallo()
Linux 2.0 kmallo()
6.3.4
CPU
Linux 4GB
3GB 4GB 6.13
high_memory
PAGE_OFFSET l VMALLOC_START VMALLOC START
- //
8MB 4KB ////
6.13 PAGE_OFFSET
6.13 PAGE_OFFSET 3GB  high_memory
VMALLOC_START include 1386/pgtable.h
#define VMALLOC_OFFSET  8*1024*1024
#define VMALLOC_START unsigned long high_memory + 2*VMALLOC_OFFSET-1 & \~

VMALLOC_OFFSET-1
8MB  VMALLOC_OFFSET

4KB 4096

struct vm_struct include/linux/vmalloc.h
struct vm_struct {
unsigned long flags;
void * addr;
unsigned long size;
struct vm_struct * next;
t:

struct vm_struct * vmlist;
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size

get_vm_area
struct vm_struct * get_vm_area

{

unsigned long addr;

vmlist
4096( )

mm/vmalloc.c
unsigned long size, unsigned long flags

struct vm_struct **p, *tmp, *area;

area =
if larea
return NULL;
size += PAGE_SIZE;
addr = VMALLOC_START;

write_lock &vmlist lock
for p = &vmlist;
if
goto out;
if
break;

addr = tmp->size +
addr > VMALLOC_END-size

if
goto out;

}
area->flags = flags;
area->addr = void *
area->size = size;
area->next = *p;
*p = area;

struct vm_struct *

tmp =
size + addr

size + addr <=

kmalloc sizeof *area , GFP_KERNEL

*» ; p = &tmp->next {
< addr

unsigned long tmp->addr

unsigned long  tmp->addr;

addr;

write_unlock &vmlist lock ;

return area;

out:

write _unlock é&vmlist lock

kfree area ;
return NULL;

, vm_struct
3

vmalloc

static inline void * vmalloc

{

kmalloc()

/include/linux/vmal

unsigned long size

return __vmalloc size, GFP_KERNEL | _ GFP_HIGHMEM, PAGE_KERNEL ;

}
~204 -
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vmalloc __vmalloc mm/vmalloc.c
void * __vmalloc unsigned long size, int gfp_mask, pgprot_t prot

{
void * addr;
struct vm_struct *area;

size = PAGE_ALIGN size ;

if Isize || size > PAGE_SHIFT > num_physpages {
BUG ;
return NULL;

}

area = get vm_area size, VM_ALLOC ;

if larea

return NULL;

addr = area->addr;

if vmalloc_area_pages VMALLOC_VMADDR addr , size, gfp_mask, prot {
vfree addr
return NULL;

}

return addr;
}

size 4096
get_vm_area
vmalloc_area_pages
inline int vmalloc_area_pages unsigned long address, unsigned long size,
int gfp_mask, pgprot_t prot

{

pgd_t * dir;

unsigned long end = address + size;

int ret;

dir = pgd_offset_k address

spin_lock &init_mm.page_table_lock ;
do {

pmd_t *pmd;

pmd = pmd_alloc &init_mm, dir, address ;
ret = -ENOMEM;
if Ipmd

break;

ret = -ENOMEM;
if alloc_area_pmd pmd, address, end - address, gfp_mask, prot
break;

address = address + PGDIR_SIZE & PGDIR_MASK;
dir++;

ret = 0;
} while address & address < end ;
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spin_unlock &init_mm.page_table_lock
return ret;

address
end
1 pgd offset k
2 pmd_alloc
3 alloc_area pmd
pte_alloc_kernel ()

4 vmalloc_area pages

4 kmalloc() wvmalloc()
kmalloc() vmalloc()

size

alloc_area pte

3GB 4GB
vmalloc()
kmalloc()
1/0

include/asm-i1386/module.h

kmalloc() 3GB  high_memory
VMALLOC_START 4GB
vmalloc()
#define module_map x vmalloc x

kmalloc() vmalloc()

6.4

6.14
6.5
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A
A 4

A 4

A

6.14
6.4.1
Node Zone Page
free _area
mm_struct
vm_area_structs mm_struct
vm_area_truct
1 MM_STRUCT
mm_strcut /include/linux/sched.h

struct mm_struct {

struct vm_area_struct * mmap; /* VMA */

rb_root_t mm_rb; * red_black */

struct vm_area_struct * mmap_cache; /* */

pgd_t * pgd; * */
atomic_t mm_users; /* */
atomic_t mm_count; /*  "struct mm_struct" */

int map_count; /* */

struct rw_semaphore mmap_sem;

spinlock_t page_table_lock; /* mm->rss */

struct list_head mmlist; /* active mm */

unsigned long start_code, end_code, start_data, end_data;

unsigned long start_brk, brk, start_stack;

unsigned long arg_start, arg_end, env_start, env_end;

unsigned long rss, total_vm, locked _vm;
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unsigned long def_flags;
unsigned long cpu_vm_mask;
unsigned long swap_address;

unsigned dumpable:1;

/* Architecture-specific MM context */
mm_context_t context;

}:
mm
mm_struct task struct
mm_struct
vm_area_struct
mmap
“c red black tree ~~ mm_rb 2.4.10
AVL AVL
mmap_cache
pgd )
CR3
P V mmap_sem
page_table_lock
mm_struct mm_user mm_count
atomic_t “c i
mm_context t 1386
2 VM_AREA STRUCT
vm_area_struct /include/linux/mm.h
struct vm_area_struct
struct mm_struct * vm_mm; /* */
unsigned long vm_start; /*  vm_mm */
unsigned long vm_end; /*  vm_mm */

/* linked list of VM areas per task, sorted by address */
struct vm_area_struct *vm_next;
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pgprot_t vm_page_prot; /* */
unsigned long vm_flags; /* */

rb_node_t vm_rb;

/*

* For areas with an address space and backing store,

* one of the address_space->i_mmap{,shared} lists,

* for shm areas, the list of attaches, otherwise unused.
*/

struct vm_area_struct *vm_next_share;

struct vm_area_struct **vm_pprev_share;

/* */
struct vm_operations_struct * vm ops;

/* Information about our backing store: */

unsigned long vm_pgoff; /* Offset within vm_file in PAGE_SIZE
units, *not* PAGE_CACHE_SIZE */
struct file * vm_file; /* File we map to can be NULL . */
unsigned long vm_raend; /* XXX: put full readahead info here. */
void * vm_private_data; /* was vm_pte shared mem */
>
vm_flag 6.1
6.1

VM_DENYWRITE

VM_EXEC

VM_EXECUTABLE

VM_GROWSDOWN

VM_GROWSUP

VM_I0 1/0

VM_LOCKED

VM_MAYEXEC VM_EXEC

VM_MAYREAD VM_READ

VM_MAYSHARE VM_SHARE

VM_MAYWRITE VM_WRITE

VM_READ

VM_SHARED

VM_SHM IPC

VM_WRITE

vm_area_struct
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vm_area_struct

Linux
vm_ops
Linux vm_area_struct
vm_operation s-stract
include linux mm.h
/

* These are the virtual MM functions - opening of an area, closing and
* unmapping it needed to keep files on disk up-to-date etc , pointer
* to the functions called when a no-page or a wp-page exception occurs.
*/
struct vm_operations_struct {
void  *open struct vm_area_struct * area ;
void  *close struct vm_area_struct * area ;
struct page * *nopage struct vm_area_struct * area, unsigned long address, int unused ;
}:
vm_operations open close
nopage “ i

6.15

vm_area_struct

vm_end .
vm_start
vm_flags
vm_inode
vm_ops
open()
vm_next close()
nopage()
6.15
3
Linux 2.4.10 AVL
AVL
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3G

6.16

include/linux/rbtree.h

typedef struct rb_node_s
{

struct rb_node_s * rb_parent;

int rb_color;

#define RB_RED 0
#define RB_BLACK 1

struct rb_node_s * rb_right;

struct rb_node_s * rb_left;
} rb_node_t;

6.4.2

3G

3GB

data

6.17

bss

static
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6.17

task struct

6.18

-212 -

J
6.17
mmap
Linux
mm_struct
pgd

vm_area_struct

3GB

Linux

Linux

mm_struct
vm_area_struct
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Task_struct

mm_struct

count

mm

pgd

vm_area_struct

)

Red_black

Linux

mmap

mmap_avl

mmap_sem

6.18

vm_area_struct

vm_end

vm_start

vm_flags

vm_inode

vm_ops

vm_next

vm_area_struct

vm_end

vm_start

vm_flags

vm_inode

vm_ops

vm_next

vm_area_struct

vm_area_struct

vma_area_struct

* Look up the first VMA which satisfies addr < vm_end,

Linux

find_vma

mem_map
0x8059BB
0x104800
0x000000
Linux
Linux
Linux
vm_area_struct
Linux
mm/mmap.c

NULL if none. */

struct vm_area_struct * find_vma struct mm_struct * mm, unsigned long addr

{

struct vm_area_struct *vma = NULL;
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if mm {
/* Check the cache first. */
/* Cache hit rate is typically around 35%. */
vma = mm->mmap_cache;
if ! vma & vma->vm_end > addr && vma->vm_start <= addr {
rb_node_t * rb_node;

rb_node = mm->mm_rb.rb_node;
vma = NULL;

while rb_node {
struct vm_area_struct * vma_tmp;

vma_tmp = rb_entry rb_node, struct vm_area_struct, vm_rb ;
if wvma_tmp->vm_end > addr {

vma = vma_tmp;
if vma_tmp->vm_start <= addr

break;
rb_node = rb_node->rb_left;
} else
rb_node = rb_node->rb_right;
}
if wvma
mm->mmap_cache = vma;
}
}
return vma;
}
mm_struct
35 mm_struct mmap_cache
AVL
rb_rode
mmap_cache
vm_area_struct
insert_vm_struct() vm_struct

6.4.3

Linux
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vm_area_struct
vm_area_struct
do_mmap()
vm_area_struct
Linux

do_mmap()
do_mmap()
do_mmap() include/linux/mm.h
static inline unsigned long do_mmap struct file *file, unsigned long addr,

unsigned long len, unsigned long prot,
unsigned long flag, unsigned long offset

{

unsigned long ret = -EINVAL;

if offset + PAGE_ALIGN len < offset

goto out;
if ! offset & ~PAGE_MASK
ret = do_mmap_pgoff file, addr, len, prot, flag, offset >> PAGE_SHIFT ;

out:

return ret;
}
file file
offset\

off
len
addr
prot: PROT_READ
PROT_WRITE PROT_EXEC PROT_NONE 3 VM_READ VM_WRITE VM_EXEC

PROT_NONE 3
flag
MAP_GROWSDOWN MAP_LOCKED MAP_DENYWRITE  MAP_EXECUTABLE

6.1

MAP_SHARED MAP_PRIVATE

vm_area_struct VM_SHARED
MAP_ANONYMOUS

MAP_FIXED
addr
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MAP_NORESERVE

do_mmap() offset do_mmap_pgoff
do_mmap_pgoff mm/mmap.c

unsigned long do_mmap_pgoff struct file * file, unsigned long addr, unsigned long len,
unsigned long prot, unsigned long flags, unsigned long pgoff

{

struct mm_struct * mm = current->mm;
struct vm_area_struct * vma, * prev;
unsigned int vm_flags;

int correct_wcount = 0;

int error;

rb_node_t ** rb_link, * rb_parent;

if file & Ifile->f_op || !file->f_op->mmap
return -ENODEV;

if len = PAGE_ALIGN len =0
return addr;

if len > TASK_SIZE
return -EINVAL;

/* offset overflow? */
if pgoff + len >> PAGE_SHIFT < pgoff
return -EINVAL;

/* Too many mappings? */
if mm->map_count > MAX_MAP_COUNT
return -ENOMEM;

do_mmap()

/* Obtain the address to map to. we verify or select it and ensure
* that it represents a valid section of the address space.
*/
addr = get_unmapped_area file, addr, len, pgoff, flags
if addr & ~PAGE_MASK
return addr;

get_unmapped_area
PAGE_MASK OxFFFFF0O00 ““addr & PAGE_MASK~>” 0 addr
12 0 addr addr
12 0

/* Do simple checking here so the lower-level routines won"t have

* to. we assume access permissions have been handled by the open

* of the memory object, so we don"t do any here.

*/

vm_flags = calc_vm_flags prot,flags | mm->def_flags | VM_MAYREAD | VM_MAYWRITE | VM_MAYEXEC;
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/* mlock MCL_FUTURE? */
if vm_flags & VWM_LOCKED {
unsigned long locked = mm->locked_vm << PAGE_SHIFT;
locked += len;
if locked > current->rlim[RLIMIT_MEMLOCK].rlim_cur
return -EAGAIN;

}
flag

task_struct rlim[RLIMIT_MEMLOCK].rlim_cur

if file {
switch  flags & MAP_TYPE {
case MAP_SHARED:
if prot & PROT_WRITE && ! File->f_mode & FMODE_WRITE
return -EACCES;

/* Make sure we don"t allow writing to an append-only file..

if IS_APPEND file->f _dentry->d_inode && Tfile->f mode & FMODE_WRITE
return -EACCES;

/* make sure there are no mandatory locks on the file. */
if locks_verify locked file->f _dentry->d_inode
return -EAGAIN;

vm_flags |= VM_SHARED | VM_MAYSHARE;
if ! file->f_mode & FMODE_WRITE
vm_flags & ~ VM_MAYWRITE | VM_SHARED ;

/* fall through */
case MAP_PRIVATE:
if ! file->f_mode & FMODE_READ
return -EACCES;
break;

default:
return -EINVAL;
}
} else {
vm_flags |= VM_SHARED | VM_MAYSHARE;
switch  flags & MAP_TYPE {
default:
return -EINVAL;
case MAP_PRIVATE:
vm_flags &= ~ VM_SHARED | VM_MAYSHARE ;
/* fall through */
case MAP_SHARED:
break;

*/
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file 0
file 0

/* Clear old maps */
error = -ENOMEM;
munmap_back:
vma = find_vma_prepare mm, addr, &prev, &rb_link, &rb_parent
if vma && vma->vm_start < addr + len {
if do_munmap mm, addr, len
return -ENOMEM;
goto munmap_back;

}
find_vma_prepare find_vma

vm_area_struct addr 1
addr
do_munmap
addr

/* Check against address space limit. */
if mm->total_vm << PAGE_SHIFT + len
> current->rHim[RLIMIT_AS].rlim_cur
return -ENOMEM;
total_vm

rlim[RLIMIT_AS].rlim_cur
/* Private writable mapping? Check memory availability.. */
if vm_flags & VM_SHARED | VM_WRITE == VM_WRITE &&
I flags & MAP_NORESERVE  &&!vm_enough_memory len >> PAGE_SHIFT
return -ENOMEM;

flags MAP_NORESERVE

vm_enough_memory

/* Can we just expand an old anonymous mapping? */
if Ifile & ! vm flags & VM_SHARED && rb_parent
if vma_merge mm, prev, rb_parent, addr, addr + len, vm_flags
goto out;
file
vma_merge()

out out

/* Determine the object being mapped and call the appropriate
* specific mapper. the address has already been validated, but
* not unmapped, but the maps are removed from the list.
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*/
vma = kmem_cache_alloc vm_area_cachep, SLAB_KERNEL ;
if !vma

return -ENOMEM;
vma->vm_mm = mm;
vma->vm_start = addr;
vma->vm_end = addr + len;
vma->vm_flags = vm_flags;
vma->vm_page_prot = protection_map[vm_flags & 0x0f];
vma->vm_ops = NULL;
vma->vm_pgoff = pgoff;
vma->vm_file = NULL;
vma->vm_private_data = NULL;
vma->vm_raend = 0;

vm_area_struct

Slab kmem_cache_alloc

if file {
error = -EINVAL;
if vm_flags & VM_GROWSDOWN]VM_GROWSUP
goto free_vma;
if vm_flags & VM DENYWRITE {
error = deny _write_access file ;
if error
goto free_vma;
correct_wcount = 1;
}
vma->vm_file = file;
get_file file ;
error = file->f_op->mmap file, vma ;
if error
goto unmap_and_free_vma;
} else if flags & MAP_SHARED {
error = shmem_zero_setup vma ;
if error
goto free_vma;
}
free_vma:
kmem_cache_free vm_area_cachep, vma ;
return error;

}
flags VM_GROWSDOWN  VM_GROWSUP 1
free_vma
vm_area_struct Slab
flags VM_DENYWRITE 1
deny write_access
get file file
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fiel_operation mmap

generic_file_mmap( )

vm_area_struct vm_ops VM_SHARED 1
file_shared_mmap file_private_mmap
i_mode
i_op readpage( )
update_atime( ) i_atime
flags MAP_SHARED 1 shmem_zero_setup
do_mmap()

/* Can addr have changed??

*

* Answer: Yes, several device drivers can do it in their
* f_op->mmap method. -DaveM

*/

addr = vma->vm_start;

addr
addr

vma_link mm, vma, prev, rb_link, rb_parent
if correct_wcount
atomic_inc &File->f_dentry->d_inode->i_writecount

vma_link
3
vima
vima
3 vam inode
atomic_inc X ** 1
atomic
out:
mm->total_vm += len >> PAGE SHIFT;
if wvm_flags & W_LOCKED {
mm->locked_vm += len >> PAGE_SHIFT;
make_pages_present addr, addr + len ;
}
return addr;
do_mmap()

make_pages_present
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unmap_and_free_vma:
if correct_wcount
atomic_inc é&file->f _dentry->d_inode->i_writecount ;
vma->vm_file = NULL;
fput file ;

/* Undo any partial mapping done by a device driver. */
zap_page_range mm, vma->vm_start, vma->vm_end - vma->vm_start

generic_file_mmap( )

3G

Linux

zap_page_range

6.5
Linux
Linux
arch 1386 mm fault.c
do_page_fault
6.5.1
3
1 TASK_SIZE
Linux SIGSEGV
2
3
SIGSEGVY

Copy On Write cow
proc/stat
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6.5.2

(swapfile)

error_code

bit 0 == 0 means no page found, 1 means protection fault

bit 1 == 0 means read, 1 means write
bit 2 == 0 means kernel, 1 means user-mode
0 0
present 0 0

0

CR2
AVL

/* CR2

_asm__ "movl %%cr2,%0":"=r" address

vma = find_vma current, address

Linux

vma = find_vma current, address
if lvma
goto bad_area;
if vma->vm_start <=
goto good_area;
vma->vm_flags & VM_GROWSDOWN
goto bad_area;
if error_code &4 { /* */
/* */
if address + 32 < regs->esp
goto bad_area;

address

if !

}

if expand_stack vma, address
goto bad_area;
bad_area: /* */
{
if error_code & 4
current->tss.cr2 = address;
current->tss.error_code = error_code;
current->tss.trap_no = 14;
force_sig SIGSEGV, current
return;

; /*
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die_if _kernel "Oops", regs, error_code ; /* */
do_exit SIGKILL ; /* */
}
6.5.3
Linux
Linux
address do_page fault( ) good_area

good_area:
write = 0;
if error_code &2 {/* */

if ! wvma->vm_flags & VM_WRITE
goto bad_area;
writet+;
} else /* */
if error_code & 1 ||
! vma->vm_flags & VM _READ | VM_EXEC
goto bad_area;

bad_area
write 1
User/Supervisor
bad_area
handle_mm_fault( )
if lhandle_mm_fault tsk, vma, address, write {

tsk->tss.cr2 = address;

tsk->tss.error_code = error_code;

tsk->tss.trap_no = 14;

force_sig SIGBUS, tsk ;

if ! error_code & 4 /* */
goto no_context;

}
handle_mm_fault( ) 1
do_page_fault( ) SIGBUS
handle_mm_fault( ) 4 tsk CPU vma
address write tsk
address 1 tsk address 0
handle_mm_fault address
address
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pgd = pgd_offset vma->vm_mm, address ;
pmd = pmd_alloc pgd, address ;

if Ipmd
return -1;
pte = pte_alloc pmd, address ;
if Ipte
return -1;
pgd_offset address 1386
pmd_alloc( )
pte_alloc( ) pte

address handle_pte fault( ) address

return handle_pte_fault tsk, vma, address, write_access, pte
handle_pte_fault( )

6.5.4
CPU
1
0 pte_none 1
2

0 Present
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0

handle_pte_fault address
entry = *pte;
if Ipte present entry {

if pte_none entry

return do_no_page tsk, vma, address, write_access,
pte ;
return do_swap_page tsk, vma, address, pte, entry,
write_access ;

}
(do_swap_page( ) )
do_no_page( )
vma nopage
nopage
RAM
1 vma->vm_ops->nopage NULL
nopage
2 vm_ops NULL vma->vm_ops->nopage NULL

do_no_page( )

do_anonymous_page( )
if lvma->vm_ops || !vma->vm_ops->nopage
return do_anonymous_page tsk, vma, page_table,
write_access ;

do_anonymous_page
if write_access {
page = _ get_free_page GFP_USER ;
memset void * page , 0, PAGE_SIZE
entry = pte_mkwrite pte_mkdirty mk_pte page,
vma->vm_page_prot ;
vma->vm_mm->rss++;
tsk->min_flt++;
set_pte pte, entry
return 1;

__get_free page( ) memset
0 tsk  min_flt (
) vma->vm_mm  rss

0 Linux
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empty_zero_page 1024
0x00005000

entry = pte_wrprotect mk _pte ZERO_PAGE, vma->vm_page_prot ;
set_pte pte, entry ;

return 1;
6.5.5
UNIX
[ ]
[ ]
[ ]
[ ]
CPU
UNIX Linux
Page count
count count NULL
Linux cow handle_pte fault( )

if pte_present pte {
entry = pte_mkyoung entry
set_pte pte, entry ;
flush_tlb_page vma, address ;
if write_access {
if Ipte write entry
return do_wp_page tsk, vma, address, pte ;
entry = pte_mkdirty entry ;
set_pte pte, entry ;
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flush_tlb_page vma, address ;

}
return 1;
}
pte_mkyoung( ) set_pte( )
handle_pte_fault( ) do_wp_page( )
User/Supervisor 0
do_wp_page( ) page_table pte
pte = *page_table;
new_page = __get_free_page GFP_USER ;
o pte *page_table
o Present 0
o Read/Write 1
do_wp_page( ) 1
page_map
tsk->min_flt++;
page_map = mem_map + MAP_NR old_page
1 page count

if page_map->count == {
set_pte page table, pte_mkdirty pte_mkwrite pte ;
flush_tlb_page vma, address ;
if new_page
free_page new_page ;
return 1;

(old_page)
(new_page)

if old_page == ZERO_PAGE

memset void * new_page, 0, PAGE_SIZE ;
else

memcpy void * new_page, void * old _page, PAGE_SIZE ;
set_pte page table, pte_mkwrite pte_mkdirty

mk_pte new_page, vma->vm_page_prot ;

flush_tlb_page vma, address ;
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_ free_page page_map

return 1;
memset 0 memcpy
__free _pages( )
6.5.6
1 fork
2
exit
3
6.6
Linux
kswapd
6.6.1
3GB
MB KB KB
Linux
1 UNIX
UNIX Linux
Linux
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Linux

6.18
mmap ()

kmalloc() vmalloc()

alloc_pages()
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page
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Inactive
/ page
free area

1 page

(Zone) free_area count 1

2 __alloc_pages() __get_free_page()

count 1
3 page
Iru active list
4 < 7z page Iru
e 7 inactive_dirty_list
count 1
5 €< 7 page < 7z
inactive_dirty list “c i
6 “ 7z page Iru “
i “c 72 inactive clean list
7
8 (X3 7
4
CPU
Linux
Linux kswapd
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6.6.2 kswapd
kswapd task_struct
kswapd
“ 7z kswapd
kswapd mm/vmscan.c 6.19 kswapd
kswapd()
kswapd_balance() swap_out_mm()
Try_to_free_pages() swap_out_vma
v
shrin_cache() swap_out_pdg
v
Swap_out() refill_inactive() swap_out_pmd()
try_to swap_out()
Rw_swap_page()
Brw()_page()
6.19 kswapd
kswapd
1 kswapd
Linux 2.4.10 kswapd
int kswapd void *unused
{
struct task_struct *tsk = current;
DECLARE_WAITQUEUE wait, tsk ;
daemonize ; * */
strcpy tsk->comm, “kswapd" ;
sigfillset &tsk->blocked ; * PCB 1*/
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/*

* Tell the memory management that we"re a "memory allocator”,
* and that if we need more memory we should get access to it
* regardless see "__alloc_pages . "kswapd" should

* never get caught in the normal page freeing logic.
*

*  Kswapd normally doesn"t need memory anyway, but sometimes
* you need a small amount of memory in order to be able to
* page out something else, and this flag essentially protects
* us from recursively trying to free more memory as we"re
* trying to free the first piece of memory in the first place

*/
tsk->flags |= PF_MEMALLOC; * kswapd */
/*
* Kswapd main loop.
*/
for ;; {
__set_current_state TASK_INTERRUPTIBLE ;
add_wait_queue &kswapd_wait, &wait ; * kswapd *
mb ; * */
if kswapd_can_sleep * */
schedule ; * */
_set_current_state TASK RUNNING ; * kswapd */
remove_wait_queue &kswapd_wait, &wait ; * kswapd */
/*
* If we actually get into a low-memory situation,
* the processes needing more memory will wake us
* up on a more timely basis.
*/
kswapd_balance ; * kswapd */
run_task_queue &tg_disk ; * tg_disk */
}
}
kswapd
static int __init kswapd_init void
{
printk "Starting kswapd\n" ;
swap_setup ;
kernel_thread kswapd, NULL, CLONE_FS | CLONE_FILES | CLONE_SIGNAL ;
return 0;
}

kswapd_init
module_init(kswapd_init)
kswapd
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2 kswapd_balance()

static void kswapd_balance void

{
int need_more_balance;
pg_data_t * pgdat;
do {
need_more_balance = 0;
pgdat = pgdat_list;
do
need_more_balance |= kswapd_balance pgdat pgdat ;
while pgdat = pgdat->node_next ;
} while need_more_balance ;
}

kswapd_balance_pgdat
static int kswapd_balance_pgdat pg_data_t * pgdat

{
int need_more_balance = 0, 1i;
zone_t * zone;
for i1 = pgdat->nr_zones-1; i >= 0; i-- {
zone = pgdat->node_zones + 1i;
if unlikely current->need_resched
schedule ;
if !zone->need_balance
continue;
if Itry to_free_pages zone, GFP_KSWAPD, 0 {
zone->need_balance = 0;
__set_current_state TASK_INTERRUPTIBLE ;
schedule_timeout HZ ;
continue;
}
if check classzone_need_balance zone
need_more_balance = 1;
else
zone->need_balance = 0;
}
try to_free pages
need_balance 1

check_classzone_need_balance()
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try_to_free_pages

3 try _to _free pages

int try_to_free_pages zone_t *classzone, unsigned int gfp_mask, unsigned int order

{
int priority = DEF_PRIORITY;
int nr_pages = SWAP_CLUSTER_MAX;
gfp_mask = pf_gfp_mask gfp_mask ;
do {
nr_pages = shrink_caches classzone, priority, gfp_mask, nr_pages
if nr_pages <=0
return 1;
} while --priority ;
/*
* Hmm.. Cache shrink failed - time to kill something?
* Mhwahahhaha! This is the part I really like. Giggle.
*/
out_of_memory ;
return 0;
}
DEF _PRIORITY 6
L 6 L 2°
6 nr_pages SWAP_CLUSTER_MAX 32

shrink_caches
static int shrink_caches zone_t * classzone, int priority, unsigned int gfp_mask, int
nr_pages
{
int chunk_size = nr_pages;
unsigned long ratio;

nr_pages -= kmem_cache_reap gfp_mask ;
if nr_pages <=0
return 0;

nr_pages = chunk_size;
/* try to keep the active list 2/3 of the size of the cache */
ratio = unsigned long nr_pages * nr_active_pages / nr_inactive_pages + 1

refill_inactive ratio ;

nr_pages = shrink_cache nr_pages, classzone, gfp_mask, priority
if nr_pages <=0
return 0;

shrink_dcache_memory priority, gfp_mask
shrink_icache_memory priority, gfp_mask ;
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1 #ifdef CONFIG_QUOTA

shrink_dqcache_memory DEF_PRIORITY, gfp_mask ;

#endif

return nr_pages;

kmem_cache_reap “ (reap)”” slab

slap nr_pages

refill_inactive

shrink_dcache_memory shrink_icache_memory

shrink_cache

shrink_dgcache_memory

dentry inode
LRU
dentry inode
4
swap_out shrink_cache
shrink_cache “ ”” LRU
“ *” FIFO struct page

° LRU
[ ]
[ ]
. ( )
6.6.3
Linux swapon  swapoff

swap_info_struct

struct swap_info_struct {

unsigned int flags;

kdev_t swap_device;

spinlock_t sdev_lock;

struct dentry * swap_file;

struct vfsmount *swap_vfsmnt;

unsigned short * swap_map;

unsigned int lowest_bit;

unsigned int highest_bit;

unsigned int cluster_next;
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unsigned int cluster_nr;

int prio; /* swap priority */
int pages;
unsigned long max;
int next; /* next entry on swap list */
j
extern int nr_swap_pages;
flags (SWP_USED  SWP_WRITEOK) swapoff
SWP_WRITEOK off swapon
SWP_USED (nr_swapfiles)

lowest_bit highest_bit

mkswap 10
0 1
swapon() swap_map
swap_map 0 128
swap
get_swap_page
1 31
do_no_page) 7 24
swap_duplicate() copy_page_tables() fork()
swap_map count
swap_free() swap_map count count 0
get_swap_page) (swap_in)
free_one_table swap_free()
filemap.c
6.6.4
1

$ dd if=/dev/zero of=/extra-swap bs=1024 count=2048
2048+0 records in
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2048+0 records out
4KB
8K

82

$ mkswap /extra-swp 2048

2048KB
4K

extra-swap

mkswap

Setting up swapspace, size = 2088960 bytes

$

Linux

mkswap

127MB

8*4096 = 133890048 Byte = 127.6875MB

2GB

swapon

$ swapon /extra-swap
$
/etc/fstab

/dev/hda5 none swap sw 0 0
/extra-swap none swap sw 0 0

swapon —a

free

$ free

total used free shared buffers
Mem: 15152 14896 256 12404 2528
-/+ buffers: 12368 2784

Swap: 32452 6684 25768

$

Mem:

used

Swap:

top
swapoff

/proc

—-238 -
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swapoff —a /etc/fstab
3

1

4

5

6.7

6.7.1 Linux

1

free ps

MB

Linux

Linux

dirty
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2
1/0
read( ) write( ) mmap( )
170
3
3

Linux

/ linux/mm/swap_state.c
extern unsigned long init_swap_cache unsigned long, unsigned long ;
extern void show_swap_cache_info void

int add_to_swap_cache unsigned long index, unsigned long entry
index index entry

extern void swap_duplicate unsigned long ;

copy_page_tables() fork()

delete_from_swap_cache page nr ;
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6.7.2
Linux “ 7z
buffer_head
page buffer_head buffer
sync Linux
update dbflush
sync sync
30s
sync sync()
dbflush Linux update
/sbin/update
1
6.20 page_hash_table
mem_map_t( struct page ) Linux
Linux 6.20
Linux page_hash_table VFS
inode VFS
VFS inode
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find_page struct inode * inode, unsigned long offset

page_hash_table

mem_map_t mem_map_t
»> inode 12 inode 12
offset 0x8000 offset 0x8000
Next_hash Next_hash
Prev_hash Prev_hash
6.20 Linux
mm_map_t

for page = page_hash inode, offset ; page ; page = page->next_hash

/* page_hash */
{if page->inode != inode
continue;
if page->offset I= offset
continue;
/* */
atomic_inc &page->count ;
set_bit PG_referenced, &page->flags ;/* */
break; }
return page;
}
Linux
Linux
“ 7z ( filemap.c
generic_file_readahead )

Linux
Linux
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add_to_page_cache()

static inline void add_to_page_cache struct page * page,
struct inode * inode, unsigned long offset

{ /* */
page->count++;
page->flags &= ~ 1 << PG_uptodate | 1 << PG_error ;
page->offset = offset;
add_page_to_inode_queue inode, page ;/* inode */
add_page_to_hash_queue inode, page ;/* page_hash_table[]*/}
inode

page_hash_table[]
extern struct page * page_hash_table[PAGE_HASH SIZE];

static inline void add_page_to_inode_queue struct inode * inode, struct page * page

{ struct page **p = &inode->i_pages;/* */
inode->i_nrpages++;/* 1*/
page->inode = inode; /* */

page->prev = NULL;
if page->next = *p 1= NULL
page->next->prev = page;

*p = page; }

static inline void add_page_to_hash_queue struct inode * inode, struct page * page
{ struct page **p = &page_hash 1inode,page->offset

page_cache_size++;/* 1*/

set_bit PG_referenced, &page->flags ;/* */
page->age = PAGE_AGE_VALUE;/* “< ”

*/

page->prev_hash = NULL;

if page->next_hash = *p 1= NULL

page->next_hash->prev_hash = page; *p = page;
}
remove_page_from hash_queue page ; /* */
remove_page_from_inode_queue page ; /* inode */
6.7.3 (TLB)

cpu
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TLB( Translation Lookside Buffer),
(Associative Memory) 6.21 MMU
6 80386 32

98%
LD2 LD1 |OFFSET TLB y
j 2%
LD2 LD1 OFFSET
6.21
TLB
6.22
1 7 RW 5 1
7 16 RW 1 1
0 33 RX 4 1
4 72 RX 13 0
8 17 RW 2 1
7 34 RX 2 1
6.22 TLB
MMU TLB ( )
TLB TLB
TLB
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MMU TLB
TLB TLB
TLB
TLB
CR3 flush_tlb()
TBL
8 64
0.85 120 TLB
0.85> (15+120)+(1-0.85) > (15+120+120)=153
6.7.4
1 TLB
TLB TLB MMU
RISC MIPS Alpha
TLB
MMU
TLB
TLB (
TLB
CPU
TLB
TLB
RPC
RPC
TLB TLB
TLB
TLB
TLB

TLB

80386

TLB

15

HP PA
TLB
TLB

TLB

64 )
MMU

TLB

TLB
TLB

TLB
(  4KB)TLB
TLB
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2
TLB TLB

Linux ( TLB
¢y
2

write()

3

Linux ,

flush_cache_foo
flush_tlb_foo ;

flush_cache *
MMU
; MMU
80386 ——1386 MMU
TBL
TLB

void flush_cache all void ;
void flush_tlb_all void ;

void flush_cache_mm struct mm_struct *mm
void flush_tlb_mm struct mm_struct *mm ;

mm_struct

flush_cache_range struct mm_struct *mm,unsigned long start, unsigned long end ;
flush_tlb_range struct mm_struct *mm,unsigned long start, unsigned long end

void flush_cache page struct vm_area_struct *vma,unsigned long address
void flush_tlb_page struct vm_area_struct *vma,unsigned long address ;

void flush_page_to_ram(unsigned long page);/* 1386
*/
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, 6.23 0x2000 1 2 3 2
0x1000, 2 0x2000
0x2600,
0x1000 0x2000
0x1000  0x2600 2 0x2600
0x2000 3 0x2000

flush_page_to_ram

copy_cow_page old_page,new_page,address
flush_page_to_ram old_page
flush_page_to_ram new_page
flush_cache_page vam,address

free_page old_page
flush_tlb_page vma,address

1

0x2000

) 0x1000
0x2600

0x2000

6.23
4
include/asm/pttable.h i386 __ flush_tIb()

#define _ flush_tlb
do {
unsigned int tmpreg;
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_asm__ _ volatile__
"movl %%cr3, %0; # flush TLB \n"
"movl %0, %%cr3; \n"
D "=r" tmpreg
oo "memory™ ;
} while O
CR3 TLB
6.8.1
fork() clone()
task_struct Linux
task_struct
task_struct task_struct
Linux
6.24
-,
A AR
IR
file g
7]
Fiia 7
Bl et
J
6.24
vm_area_struct
mm_struct
Linux
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, kernel_thread() , kernel_thread()
clone() p->mm = NULL
fork() clone do_fork()

kernel/fork.c

* 0Ok, this is the main fork-routine. It copies the system process

* information task[nr] and sets up the necessary registers. It also
* copies the data segment in its entirety. The "stack start” and

* "stack_top" arguments are simply passed along to the platform

* gpecific copy_thread routine. Most platforms ignore stack top.

* For an example that"s using stack_top, see

* arch/ia64/kernel/process.c.

int do_fork unsigned long clone_flags, unsigned long stack_start,
struct pt_regs *regs, unsigned long stack_size
{
int retval;
struct task_struct *p;
struct completion vfork;

retval = -EPERM;

/*

* CLONE_PID is only allowed for the initial SMP swapper

* calls

*/
if clone_flags & CLONE_PID {

if current->pid
goto fork out;
}

retval = -ENOMEM;
p = alloc_task_struct ;
if 1Ip

goto fork out;

*p = *current;

retval = -EAGAIN;

/*

* Check if we are over our maximum process limit, but be sure to

* exclude root. This is needed to make it possible for login and

* friends to set the per-user process limit to something lower

* than the amount of processes root is running. -- Rik

*/

if atomic_read &p->user->processes >= p->rlim[RLIMIT_NPROC].rlim_cur
&& lcapable CAP_SYS_ADMIN  Tcapable CAP_SYS_RESOURCE
goto bad_fork free;
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atomic_inc &p->user->_count ;
atomic_inc &p->user->processes ;

/*
* Counter increases are protected by
* the kernel lock so nr_threads can"t
* increase under us but it may decrease
*/
if nr_threads >= max_threads
goto bad_fork_cleanup_count;

get_exec_domain p->exec_domain ;

if p->binfmt && p->binfmt->module
__MOD_INC_USE_COUNT p->binfmt->module ;

p->did_exec = 0;
p->swappable = 0;
p->state = TASK_UNINTERRUPTIBLE;

copy_flags clone_flags, p ;
p->pid = get_pid clone_flags ;

p->run_list_next = NULL;
p->run_list.prev = NULL;

p->p_cptr = NULL;
init_waitqueue_head é&p->wait_chldexit ;
p->vfork_done = NULL;
if clone_flags & CLONE_VFORK  {
p->vfork_done = &vfork;
init_completion &vfork ;

}

spin_lock_init &p->alloc_lock ;

p->sigpending = 0;
init_sigpending &p->pending ;

p->it_real_value = p->it_virt_value = p->it_prof_value = 0;
p->it_real_incr = p->it_virt_incr = p->it_prof_incr = 0;
init_timer &p->real_timer ;

p->real_timer.data = unsigned long p;

p->leader = 0; /* session leadership doesnt inherit */
p->tty_old_pgrp = 0;
p->times.tms_utime = p->times.tms_stime = 0;
p->times.tms_cutime = p->times.tms_cstime = 0;
#ifdef CONFIG_SMP
{
int i;
p->cpus_runnable = ~0UL;
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p->processor = current->processor;

/* ?? should we just memset this ?? */

for 1 =0; 1 < smp_num_cpus; i++

p->per_cpu_utime[i] = p->per_cpu_stime[i] = 0;
spin_lock_init &p->sigmask_lock ;
}
#endif

p->lock_depth = -1; /* -1 = no lock */
p->start_time = jiffies;

INIT_LIST_HEAD ¢&p->local_pages ;

retval = -ENOMEM;
/* copy all the process information */
if copy _files clone_flags, p
goto bad_fork _cleanup;
if copy_fs clone_flags, p
goto bad_fork_cleanup_files;
if copy_sighand clone_flags, p
goto bad_fork cleanup_fs;
if copy_mm clone_flags, p
goto bad_fork_cleanup_sighand;
retval = copy_thread 0, clone_flags, stack_start, stack_size, p, regs ;
if retval
goto bad_fork_cleanup_mm;
p->semundo = NULL;

/* Our parent execution domain becomes current domain
These must match for thread signalling to apply */

p->parent_exec_id = p->self_exec_id;

/* ok, now we should be set up.. */
p->swappable = 1;

p->exit_signal = clone_flags & CSIGNAL;
p->pdeath_signal = 0;

/*
* "share" dynamic priority between parent and child, thus the
* total amount of dynamic priorities in the system doesnt change,
* more scheduling fairness. This is only important in the first
* timeslice, on the long run the scheduling behaviour is unchanged.
*/
p->counter = current->counter + 1 >> 1;
current->counter >>= 1;
if lcurrent->counter
current->need_resched = 1;

/*
* Ok, add it to the run-queues and make it

* visible to the rest of the system.
*
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* Let it rip!

*/

retval = p->pid;
p->tgid = retval;

INIT_LIST HEAD ¢&p->thread_group ;

/* Need tasklist lock for parent etc handling! */
write_lock_irq &tasklist lock

/* CLONE_PARENT and CLONE_THREAD re-use the old parent */
p->p_opptr = current->p_opptr;
p->p_pptr = current->p_pptr;
if 1 clone_flags & CLONE_PARENT | CLONE_THREAD {
p->p_opptr = current;
if ! p->ptrace & PT_PTRACED
p->p_pptr = current;

}

if clone_flags & CLONE_THREAD {

p->tgid = current->tgid;

list_add &p->thread_group, &current->thread_group ;
}

SET_LINKS p

hash_pid p ;

nr_threads++;

write_unlock_irq &tasklist_lock ;

if p->ptrace & PT_PTRACED
send_sig SIGSTOP, p, 1 ;

wake_up_process p ; /* do this last */
++total_forks;
if clone_flags & CLONE_VFORK
wait_for_completion é&vfork ;

fork_out:
return retval;

bad_fork_cleanup_mm:

exit.nm p ;
bad_fork_cleanup_sighand:

exit_sighand p ;
bad_fork_cleanup_fs:

exit_ fs p ; /* blocking */
bad_fork_cleanup_files:

exit_files p ; /* blocking */
bad_fork_cleanup:

put_exec_domain p->exec_domain ;

if p->binfmt && p->binfmt->module

__MOD_DEC_USE_COUNT p->binfmt->module ;

bad_fork_cleanup_count:
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atomic_dec &p->user->processes ;
free_uid p->user ;
bad_fork free:
free_task struct p
goto fork_out;

}
fork
do_fork()
-ENOMEM task_struc
clone_flags CLONE_PID -EPERM
CLONE_PID 1
task_struct pid 0
alloc_task_struct()
task_struct
*p = *current task_struct
task_struct user user_struct
user user_struct
count
task_struct user 0 task_struct
rlim rLim[RLIMIT_NPROC]
fork()
max_threads
“ *? Linux X86
UNIX iBCS2 Solaris
Solaris PER_SOLARIS Linux
Linux task_struct exec_doman exec_doman
exec_doman module module Linux
module count
get_exec_domain(p->exec_domain) module
a.out elf
Java
task_struct linux_binfmt binfmt __MOD_INC_USE_COUNT

TASK_UNINTERRUPTIBLE
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get_pid()
copy_flags
get_pid
pid

start_time

clone_flags
clone_flags

pid
task_struct

local_pages

copy_Ffiles(Q)

clone_flags CLONE_FILES 0
task struct
0 tty
copy_Ts() clone_flags
task struct fs struct
root pwd

copy_sighand

CLONE_SIGHAND

task struct

include/linux/sched.h

mm
CLONE_VM 0
mm_struct

copy_mm()

mm_struct

vm_area_struct

task struct
copy_thread

arch/i386/kernel/process.c

parent_exec_id
swappable

pdeath_signal

counter
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p->flags
CIONE_PID ( )

task_struct

Jiffies
files fiel struct
3 stdin stdout stderr

CLONE_FS 0

fs_struct

umask

0

sig signal_struct

task struct

mm_struct clone_flags

dum_mmap()

copy_thread
copy_thread

copy_thread

p->self_exec_id
exit_signal

exit()
exit
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task_struct thread_group
thread thread
SET_LINKS task_struct
hash_pid() pid
wake_up_process()
clone_flags CLONE_VFORK 1
execve()
exit() wait_for_completion
CLONE_VFORK 1
mm_struct
fork()
fork()
6.8.2
UNIX Linux
shell shell shell PATH
shell shell fork
shell
Linux ELF a.out Linux
1 ELF
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ELF == 7
a.out
ECOFF ELF
ELF
ELF
#include <stdio.h>
main
{
printf ““Hello world!\n”~
}
6_25
ELF ELF
3 “ET =L~
e_phnum
e phentsize
p_flags
FP_X FPR
p_offset
p_vaddr p_filesz
0x68533
0x68532
ELF
2200
ELF 2048
Linux
exec ()
ELF ELF
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UNIX Linux
ELF
e_ident LE, ‘Ly LF,
e_entry 0x8048090
e_phoff 52
e_phentsize 32
e_phnum 2
p_type PT_LOAD
p_offset 0
p_vaddr 0x8048000
p_filesz 68532
p_memsz 68532
p_flags PF_R,PF_X
p_type PT_LOAD
p_offset 68536
p_vaddr 0x8059BBS8
p_filesz 2200
p_memsz 4248
p_flags PF_R,PF_W
6.25 ELF
e_entry
ELF i
2 e phyoff
p_flags
p_memsz
C printf
shell fork O
exec()
ELF
file f_count
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1 0
ELF
ELF
2 shell
shell
$ Is -1 /usr/bin
/usr/bin shell
/bin/ls shell
3 Is -1 /usr/
C main( )
main()
int main int argc, char *argv[]
/bin/ls argc 3 argv[0]
argv[1] -1 argv[2?] /usr/bin argv
argv[3] NULL
C main() 3
main( )
int main int argc, char *argv[], char *envp[]
envp
VAR_NAME=something
VAR_NAME €=
envp argv
execve( )
6.26
NULL
NULL PAGE_OFFSET
env_end
env_strat
—
arg_strat
envell &envp[0]
argvil &argv[0]
argc

start_stack
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6.26
3
C C
void main void {}
main( ) C exit( )
C
C UNIX
Linux 50
libm X11  libX11
X11
UNIX
UNIX
GCC -static
Linux ELF
ELF Linux
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/lib Id.so.1 1libc.so.1 Id-linux.so.1
6.8.3
fork()
execve() execve()
Demand Pageing Loading
inode
Linux linux_binfmt /Jinclude/linux/ binfmt_h
Linux exec()
linux_binfmt EXT2,dos

binux_binfmt
linux_binfmt

6.27
struct linux_binfmt {
struct linux_binfmt * next;
long *use_count;
int  *load_binary struct linux_binprm *, struct pt_regs * regs ;/*
*/
int  *load_shlib int fd ; /* */
int  *core_dump long signr, struct pt_regs * regs ;

formate  ux_binfmt linux_binfmt linuz_binfmt
- = next = next - next
use_count use_count use_count
*load_binary *load_binary *load_binary
*load_shlib *load_shlib *load_shlib
*core_dump( *core durmp() *oore durmnp()

6.27 linux_binfmt

vod binfmt_setup
init_elf binfmt() init_aout_binfmt()
init_java binfmt() init_script_binfmt()
register_binfmt(struct linux_binfmt * fmt)

*formats *formats
static struct linux_binfmt *formats = struct linux_binfmt *  NULL
ELF
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load_elf _binary struct linux_binprm * bprm, struct pt_regs * regs ;
static int load_elf library int fd ;
elf_format
static struct linux_binfmt elf_format = {#ifndef MODULE
NULL, NULL, load_elf binary, load_elf library, elf_core_dump#else
NULL, &mod_use_count_, load_elf _binary, load elf _library, elf_core_dump#endif }
search_binary_handler()

linux_binprm

struct linux_binprm{
char buf[128];/* */
unsigned long page[MAX_ARG_PAGES];
unsigned long p;
int sh_bang;

struct inode * inode;/* */
int e_uid, e _gid;
int argc, envc; /* */
char * filename; /* */
unsigned long loader, exec;
int dont_iput; /* binfmt handler has put inode */
}:
do_exec()
Linux execve(), C
execve() execlp() execle() execv() execvp()
execve()
execve() sys_execve() arch/i386/kernel/
process.c
/*
* sys_execve executes a new program.
*/
asmlinkage int sys_execve struct pt_regs regs
{
int error;
char * filename;
filename = getname char * regs.ebx ;
error = PTR_ERR filename ;
if IS_ERR TFilename
goto out;
error = do_execve filename, char ** regs.ecx, char ** regs.edx, &regs ;
if error ==
current->ptrace &= ~PT_DTRACE;
putname filename ;
out:
return error;
}

- 260 -



Linux

regs.ebx 1
getname()
do_execve do_execve fs/exec.c
/*
* Sys_execve executes a new program.
*/

int do_execve char * filename, char ** argv, char ** envp, struct pt_regs * regs
{
struct linux_binprm bprm;
struct file *file;
int retval;
int i;
file = open_exec filename ;
retval = PTR_ERR file ;
if IS ERR file
return retval;

bprm.p = PAGE_SIZE*MAX_ARG_PAGES-sizeof void * ;

memset bprm.page, 0, MAX_ARG_PAGES*sizeof bprm._page[O] ;
bprm.file = file;

bprm.filename = filename;

bprm.sh_bang = 0;

bprm.loader = 0;

bprm.exec = 0;

if bprm.argc = count argv, bprm.p / sizeof void * <0 {
allow_write_access file ;
fput file ;
return bprm.argc;
}
if bprm.envc = count envp, bprm.p / sizeof void * <0 {
allow_write_access file ;
fput file ;

return bprm -envc;

retval = prepare_binprm &bprm ;
if retval <0
goto out;

retval = copy_strings_kernel 1, &bprm.filename, &bprm ;
if retval <0
goto out;

bprm.exec = bprm.p;
retval = copy_strings bprm.envc, envp, &bprm
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if retval <0
goto out;

retval = copy_strings bprm.argc, argv, &bprm
if retval <0
goto out;

retval = search_binary_handler &bprm,regs
if retval >=0

/* execve success */

return retval;

out:
/* Something went wrong, return the inode and free the argument pages*/
allow write_access bprm.file ;
if bprm.file
fput bprm_file ;

for 1 =0; i <MAX_ARG_PAGES ; i++ {
struct page * page = bprm.page[i];
if page
__free_page page ;

}
return retval;
}
filename argv envp
open_exec open_exec
file
linux_binprm
MAX_ARG_PAGES 32 memset() 0
bprm bprm.p
bprm.sh_bang Shell Shell Sript
1 Shell 0 0
count() argv[] bprm.p / sizeof(void *)
count() 0 fput()
allow_write_access
prepare_binprm bprm
128 linux_binprm
buf ELF a.out
128 6.25
copy_strings bprm
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copy_strings_kernel

get_name()
search_binary_handler
search_binary_handler exec.c alpha
/*
* cycle the list of binary formats handler, until one recognizes the image
*/

int search_binary_handler struct linux_binprm *bprm,struct pt_regs *regs
{

int try,retval=0;

struct linux_binfmt *fmt;
6 #ifdef __alpha__

#endif
/* kernel module loader fixup */
/* so we don"t try to load run modprobe in kernel space. */
set_fs USER DS ;
for try=0; try<2; try++ {
read_lock &binfmt lock ;
for fmt = formats ; fmt ; fmt = fmt->next {

int *fn struct linux_binprm *, struct pt_regs *
fmt->load_binary;
if Ifn
continue;
if Iltry_inc_mod_count fmt->module
continue;

read_unlock &binfmt lock ;

retval = fn bprm, regs ;

if retval >=0 {
put_binfmt fmt ;
allow_write_access bprm->file ;
if bprm->file

fput bprm->file ;

bprm->file = NULL;
current->did_exec = 1;
return retval;

read_lock &binfmt_lock ;
put_binfmt fmt ;
if retval = -ENOEXEC
break;
if lbprm->file {
read_unlock &binfmt_lock ;
return retval;
}
}

read_unlock &binfmt_lock ;
if retval !'= -ENOEXEC {
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break;
#ifdef CONFIG_KMOD
Yelse{
#define printable c c ="\t" || c ="\n" || O0x20<= ¢ && c <=0x7e

char modname[20];
if printable bprm->buf[0] &&

printable bprm->buf[1] &&

printable bprm->buf[2] &&

printable bprm->buf[3]

break; /* -ENOEXEC */
sprintf modname, "binfmt-%04x", * unsigned short *
&bprm->buf[2]

request_module modname ;

#endif
}
}
return retval;
}
exec.c formats:
static struct linux_binfmt *formats
formats 6.27
do_exec() 128 bprm
bprm search_binary_handler
formats
formats
for formats
load_binary() load binary()
0 CPU execve()
load binary()
-ENOEXEC
load_binary() -ENOEXEC
CONFIG_KMOD 2 3 binfmt
request_module() for
linux_binfmt 3 load binary load_shlib

core_dump load_binary

a.out load aout binary(),ELF load elf binary(),

fs/binfmt_aout.c fs/binfmt_elf
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Linux CPU
Linux
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shell

Linux

Linux

pipe

2
CIPCC
System V IPC
Sockets
SystemV
3
7.1
UNIX
Linux
3
pipe /

IPC

Linux
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4KB

7.1

iRz
filegt 4

f mode

f pos

f flags

f count

f owner

f mode

f op

pipe
pipe

Linux

write()

VFS

f wersion

private data

HiEW

7.1.1 Linux
Linux
°
1 4KB
°
read()
read()
1
Linux
VFS inode file
VFS
HEl
tilegt 4
f mode
f pos
f flags
f count
f owner
f inode
fop |— node
f version
private data
il B tEwrite
7.1
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7.1 file
2
fs/pipe.c pipe.c
pipe_read() pipe_wrtie()
VFS
write()
file file
VFS
VFS
pipe.c
7.1.2
pipe() open() pipe()
int pipe int fd[2]
read()
write() pipe()
fd[0] read() fd[1] write()
fd[0] fd[1] file pipe()
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pipe

fork() exec()

pipe()

#include <stdio.h>
#include <unistd.h>
#include <sys/types.h>
int main void
{
int
pid_t
char
char

fd[2], nbytes;

childpid;

string[] = "Hello, world!\n";
readbuffer[80];

pipe fd
if childpid = fork() == -

printf
exit 1

"Error:fork" ;

}

if childpid == /*
{
close fd[0] ; /* */
write fd[1], string, strlen string ;
exit 0

else /*

close fd[1] ; /* */

fork()
pipe()

Iseek()

*/

*/

nbytes = read fd[0], readbuffer, sizeof readbuffer ;

printf "Received string: %s", readbuffer

}

return 0
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fentl ) 0_NONBLOCK
# include <fcntl.h>

fentl  fd,F_SETFL,0_NONBIOCK

7.1.3 CFIFOC

Linux FIFO
FIFO
FIFO FIFO
FIFO FIFO

shell mknod
mknod()
mknod()

#include <sys/type.h>
#inlcude <sys/state.h>
#include <fcntl.h>
#include <unistd.h>

int mknod char *pathname,node_t mode, dev_t dev
pathname mode
S_IFIFO dev
0
open()
open()
read() write()
fentl ) 0_NONBLOCK read() write()
EAGAIN

FIFO

write() Linux 4KB
FIFO
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7.2 signal
DEL DEL
7.2.1
32 1386 32
32 64 Alpha AXP 64 64
Linux i386 32 include/asm/signal _h 7.1
7.1
SIGHUP 1
SIGINT CTRL—C 2
SIGQUIT ctrl_c 3
SIGILL 4
SIGTRAP 5
SIGABRT abort 6
SIGIOT 10T 6
SIGBUS 7
SIGFPE 8
SIGKILL 9
SIGUSR1 #1 10
SIGSEGV 11
SIGUSR2 #2 12
SIGPIPE 13
SIGALRM 14
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SIGTERM Kill 15
SIGCHLD 17
SIGCONT 18
SIGSTOP 19
SIGTSTP 20
SIGTTIN 21
SIGTTOU 22
SIGPWR 30
1
SIGKILL SIGSTOP
2
3
1
2
7.2
/
v
7.2
7.2
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7.2.2
POSIX Signal Mask
CTRL+C
CTRL+C
do_exit()
CTRL+C SIGINT
CTRL+C
1
2 1
Linux

kernel/signal.c

int sigemptyset sigset t *mask

int sigfillset sigset t *mask, int signum
int sigdelset sigset t *mask, int signum
int sigaddset sigset t *mask, int signum
int sigisnumber sigset t *mask, int signum

sigprocmask()
kernel/signal.c

2

int sys_sigprocmask int how, sigset_t *set, sigset_t *oset

set
how
SIG_BOLCK set
SIG_UNBOCK set
SIG_SETBLOCK set
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SIGINT

how

CTRL+C

set



switch how {
case SIG_BLOCK:
current->blocked |= new_set;
break;
case SIG_UNBLOCK:
current->blocked &= ~new_set;
break;
case SIG_SETMASK:
current->blocked = new_set;

break;

default:

return -EINVAL;

}
current task_struc

3 oset
sigpending()
7.2.3

signal () Linux

int sigaction sig,&handler,&oldhandler
int sigreturn &context
int sigprocmask int how, sigset_t *mask, sigset_t *old

int sigpending sigset_t mask
int kill pid_t pid, int sig
long alarm long secs
int pause void
sigset_t
typedef unsigned long sigset_t; /* 32 */

1 ill

KillQ

int kill pid_t pid, int sig
sig pid

pid
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pid>0 sig
pid=0 killQ
p
pid=-1 1inux sig
pid<-1 -pid
killQ)
ID
2 ause() alarm(Q)
SIGALARM Alarm()
0 alarmQ)
AlarmQ)
pause()
CPU
7.2.4
sigaction()

int sys_sigaction

pid

init

alarmQ)

struct sigaction * oldaction

sigaction

struct sigaction {

__sighandler_t sa_handler;
sigset_t sa_mask;

unsigned long sa_flags;

void *sa_restorer

1
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void

include/asm/signal .h

sig
root
pause()
pause()
alarmQ)
secs

CAI
30s

CPU

int signum, const struct sigaction * action,



__sighandler_t

typedef void *__sighandler_t int ;
sa_handler sa_mask
signum

Sa_flags OR
SA_ONESHOT
SA_NOMASK sigaction sa_mask
Linux 3
#define SIG_DFL __sighandler t 0 *
#define SIG_IGN __sighandler_t 1 *
#define SIG_ERR __sighandler_ t -1 *

sigaction()

int sys_sigaction int signum, const struct sigaction * action,
struct sigaction * oldaction

{

struct sigaction new_sa, *p;

if signum<l || signum>32

return -EINVAL;
/* 1 32 */
if signum==SIGKILL || signum==SIGSTOP

return -EINVAL;
/*SICGKILL  SIGSTOP */
p = signum - 1 + current->sig->action;

/* signum  action */

if action {

int err = verify_area VERIFY_READ, action, sizeof *action

/* action */
if err
return err;
memcpy_fromfs &new_sa, action, sizeof struct sigaction
/*  actoin */
new_sa.sa_mask |= _S signum ;
/* signum */
if new_sa.sa_flags & SA_NOMASK
new_sa.sa_mask &= ~_S signhum ;
/* SA_NOMASK signum
new_sa.sa_mask &= _BLOCKABLE;
/* SIGKILL ~ SIGSTOP */
if new_sa.sa handler != SIG_DFL && new_sa.sa_handler !=SIG_IGN

err = verify_area VERIFY_READ, new_sa.sa_handler, 1

/* signum
*/
if err
return err; }

}
if oldaction {

*/
*/

*/

*/

{
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int err = verify_area VERIFY_WRITE, oldaction, sizeof *oldaction ;

if err
return err;
memcpy_tofs oldaction, p, sizeof struct sigaction
/* */
}

if action {

*p = new_sa;

check_pending signum ;

}

return O;
}
Linux

sigaction()

7.2.5

Linux

task_struct
Blocked

SIGKILL SIGSTOP
sigprocmask() task_struct
sigaction
sigaction

sigaction() sigaction

uid  gid
task_struct  signal 1

INTERRUPTIBLE
RUNNING

signal
sigaction
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1 sigaction
2
3
Linux POSIX
blocked
sigaction() Linux
blocked
Linux
7.2.6
Linux signal ()
Signal ()

#include <signal.h>
#include <unistd.h>

void * signal int signum, void *handler

signal()

#include <stdio.h>
#include <signal.h>
#include <unistd.h>

int ctrl_c_count=0;
void * old_handler INT ;
void ctrl_c int ;
main()
{
int c;

old_handler = signal SIGINT,ctrl_c

while c=getchar() ! = "\n" ;

blocked

int

printf "ctrl-c count = %d\n",ctrl_c_count

void signal SIGINT,old _handler ;
}

void ctrl_c int signum

SIGKILL

int

SIGSTOP

blocked
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1PC

{
void signal SIGINT,ctrl_c
++ctrl_c;
}
ctrl _c SIGINT SIGINT ctrl _c
SIGINT Main()

old_handler = signal SIGINT,ctrl_c
signal () SIGINT
ctrl_c Signal )
older_handler

SIGINT
ctrl_c _count SIGINT
signal) SIGINT ctrl_c
signal ()
7.3 System V IPC
Linux 3 system

semaphores Linux
System V 1PC

System V IPC
Linux System V IPC pc_perm

linux/ipc.h
struct ipc_perm
{
key t key; /* */
ushort uid; /* */
ushort gid;
ushort cuid; /* */
ushort cgid;
ushort mode; /* */
ushort seq; /* */
};
key

System V IPC 0
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System V IPC

7.3.1
E.W.Dijkstra 1965
Linux
semaphore test set
1
1 1 1
1 0
1
-1
1
1
1
0o 1
Linux
1
Linux
include/linux/sem.h
1 sem
struct sem {
int semval; /* */
int  sempid; /* *
};
2 set semid_ds

struct semid_ds {
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struct ipc_perm sem_perm; /* IPC */
long sem_otime; /* semop */
long sem_ctime; /* */
struct sem *sem_base; /* */
struct sem_queue *sem_pending; /* */
struct sem_queue **sem_pending_last; /* */
struct sem_undo *undo; /* undo */
ushort sem_nsems; /* */
Y
3 sem_queue
struct sem_queue {
struct sem_queue * next; /* */
struct sem_queue ** prev; /* , ¥ g->prev ==q */
struct wait_queue * sleeper; /* */
struct sem_undo * undo; /* undo */
int pid; /* */
int status; /* */
struct semid_ds * sma; /* */
struct sembuf * sops; /* */
int nsops; /* */

7.3 semid_ds sem_base

sem ““semid_ds””

7.3
Linux
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FeEHH

e EESE
(semid ds)
sem_perm
sem otime .
sem._ctime FSEESRF
sem base (semn queue)
sem_pending -
next
sem_peinding last prev
. sem undo sleeger
SET NSEmns proc_next Un. °
B id next pid
sermid status
sermad] sma sembuf
sop
nsops
7.3 System V IPC
2 semget()
segget()
int semget key t key, int nsems, int semflg
1PC
-1
semget() 1
semflg
e |PC_CREAT
e IPC_EXCL IPC_CREAT
IPC_CREAT semget()
IPC_EXCL  IPC_CREAT
-1 IPC_EXCL IPC_CREAT
System V IPC
3 nsems ““linux/sem.h””
#define SEMMSL 250 /* <= 8 000 max num of semaphores per id */
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nsems

int open_semaphore_set key t keyval, int numsems

{
int sid;
if I numsems
return -1 ;
if sid = semget  keyval, numsems, IPC_CREAT | 0660 = -
{
return -1 ;
}
return sid ;
}
0660
-1
3 : semop()
int semop int semid, struct sembuf *sops, unsigned nsops ;
0
-1
semop() 1 semid semget()
2 sops 3 nsops
sops sembuf /inclide/linux/sem.h

struct sembuf {

ushort sem_num; /* */
short  sem_op; /* 0 */
short  sem_flg; /* IPC_NOWAIT  SEM_UNDO*/
1
sem_op sem_op
IPC_NOWAIT
sem_op
semop O 0
100%
Linux
0 0
Linux
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Linux sem_queue sem_queue
sem_pending  sem_pending_last

sem_queue sleeper
semop()
1
sembuf
struct sembuf sem_lock = { 0, -1, IPC_NOWAIT };
0
-1 sem_op IPC_NOWAIT
sembuf semop()
if semop sid, &sem_lock, 1 == -
fprintf stderr,"semop\n" ;
3 nsops sembuf
sid IPC
struct sembuf sem_unlock = { 0, 1, IPC_NOWAIT };
1 0
4 : semctl ()
int semctl int semid, int semnum, int cmd, union semun arg ;
-1
semctl()
semctl() 1 semid 2 semnum
0
e cmd 7.2
e arg semun include/linux/sem.h
/* arg for semctl system calls. */
union semun {
int val; /* value for SETVAL */
struct semid_ds *buf; /* buffer for IPC_STAT & IPC_SET */
ushort *array; /* array for GETALL & SETALL */
struct seminfo *__buf; /* buffer for IPC_INFO */
void *__pad;
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7.1 _buf _pad
Linux
UINX
7.2 cmd
IPC_STAT semid_ds semun buf
IPC_SET semid_ds ipc_perm semun  buf
IPC_RMID
GETALL semn
GETNCNT
GETPID semop() PID
GETVAL
GETZCNT 100%
SETALL GETALL
SETVAL val
semnum GETVAL
semnum
int get_sem_val int sid, int semnum
{
return semctl sid, semnum, GETVAL, O ;
}
3
5
<« kill ~”
Linux semadj
sem_undo include/linux/sem.h
/* undo undo */
struct sem_undo {
struct sem_undo * proc_next; /* sem_undo */
struct sem_undo * 1id_next; /* sem_undo */
int semid; /* */
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short * semadj; /* */
}
sem_undo task_struct
“c *? Linux
sem_undo
sem_undo task_struct

semid_ds

Linux sem_undo
sem_undo task_struct

7.3.2

Minlx 1/0

Linux
IPC Linux msgque
msgid_ds

1 msgbuf
msgbuf

include/linux/msg.h
/* msgsnd  msgrcv */
struct msgbuf {
long mtype; /* */
char mtext[1]; /* */
Y
mtext mtext

struct my_msgbuf {
long mtype; /* */
long request_id; /* */
struct client info; /* */
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Linux
include/linux/msg.h
#define MSGMAX 8192 /* max size of message bytes */
8192 mtype 4
2 msg
msg include/ linux/msg.h
struct msg {
struct msg *msg_next; /* */
long msg_type; /* */
char *msg_spot; /* */
short msg_ts; /* */
Y
msg_next
3 msgid_ds
/* msqid_ds */
struct msqid_ds {
struct ipc_perm msg_perm;
struct msg *msg_first; /* */
struct msg *msg_last; /* */
time_t msg_stime; /* */
time_t msg_rtime; /* */
time_t msg_ctime; /* */
ushort msg_chytes; /* */
ushort msg_gnum; /* */
ushort msg_gbytes; /* */
ushort msg_lspid; /* pid */
ushort msg_lrpid; /* pid */
}:
2 : msgget()
msgget()
int msgget key t key, int msgflg ;
: -1
semget()
msgflg
e |PC_CREAT
e |PC_EXCL IPC_CREAT
IPC_CREAT semget()
IPC_EXCL  IPC_CREAT
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-1 IPC_EXCL IPC_CREAT

1PC 8

int open_queue key_t keyval

{
int qid;
if gid = msgget  keyval, IPC_CREAT | 0660 = -
{
return -1 ;
}
return qid ;
}
0660
-1
3 msgsnd()
msgsnd()
int msgsnd int msqid, struct msgbuf *msgp, int msgsz, int msgflg ;
0 -1
msgsnd() 1 msgget() 2 msgp
msgsz
4
msgflg 0 IPC_NOWAIT
IPC_NOWAIT
int send_message int qid, struct mymsgbuf *gbuf
{
int result, length;
/* mymsgbuf */
length = sizeof struct - sizeof long
if result = msgsnd qid, gbuf, length, O = -
{
return -1
}
return result ;
}
gbuf gid
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ipcs
msgrev()

4 msgrcv()

int msgrecv int msqid, struct msgbuf *msgp, int msgsz, long mtype, int

msgflg ;
-1
1 msgget() 2
msgp 3 msgsz
4
4 mtype
msgp
mytype 0
msgflg IPC_NOWAIT
ENOMSG msgrcev()
EIDRM
EINTR

int read_message int qid, long type, struct mymsgbuf *gbuf

{
int result, length;
/* mymsgbuf */
length = sizeof struct mymsgbuf - sizeof long ;
if result = msgrcv  qid, gbuf, length, type, 0 = -

return -1 ;

}
return result ;

}

7.3.3

IPC

IPC
System V IPC Linux
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shmid_ds include/linux/shm_h
/* shmid_ds . */
struct shmid_ds {
struct ipc_perm shm_perm; /* */
int shm_segsz; /* */
time_t shm atime; /* */
time_t shm_dtime; /* */
time_t shm_ctime; /* */
unsigned short shm_cpid; /* pid */
unsigned short shm_lpid; /* pid */
short  shm_nattch; /* */
/* */
unsigned short shm_npages; /* */
unsigned long  *shm_pages; /* frames -> SHMMAX */
struct vm_area_struct *attaches; /* */
¥
7.4 shmid_ds
shm_perm g
shm_segsz
shm_npages
shm_pages
attaches . vm_area_struct . vm_area_struct

vm_next_shared J vm_next_shared

vm_pte vm_pte

7.4

1 Linux
vm_area_struct
shmid_ds
shmid_ds
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3 shmget()
int shmget key t key, int size, int shmflg
, -1
shmget()
4 shmat()

int shmat int shmid, char *shmaddr, int shmflg

-1
shmid shmget() shmaddr
shmflag SHM_RDONLY

shmaddr

char *attach_segment int shmid

{

return shmat shmid, 0, 0
}
5 shmctl ()

int shmctl int shmqid, int cmd, struct shmid_ds *buf ;

0 -1
semctl()
e IPC _STAT shmid_ds buf
e |IPC SET buf shmid_ds ipc_perm
e IPC_RMID
e IPC_RMID
shmdt()
shmid_ds shm_nattch 1
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Linux
Linux
Windows Linux Linux
8.1
Virual Filesystem Switch VES
VFS
Ext2 Minix MSDOS VFAT
VFS VFS Ext2 Minix MSDOS
1
Linux VFS
VFS VFS
VFS Linux
8.1
VFS file_operatoin
Linux
VFS

1

2 write open stat link

3

4
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8.1 Linux
VFS Linux 8.1  Linux
8.1 Linux
Minix Linux 64MB
14
Ext 1 Linux 2GB 255
Xiafs Minix Minix
Ext2 Linux
Ext3 Ext3 Ext2
System V UNIX Minix
NFS
1SO 9660
/proc
Msdos DOS UNIX
UMSDOS MSDOS Linux
Vfat fat
Ntfs Windows NT
Hpfs 0s/2
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2 VFS

8.2 VFS
VFS
mknod( )

ioperm( ) ioctl( ) pipe( )
VFS

socket( ) connect( ) bind( ) protocols( )

8.2 VFS

mount( )/ umount( )

sysfs( )

statfs( )/ fstatfs( ) /ustat( )

chroot( )

chdir( ) /fchdir( ) /getcwd( )

mkdir( ) /rmdir( )

getdents( ) /readdir( )/ link( ) unlink( )
/rename( )

readlink( ) /symlink( )

chown( ) /fchown( ) /lchown( )

chmod( )/ fchmod( ) Zutime( )

stat( ) /fstat( ) /lIstat( ) access( )

open( ) /close( ) /creat( ) /umask( )

dup( ) /dup2( ) /fentl( )

select( ) /poll( )

1/0

truncate( ) /ftruncate( )

Iseek( ) /_llseek( )

read( )/ write( ) /readv( ) /writev( )
sendfile( )

1/0

pread( )/ pwrite( )

mmap( ) /munmap( )

fdatasync( ) /fsync( ) /sync( )/ msync( )

flock( )

VFS
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VFS
Iseek()
VFS
8.2
C++
o superblock
o inode
o dentry
“/,’
test 3
o file
[ ]
° (X3 Y
VFS
8.2.1
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UNIX

FCB

tmp

VFS

VFS € 7z

Linux

VFS
/tmp/test
2 /tmp
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VFS Ext2 VFS

VFS

VFS VFS VFS
VFS inculde/fs/fs.h super_block

struct super_block

{
/************
kdev_t s_dev; /*
/dev/hdal 0x301*/
unsigned long s_blocksize; /*
*/
unsigned char s_blocksize bits; /*
1024 10*/
unsigned long long S_maxbytes; /* */
unsigned long s_flags; /* */
unsigned long s_magic; /*
*/
/************** /
struct list_head s_list; /* */
struct semaphore s_lock /*
*/
struct rw_semaphore s_umount /* */
unsigned char s_dirt; /* */
struct dentry *s_root; /* */
int s_count; /* */
atomic_t s_active;
struct list_head s_dirty; /* */
struct list_head s_locked_inodes;/* */
struct list_head s_FTiles
/*********** /
struct file_system_type *s_type; /*
file_system_type */
struct super_operations *s_op; /*
*/
struct dquot_operations *dg_op; /*
*/
u; /*
fsname_sh_info */
b
super_blocks
s_list next prev s_list struct list_head
s_dirty

s_list
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8.2 list_head next
s_list s_list s_list
super_block
next |\ | next next |\ | next
prev prev prev prev
8.2
u
union {
struct Minix_sb_info Minix_sb;
struct Ext2_sb_info Ext2_sb;
struct ext3 sb_info ext3_sb;
struct hpfs_sh_info hpfs_sb;
struct ntfs_sb_info ntfs_sb;
struct msdos_sb_info msdos_sb;
struct isofs_sb_info isofs_sb;
struct nfs_sb_info nfs_sh;
struct sysv_sb_info sysv_sbh;
struct affs_sb_info affs_sb;
struct ufs_sb_info ufs_sb;
struct efs_sb_info efs_sb;
struct shmem_sb_info shmem_sb;
struct romfs_sb_info romfs_sb;
struct smb_sb_info smbfs_sb;
struct hfs_sb_info hfs_sbh;
struct adfs_sb_info adfs_sb;
struct gnx4_sb_info gnx4_sb;
struct reiserfs_sb_info reiserfs_sb;
struct bfs_sb_info bfs_sbh;
struct udf_sb_info udf_sb;
struct ncp_sb_info ncpfs_sb;
struct usbdev_sb_info ushdevfs sb;
struct jffs2_sb_info Jffs2_sbh;
struct cramfs_sb_info cramfs_sb;
void *generic_sbp;
}u;
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VFS
s dirt
Linux
S_0op
8.2.2 VFS
VFS
VFS Ext2
inode /includ/fs/fs.h 2.4.x
struct inode
{

/********** ****************/
struct list_head i_hash; * */
struct list_head i_list; /* */
struct list_head i_dentry;/* */

struct list_head
struct list_head

i_dirty_buffers;
i_dirty_data_buffers;

/********** ****************/
unsigned long i_ino; /* */
kdev_t i_dev; /* */
umode_t i_mode; /* */
nlink_t i_nlink; /* */
uid_t i_uid; /* */
gid_t i_gid; /*
kdev_t i_rdev; /* */
off_t i_size; /*
unsigned long i_blksize; /* */
unsigned long i_blocks; /* */
time_t i_atime; /* */
time_t i_mtime; /* */
time_t i_ctime; /* */
unsigned long i_version; /* */
struct semaphore i_zombie; /* */
/*********** * * * * /

*/

*/

super_operations

VFS
VFS
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struct inode_operations *i_op; /* */
struct super_block  *i_sb; /* */
atomic_t i_count; /* 0
*/
struct file_operations *i_fop; /* */
unsigned char i_lock; /* */
struct semaphore i_sem; /* */
wait_queue_head_t *i_wait; /* */
unsigned char i_dirt; /*
*/
struct file_lock *i_flock; /* */
struct dquot *1_dquot[MAXQUOTAS]; /* */
/************ **********************************/
struct address_space *i_mapping; * */

struct address_space i_data;

/********** ****************************************/
struct list_head i_devices; /* */
struct pipe_inode_info i_pipe; /* */
struct block_device *i_bdev; /* */
struct char_device *i_cdev; /* */
/ /
unsigned long i_dnotify_mask; /* Directory notify events */

struct dnotify_struct *i_dnotify; /* for directory notifications */

unsigned long i_state; /* */
unsigned int i_flags; /* */
unsigned char i_sock; /* */
atomic_t i_writecount; /* */
unsigned int i_attr_flags; /* */
_u32 i_generation /* */
/************************* ********************/
union /*
fsname_inode_info */
}
inode
o inode inode i_ino
inode
[ ]
inode i_uid i_gid
e inode i_dev i_rdev
i_dev
i_rdev
o inode inode
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i_state I_DIRTY < =

i_state 1_LOCK I_FREEING
1 inode_unused  next prev
2 inode_in_use
3 s_dirty
3 i_list

inode _hashtable

i_hash
inode_operations
i_op
8.2.3
inode dentry directory
enrty dentry d_inode inode
inode dentry “c
7z dentry
inode
Ext2
Ext2_ inode
dentry include/linux/dcache.h
struct dentry {
atomic_t d_count; /* */
unsigned int d_flags; /* */
struct inode * d_inode; /* */
struct dentry * d_parent; /* */
struct list_head d_hash; /* */
struct list_head d_Iru; /* LRU */
struct list_head d_child; /* */
struct list _head d_subdirs; /* */
struct list_head d_alias; /* */
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int d_mounted; /* */
struct gstr d_name; /* */
unsigned long d_time; /* d_revalidate */
struct dentry_operations *d_op; /* */
struct super_block * d_sb; /* */
unsigned long d_vfs_flags;
void * d_fsdata; /* */
unsigned char d_iname[DNAME_INLINE_LEN]; /* */
}:
dentry
dentry inode
dentry
d_inode inode inode
dentry
link inode i_dentry
dentry d_alias inode
i_dentry
dentry_hashtable list_head
dentry dentry d_hash
dentry_unused count 0 dentry
d lru
Dentry d alias d hash d_lIru d vfsmnt d_child
d_subdir d_vfsmnt dentry
dentry d _child d_subdirs
d_parent dentry dentry
d_subdirs
8.2.4
1
Linux file descriptors Td
Linux NR_OPEN
fs.h 1024>=<1024 2.0 256
32
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LSEEK
Linux file
open file description
VFS
Linux
LSEEK
file
file file
A shell script shell shell
1 0 A
2KB 2KB shell
shell file 2 2KB
1 shell 2
1
file
file
file NR_FILE fs.h
8192
file include\linux\fs.h
struct file
{
struct list_head f _list; /* */
struct dentry *f_dentry; /* */
struct vfsmount *f_vfsmnt; /* VFS */
struct file_operations *f_op; /* */
mode_t f mode; /* */
loff_t f _pos; /* */
unsigned short f_flags; /* */
unsigned short f_count; /* */
unsigned long f_reada, f_ramax, f _raend, f_ralen, f_rawin;
/*
*/
int f_owner; /* 170 */
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unsigned int f_uid, f gid; /*
int f_error; /*
unsigned long f_version; /*
void *private_data;
}:
. ®= & 7
f _count
free list
10
. ®= & a4
f_count NULL
VFS
2

files_struct

include/linux/sched.h
struct files_struct {

atomic_t count; /*
rwlock_t file_lock; /*
tsk->alloc_lock */
int max_fds; /*
int max_fdset; /*
int next_fd; *
struct file ** fd; /*
fd_set *close_on_exec; /* exec
fd_set *open_fds; /*
fd_set close_on_exec_init;/* exec
*/
fd_set open_fds_init; /*
struct file * fd_array[32];/*
}:
fd
files_struct fd_array 32
32
max_fds
fd
descriptor 1
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ulb  GID*/

*/

*/

/* tty */

NULL
NR_RESERVED_FILES

anon_list
get_empty Filp( )

NR_RESERVED_FILES

files_struct
files_struct

*/
*/
*/
1*/
*/
*/
*/
*/
*/
max_fds fd
fd
file
0 2



1 3 2

8.3 dup() dup2() fentl)
shell 2>81
open_fds open_fds_init open_fds_init
max_fdset fd_set 1024
fget() fd

current->files->fd[fd]
fd NULL 1 fget() f_count

1
stdin 0
- >
std!n 1 — ]
stdin 2
3 (il
8.3
fput()
T _count NULL
i_writeaccess “
3 fs_struct
fs_struct 2.4 include/linux/sched.h
struct fs_struct {
atomic_t count;
int umask;
struct dentry * root, * pwd;
}:
2.4 include/linux/fs_struct.h
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struct fs_struct {
atomic_t count;
rwlock_t lock;
int umask;
struct dentry * root, * pwd, * altroot;
struct vfsmount * rootmnt, * pwdmnt, * altrootmnt;

¥
count fs_struct umask umask
fs_struct dentry root pwd altroot
root dentry
pwd altroot
3
e 7 Ext2 msdos
DOS fs_struct rootmnt pwdmnt  altrootmnt
3 vfsmount
8.2.5
fs_struct
files_struct file 8.4
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fs struct

dentry
count
task struct ek d_inode 1B B FHIinode
------ *root
fs *pwr d dentry
files \
...... \files_sMct d_inode T—— 47T B FHincde
count
close_on_exed _ inode
Fa[0] _ file dentry
/ f mode
fd[1] f_pos d_inode - urion
______ f flags d_op ' Lop
Fd[255] f_count file operation
f owner
f_dentry
fop
8.4
8.2.6
VFS VFS
VFS
Linux
Linux
VFS Linux
VFS 8.5 VFS
VFS
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AT ENEIESE Y

S R
’,’
FSIHER StA R TR
8.5 VFS
VFS
1
super_operations
S_op fs.h
/%

* NOTE: write_inode, delete_inode, clear_inode, put_inode can be called
* without the big kernel lock held in all filesystems.

*/

struct super_operations {
void  *read_inode struct inode * ;
void  *read_inode2 struct inode *, void * ;
void  *dirty_inode struct inode *
void  *write_inode struct inode *, int ;
void  *put_inode struct inode * ;
void  *delete_inode struct inode * ;
void  *put_super struct super_block * ;
void  *write_super struct super_block * ;
void  *write_super_lockfs struct super_block * ;
void  *unlockfs struct super_block * ;
int *statfs struct super_block *, struct statfs * ;
int  *remount_fs struct super_block *, int *, char * ;
void  *clear_inode struct inode * ;
void  *umount_begin struct super_block * ;

8.3
8.3
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Read_inode(inode)

inode inode i_no

inode inode

Dirty_inode(inode)

inode

Write_inode(inode)

inode inode 1inode i_ino

Put_inode(inode)

Delete_inode(inode)

VES

Notify_change(dentry,
iattr)

iattr

VFS write_inode( )

Put_super(super)

Write_super(super)

Statfs(super,
bufsize)

buf, buf

Remount_fs(super,
data)

flags,

Clear_inode(inode)

put_inode

Umount_begin(super)

inode_operations

inode_operations VFS

fs.h

struct inode_operations {

int *create struct inode *,struct dentry *,int ;

struct dentry *  *lookup struct inode *,struct dentry * ;
int  *link struct dentry *,struct inode *,struct dentry * ;
int  *unlink struct inode *,struct dentry * ;

int  *symlink struct inode *,struct dentry *,const char * ;
int  *mkdir struct inode *,struct dentry *,int ;

int  *rmdir struct inode *,struct dentry * ;

int  “*mknod struct inode *,struct dentry *,int,int ;

int *rename struct inode *, struct dentry *,

struct inode *, struct dentry * ;

int *readlink struct dentry *, char *,int ;

int  *follow_link struct dentry *, struct nameidata * ;
void *truncate struct inode * ;
int  *permission struct inode *, int ;
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int “*revalidate
int *setattr
int *getattr
};
8.4
8.4

struct dentry * ;
struct dentry *, struct iattr * ;
struct dentry *, struct iattr * ;

Create(dir, dentry, mode)

dentry

Lookup(dir, dentry)

dentry

Link(old_dentry,
new_dentry)

dir,

new_dentry dir

old_dentry

unlink(dir, dentry)

dir dentry

symlink(dir, dentry, symname)

mkdir(dir, dentry, mode)

mknod(dir,
rdev)

dentry, mode,

dir

mode rdev

rename(old_dir, old_dentry,
new_dir, new_dentry)

old_dir new_dir

new_dentry

old_dentry

readlink(dentry, buffer,

buflen)

dentry buffer

follow_link(inode, dir)

inode
dir

truncate(inode)

inode

inode i_size

permission(inode, mask)

inode

reval idate(dentry)

Setattr dentry attr

Getattr dentry attr

msdos

fs/msdos/namei .c

struct inode_operations msdos_dir_inode_operations = {

create:
lookup:
unlink:
mkdir:
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msdos_create,
msdos_lookup,
msdos_unlink,
msdos_mkdir,



rmdir: msdos_rmdir,
rename: msdos_rename,
setattr: fat_notify_change,

dentry_operations

include/linux/dcache.h
struct dentry_operations {

int *d_revalidate struct dentry *, int ;
int  *d_hash struct dentry *, struct gstr * ;
int *d_compare struct dentry *, struct gstr *, struct gstr * ;
int *d_delete struct dentry * ;
void *d_release struct dentry * ;
void  *d_iput struct dentry *, struct inode * ;

8.5

8.5

d_revalidate(dentry) b

d_hash(dentry, hash) dentry hash
hash

namel dir VFS

d_compare(dir, namel,

name2) MS-DOS

d_delete(dentry) VES d_count 0

slab

d_release(dentry) VES

VES

d_iput(dentry, ino) iput()

file_operations fs.h
/*
813 * NOTE:
814 * read, write, poll, fsync, readv, writev can be called
815 * without the big kernel lock held in all filesystems.
*/
struct file_operations {
struct module *owner;
loff_ t *llseek struct file *, loff_t, int ;
ssize t  “*read struct file *, char *, size t, loff t * ;
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ssize_t *write struct file *, const char *, size_t, loff t * ;
int  *readdir struct file *, void *, filldir_t ;
unsigned int *poll struct file *, struct poll_table_struct * ;
int *ioctl struct inode *, struct file *, unsigned int, unsigned long ;
int  *mmap struct file *, struct vm_area_struct * ;
int  *open struct inode *, struct file * ;
int  *flush struct file * ;
int “*release struct inode *, struct file * ;
int *fsync struct file *, struct dentry *, int datasync ;
int *fasync int, struct file *, int ;
int  *lock struct file *, int, struct file _lock * ;
ssize_ t *readv struct file *, const struct iovec *, unsigned long, loff t * ;
ssize_t *writev struct file *, const struct iovec *, unsigned long, loff t * ;
ssize_t  *sendpage struct file *, struct page *, int, size t, loff_t *, int ;
unsigned long  *get_unmapped_area struct file *, unsigned long, unsigned long,
unsigned long, unsigned long ;
}:
VES
8.6
8.6
THIS_MODULE
Owner
I1seek(file, offset,
whence)
read(file, —buf, count, offset count *offset
offset)
write(file, buf, count
( ’ ’ ’ *offset count *offset
offset)
readdir(dir, dirent, dir dirent
filldir) filldir
poll(file, poll_table)
ioctl(inode, file, cmd,
arg)
mmap(file, vma)
open(inode, file)
flush(fil
ush(file) f_count
release(inode, file
( ’ ) f_count 0
fsync(file, dentry) file
fasync(file, on) 1/0
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check_media_change(dev)

CD-ROM

revalidate(dev)

lock(file, cmd, file_lock) file

readv(file, iovec, count, read() readv
offset)
Writev(file, buf, iovec, write() writev()
offset)
VFS file_operations
2.2 2.4 file_operations
2.2 NULL
struct file_operations device_fops = {
NULL, /* seek */
device_read, /* read */
device_write, /* write */
NULL, /* readdir */
NULL, /* poll */
NULL, /* ioctl */
NULL, /* mmap */
device_open, /* open */
NULL, /* flush */
device_release /* release */
}:
C 2.4 gcc
struct file_operations device_fops = {
read : device_read, /* read */
write : device_ write, /* write */
open : device_open, /* open */
release : device_release /* release */
}
8.3.1
Linux
buffer_cache
1 buffer_head 2
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8.6

buffer_head

8KB

8.6

buffer-head include\linux\fs.h

/*

*
*
*
*
*
*
*
*
*

*/
stru

unsi

-310-

Try to keep the most commonly used fields in single cache lines 16

bytes to improve performance. This ordering should be
particularly beneficial on 32-bit processors.
We use the first 16 bytes for the data which is used in searches
over the block hash lists ie. getblk and friends
The second 16 bytes we use for Iru buffer scans, as used by
sync_buffers and refill_freelist . --sct
ct buffer_head {
/* First cache line: */
struct buffer_head *b_next; /* */
unsigned long b_blocknr; /* */
unsigned short b_size; /* */
unsigned short b_list; /* */
kdev_t b_dev; /* B_FREE = free
atomic_t b_count; /* */
kdev_t b_rdev; /* */
unsigned long b_state; /* */
gned long b_flushtime; /* */

*/



struct buffer_head *b_next_free;/* Iru/free */

struct buffer_head *b_prev_free;/* */
struct buffer_head *b_this_page;/* */
struct buffer_head *b_reqgnext; /* */
struct buffer_head **b_pprev; /* */
char * b_data; /* */
struct page *b_page; /* bh */
void *b_end_io struct buffer_head *bh, int uptodate ; /* 1/0 */
void *b_private; /* b_end_io */
unsigned long b_rsector; /* */
wait_queue_head_t b _wait; /* */
struct inode * b_inode;
struct list_head b_inode_buffers; /* inode */
b
fs.h

/* bh state bits */
enum bh_state bits {

BH_Uptodate, /* 1*/
BH_Dirty, /* 1*/
BH_Lock, /* 1*/
BH_Req, /* 0 */
BH_Mapped, /* 1*/
BH_New, /* 1*/
BH_Async, /* end_buffer_io_async 1/0 1*/
BH_Wait_I0, /* 1*/
BH_launder, /* “c 7z 1*/
BH_JBD, /* journal_head 1*/
BH PrivateStart,/* 1 */

buffer_head b_count

0 0
Linux 5 512 1024 2048
4096 8192 Linux
Linux

Linux 3 include/linux/fs.h
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#define BUF_CLEAN
#define BUF_LOCKED
#define BUF_DIRTY

VFS

buffer_head

Iru-list

LRU

LRU

LRU

Linux

ps
# update -d

bdflush
update

N O

LRU

/*
/*
/*

b_count 1

unused_list

fs/buffer.c

bdflush

update

*/
*/
*/
hash_table
LRU
3 LRU
1/0
b_count 0
free list
bdflush
kflushd
60%

b_count

BUF_DIRTY_LRU

bdflush

500

buffer_head



8.3.2

VFS
inode
fs/inode.c
1
e ““In_use”” i_count >0 i nlink >0 inode
° “dirty,, “in_use” [N 9 E R
e ““unused”” i count =0

static LIST_HEAD inode_in_use
static LIST_HEAD 1inode_unused ;
static struct list_head *inode_hashtable;
static LIST HEAD anon_hash_chain ; /* for inodes with NULL i_sb */

o inode_hashtable 32
inode->i_sb == NULL
anon_hash_chain net/socket.c sock_alloc() ,
fs/inode.c get empty _inode()
anon_hash_chain

o inode_in_use
get_empty_inode() get_new_inode()
o inode_unused next prev
o s_dirty
) inode
static kmem_cache_t * inode_cachep
Slab
i_hash i_list in_use unused dirty
inode_lock
/%

* A simple spinlock to protect the list manipulations.
*
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* NOTE! You also have to own the lock if you change

* the i_state of an inode while it is in use..

*/

static spinlock_t inode_lock = SPIN_LOCK_UNLOCKED;
inode_init()

init/main.c start_kernel() inode_init

inodes_stat t fs/fs.h

struct inodes_stat_t {
int nr_inodes;
int nr_unused;
int dummy[5];
}:
extern struct inodes_stat t inodes_stat
/proc/sys/fs/inode-nr /proc/sys/fs/inode-state

Ext2

fd = open "file”, O_RDONLY ;

close fd ;
open() fs/open.c Sys_open
fs/open.c filp_open() filp_open()
struct file *filp_open const char * filename, int flags, int mode
{
int namei_flags, error;
struct nameidata nd;
namei_flags = flags;
if namei_flags+l & O_ACCMODE
namei_flags++;
if namei_flags & O_TRUNC
namei_flags |= 2;
error = open_namei filename, namei_flags, mode, &nd ;
if lerror
return dentry_open nd.dentry, nd.mnt, flags ;
return ERR_PTR error ;
}

nameidata fs.h
struct nameidata {
struct dentry *dentry;
struct vfsmount *mnt;
struct gstr last;

-314-



unsigned int flags;
int last_type;

Y
dentry mnt
vFsmount
filp_open
1 open_namei() dentry
dentry dentry->d_inode
2 dentry_open() “ 7z file

task_strrct
T _op->open()
open_namei()
path_walk()

file
path_walk()
inode_operations->lookup()
iget(sb, ino)

inode

d_add(dentry, inode)
d_inode inode
symlink() inode
inode i_dentry dentry
inode
iget
iget iget

dentry

vfsmount

dentry inode

dentry

link(Q)
dentry
d alias

iget4(sb, ino, NULL, NULL)

struct inode *iget4 struct super_block *sh, unsigned long ino, find_inode_t find_actor,

void *opaque
{
struct list head * head = inode_hashtable + hash sb,ino
struct inode * inode;

spin_lock &inode_lock ;
inode = find_inode sb, ino, head, find_actor, opaque
if inode {
__iget inode ;
spin_unlock &inode_lock ;
wait_on_inode inode ;
return inode;

}

spin_unlock &inode_lock ;

/*
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* get_new_inode will do the right thing, re-trying the search
* in case it had to block at any point.

*/

return get_new_inode sbh, ino, head, find_actor, opaque

}
e inode inode_hashtable inode_lock
find_ inode inode
super_block
i_count 1 i_count
0 < 7 inode_unused list
inode_in_use inodes_stat.nr_unused
1
o iget4()
o inode
get_new_inode() inode
o get_new_inode() slab inode
inode_lock
__iget
1
sh->s_op->read_inode()
s_op->read_inode()
i_state = | _LOCK read_inode()
8.3.3
4
o VFS
slab
d_count NULL d_inode
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d_count d_inode
[ ]
d_inode NULL
Linux
[ ]
[ ]
i_count
LRU
dentry_unused next prev
i_dentry
d alias
dentry_hashtable
RAM d_hash

LRU

hash

RAM

d Iru

-317-



Linux

8.4

8.4.1

VFS
VFS
file_system_type
VFS file_system_type
8.7 file_system_type file_systems
8.7 3 Ext2 proc 1s09660
Tile_system_type
file_system_type fs.h

struct file_system_type {
const char *name;
int fs_flags;
struct super_block * *read_super struct super_block *, void *, int ;
struct module *owner;
struct file_system_type * next;
struct list_head fs_supers;

}:
file_system_type file_system_type file_system_type
file_systems
e name name name
read_super() [|<<ext2? read_super() f<proc” read_super() |[is09660
next next next
8.7
e name
e fs_flags fs.h

/* public flags for file_system_type */
#define FS_REQUIRES_DEV 1
#define FS_NO_DCACHE 2 /* Only dcache the necessary things. */
#define FS_NO_PRELIM 4 /* prevent preloading of dentries, even if
* FS_NO_DCACHE is not set.
*/
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#define FS_SINGLE 8 /* Filesystem that can have only one superblock */

#define FS_NOMOUNT 16 /* Never mount from userland */
#define FS_LITTER 32 /* Keeps the tree in dcache */
#define FS_ODD_RENAME 32768 /* Temporary stuff; will go away as soon
* as nfs_rename will be cleaned up
*/
1 pipe
mount() fs_flags FS_NOMOUNT 1
2 fs_flags
FS_REQUIRES_DEV 1 Ext2 Minix ufs
3 1 (X3 7
super_block super_block
fs_flags FS_SINGLE 1

e read_super

e owner file_system type
module NULL
THIS_MODLUE

e next file_system type

file_systems file_systems_lock
e Ts_supers Linux2.4.10

register_filesystem fs/super.c

**

register_filesystem - register a new filesystem

* @fs: the file system structure
*
* Adds the file system passed to the list of file systems the kernel
* is aware of for mount and other syscalls. Returns 0 on success,
* or a negative errno code on an error.
*
* The &struct file_system_type that is passed is linked into the kernel
* structures and must not be freed until the file system has been
* unregistered.
*/

int register_filesystem struct file_system type * fs
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{
int res = 0;
struct file_system_type ** p;
if Ifs
return -EINVAL;
if fs->next
return -EBUSY;
INIT_LIST_HEAD &fFs->fs_supers ;
write_lock &file_systems lock ;
p = find_filesystem fs->name ;
if *p
res = -EBUSY;
else
*p = fs;
write_unlock &file_systems_lock ;
return res;
}

find_filesystem
static struct file_system type **find_filesystem const char *name
{
struct file_system_type **p;
for p=&file_systems; *p; p=& *p ->next
if strcmp *p ->pame,name ==

break;
return p;
}
write_lock
file_system type
fs/super.c unregister_filesystem()
0
-1

/**
* unregister_filesystem - unregister a file system
* @fs: filesystem to unregister
*
* Remove a file system that was previously successfully registered
* with the kernel. An error is returned if the file system is not found.
* Zero is returned on a success.
*
* Once this function has returned the &struct file_system_type structure
* may be freed or reused.
*/

int unregister_filesystem struct file_system_type * fs

{
struct file_system type ** tmp;

write_lock &fFile_systems_lock ;
tmp = &File_systems;
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while *tmp {
if fs="*tmp {
*tmp = fs->next;
fs->next = NULL;
write_unlock &file_systems_lock ;
return 0;
}
tmp = & *tmp ->next;
}
write_unlock &file_systems lock ;
return -EINVAL;

}
8.4.2
Linux
Ext2
3
$ mount -t is09660 /dev/hdc /mnt/cdrom
1509660 /dev/hdc
/mnt/cdrom
vfsmount
include/linux/mount.h
struct vfsmount
{
struct list_head mnt_hash;
struct vfsmount *mnt_parent; /* fs we are mounted on */
struct dentry *mnt_mountpoint; /* dentry of mountpoint */
struct dentry *mnt_root; /* root of the mounted tree */
struct super_block *mnt_sb; /* pointer to superblock */
struct list_head mnt_mounts; /* list of children, anchored here */
struct list_head mnt_child; /* and going through their mnt_child */
atomic_t mnt_count;
int mnt_flags;
char *mnt_devname; /* Name of device e.g. /dev/dsk/hdal */
struct list_head mnt_list;
}:
o mnt_hash
e mnt_mountpoint dentry dentry

dentry
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e mnt_parent

NULL vfsmount mnt_mounts  mnt_child
vfsmount vfsmount mnt_child
vfsmount mnt_mounts vfsmount
mnt_mounts
e mnt_sb super_blaock
e mnt_list vfsmount
vfsmntlist mnt_list
vfsmount mnt_flags linux/fs.h
/*
* These are the fs-independent mount-flags: up to 32 flags are supported
*/
#define MS_RDONLY 1 /* Mount read-only */
#define MS_NOSUID 2 /* lIgnore suid and sgid bits */
#define MS_NODEV 4 /* Disallow access to device special files */
#define MS_NOEXEC 8 /* Disallow program execution */
#define MS_SYNCHRONOUS 16 /* Writes are synced at once */
#define MS_REMOUNT 32 /* Alter flags of a mounted FS */
#define MS_MANDLOCK 64 /* Allow mandatory locks on an FS */
#define MS_NOATIME 1024 /* Do not update access times. */
#define MS_NODIRATIME 2048 /* Do not update directory access times */
#define MS_BIND 4096
#define MS_MOVE 8192
#define MS_REC 16384
#define MS_VERBOSE 32768
#define MS_ACTIVE 1<<30
#define MS_NOUSER 1<<31
32
MS_NOSUID 1 suid

do_mount()

1
Ext2
ROOT_DEV
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mount mount() sys_mount()
fs/namespace.c

asmlinkage long sys _mount(char * dev_name, char * dir_name, char * type,
unsigned long flags, void * data
{
int retval;
unsigned long data_page;
unsigned long type_ page;
unsigned long dev_page;
char *dir_page;

retval = copy _mount_options type, &type page ;
if retval <0
return retval;

dir_page = getname dir_name ;
retval = PTR_ERR dir_page
if IS_ERR dir_page

goto outl;

retval = copy_mount_options dev_name, &dev_page
if retval <0
goto out2;

retval = copy_mount_options data, &data_page
if retval <0
goto out3;

lock _kernel

retval = do_mount char* dev_page, dir_page, char* type_page,
flags, void* data_page ;

unlock_kernel ;

free_page data_page

out3:

free_page dev_page ;
out2:

putname dir_page ;
outl:

free_page type page ;

return retval;

o dev_name
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dir_name
““Ext2”” ““MSD0S””
data NULL
e copy_mount_options getname()
getname()
““\0~” copy_mount_options

do_mount() do_mount()

SMP do_mount() fs/namespace.c
long do_mount char * dev_name, char * dir_name, char *type_page,
unsigned long flags, void *data_page
{
struct nameidata nd;
int retval = 0;
int mnt_flags = 0;

/* Discard magic */
if flags & MS_MGC_MSK == MS_MGC_VAL
flags &= ~MS_MGC_MSK;

/* Basic sanity checks */

if Idir_name || ' dir_name || !memchr dir_name, 0, PAGE_SIZE
return -EINVAL;

if dev_name && !memchr dev_name, 0, PAGE_SIZE
return -EINVAL;

/* Separate the per-mountpoint flags */
if flags & MS_NOSUID
mnt_flags |= MNT_NOSUID;
if flags & MS_NODEV
mnt_flags |= MNT_NODEV;
if flags & MS_NOEXEC
mnt_flags |= MNT_NOEXEC;
flags &= ~ MS_NOSUID|MS_NOEXEC|MS_NODEV ;
/* ... and get the mountpoint */
if path_init dir_name, LOOKUP_FOLLOW]LOOKUP_POSITIVE, &nd
retval = path_walk dir_name, &nd
if retval
return retval;

if flags & MS_REMOUNT
retval = do_remount é&nd, flags & ~MS_REMOUNT, mnt_flags,
data_page
else if flags & MS_BIND
retval = do_loopback &nd, dev_name, flags & MS_REC
else if flags & MS_MOVE
retval = do_move_mount &nd, dev_name

~324-

type
flags



else
retval = do_add_mount &nd, type_page, flags, mnt_flags,
dev_name, data_page ;
path_release é&nd
return retval;

MS_MGC_VAL  MS_MGC_MSK

dir_name dev_name dir_name > ““I*dir_name””

memchr()
<e\07”
dev_name
MS_NOSUID MS_NOEXEC ~ MS_NODEV 3 flags
mnt_flags
path_init path_walk dentry dentry
nd dentry
flags MS_REMOUNT 1
“ “ “ 7z do_remount
flags MS_BIND 1 “c i
/dev
/dev/loop0  /dev/loopl do_loopback
flags MS_MOVE 1
do_move_mount
3
do_add mount do_add mount do_kern_mount
fs/super.c

struct vfsmount *do_kern_mount char *type, int flags, char *name, void *data

struct file_system type * fstype;
struct vfsmount *mnt = NULL;
struct super_block *sb;

if Itype || !'memchr type, 0, PAGE_SIZE
return ERR_PTR -EINVAL ;

/* we need capabilities... */
if Icapable CAP_SYS_ADMIN
return ERR_PTR -EPERM ;

/* ... filesystem driver... */
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fstype = get_fs_type type ;
if Ifstype
return ERR_PTR -ENODEV ;

/* ... allocated vfsmount... */
mnt = alloc_vfsmnt ;
if Imnt {
mnt = ERR_PTR -ENOMEM
goto fs_out;
}

set_devname mnt, name ;
/* get locked superblock */
if fstype->fs_flags & FS_REQUIRES_DEV
sb = get_sb_bdev fstype, name, flags, data
else if fstype->fs_flags & FS_SINGLE
sb = get_sb_single fstype, flags, data

else
sb = get_sb_nodev fstype, flags, data ;

if IS ERR sb {
free_vfsmnt mnt ;
mnt = struct vfsmount * sb;
goto fs_out;
}
if fstype->fs_flags & FS_NOMOUNT
sh->s_flags |= MS_NOUSER;

mnt->mnt_sb = sb;

mnt->mnt_root = dget sb->s root ;
mnt->mnt_mountpoint = mnt->mnt_root;
mnt->mnt_parent = mnt;

up_write &sb->s_umount

fs_out:
put_filesystem fstype ;
return mnt;
}
[ ]
e get fs_type file_system file
e alloc_vfsmnt slab vfsmount mnt

e set_devname

) fs_flags
FS_REQUIRES_DEV 1 Ext2 mnix
get_sb_bdev
o fs_flags FS_SINGLE 1
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get_sb_single super_block
Ext2
o fs_flags FS_NOMOUNT FS_REUIRE_DEV FS_SINGLE
0 ce >»

get_sb_nodev super_block

) fs_flags FS_NOMOUNT 1

MS_NOUSER 1

e mnt->mnt_sb sb  mnt->mnt_root

b->s root dget dentry count 1 mnt->mnt_mountpoint

mnt->mnt_parent

do_add_mount
static int do_add_mount struct nameidata *nd, char *type, int flags,
int mnt_flags, char *name, void *data

struct vfsmount *mnt = do_kern_mount type, flags, name, data
int err = PTR_ERR mnt ;

if IS ERR mnt
goto out;

down é&mount_sem ;
/* Something was mounted here while we slept */
while d_mountpoint nd->dentry && follow_down &nd->mnt, &nd->dentry

err = -EINVAL;
if Icheck mnt nd->mnt
goto unlock;

/* Refuse the same filesystem on the same mount point */
err = -EBUSY;
if nd->mnt->mnt_sb == mnt->mnt_sb && nd->mnt->mnt_root == nd->dentry
goto unlock;

mnt->mnt_flags = mnt_flags;
err = graft_tree mnt, nd ;
unlock:
up &mount_sem ;
mntput mnt ;
out:
return err;

o do_kern_mount
) do_mount() path_init() path_walk()

dentry
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inode vfsmount nameidata nd
do_add_mount()
) do_kern_mount
d_mountpoint
follow_down
while
[ ]
) graft_tree mnt
[ ]
8.4.3
VFS VFS
VFS
0
VFS VFS e 7
VFS vfsmount
vfsmntlist fs/super.c sysy_umount
8.5
Linux
include/linux/quota.h
#define MAX_1Q_TIME 604800 /*  7*24*60*60 = */
#define MAX_DQ_TIME 604800 /*  7*24*60*60 = */
Linux
“ 7z Linux

-328 -



inclue/linux/quota.h
struct dgblk {

__u32 dgb_bhardlimit; /* */
__u32 dgb_bsoftlimit; /* */
__u32 dgb_curblocks; /* */
__u32 dgb_ihardlimit; /* */
__u32 dgb_isoftlimit; /* */
__u32 dgb_curinodes; /* */
time_t dgb_btime; /* */
time_t dgb_itime; /* */
}:
dquot
inclue/linux/quota.h
struct dquot {
struct list_head dg_hash; /* */
struct list_head dg_inuse; /* */
struct list_head dg_free; /* */
wait_queue_head_t dq_wait_lock; /7* */
wait_queue_head_t dq_wait_free; /* */
int dg_count; /* */
/* fields after this point are cleared when invalidating */
struct super_block *dg_sb; /* superblock this applies to */
unsigned int dg_id; /* 1D this applies to uid, gid */
kdev_t dqg_dev; /* Device this applies to */
short dq_type; /* Type of quota */
short dq_flags; /* See DQ_* */
unsigned long dq_referenced; /* Number of times this dquot was
referenced during its lifetime */
struct dgblk dg_dgb; /* Diskquota usage */
I
vfs dquot
dquot dquot
0
1 /etc/Tstab

/dev/hdal / Ext2 defaults 1 1
/dev/hda2 /home Ext2 defaults 1 2

2 userl /home/userl
/etc/fstab
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/dev/hdal / Ext2 defaults 1 1
/dev/hda2 /home Ext2 defaults,usrquota 1 2
3 root guota.user
#touch /home/quota.user
#chmod 600 /home/quota.user

4

5

# edquota -u userl

Quota for user userl

/dev/hda2: blocks in use:10, limits soft=4000,hard=5400
inodes in use : 400, limits soft=1200,hard=1600

limits
#quota userl userl
8.6
file_system_type fs_flags
Ext2 Minix
mount() pipe
kern_mount()
file_system_type fs.h

#define DECLARE_FSTYPE var,type,read,flags \
struct file_system type var = { \

name: type, \
read_super: read, \
fs_flags: flags, \
owner: THIS_MODULE, \

}

#define DECLARE_FSTYPE_DEV var,type,read \
DECLARE_FSTYPE var,type,read,FS_REQUIRES_DEV

DECLARE_FSTYPE_DEV

FS_REQUIRES_DEV 1 0
DECLARE_FSTYPE fs_flags
8.6.1 pipefs
pipefs
fs/pipe.c

static DECLARE_FSTYPE pipe_fs_type, "pipefs”, pipefs_read_super,
FS_NOMOUNT | FS_SINGLE
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static int __init init_pipe_fs void

{
int err = register_filesystem &pipe_fs_type
if lerr {
pipe_mnt = kern_mount &pipe_fs_type ;
err = PTR_ERR pipe_mnt ;
if IS_ERR pipe_mnt
unregister_filesystem é&pipe_fs_type ;
else
err = 0;
}
return err;
}

static void __exit exit_pipe_fs void
{
unregister_filesystem &pipe_fs_type ;
mntput pipe_mnt ;
}

module_init 1init_pipe_fs

module_exit exit_pipe_fs

pipefs module_init
module_exit

DECLARE_FSTYPE pipefs FS_NOMOUNT  FS_SINGLE
1
FS_SINGLE register_filesystem()
kern_mount()
register_filesystem() pipe_fs_type file_systems
/proc/filesystems ““pipefs”” ““nodev’”
FS_REQUIRES_DEV
kern_mount() do_mount() pipefs
unregister_filesystem pipe_fs type fFile_systems
pipefs
pipefs pipe() sys_pipe()
do_pipe() /fs/pipe.c

int do_pipe int *fd
{

struct gstr this;

char name[32];

struct dentry *dentry;

struct inode * inode;

struct file *fl, *f2; /* file
fl 2
*/
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int error;
int i,j;

error = -ENFILE;

fl = get_empty_Filp ; /* file

if Ifl
goto no_files;

f2 = get_empty_Filp ;
if 112
goto close_f1;

/*
inode

inode = get_pipe_inode ;
*/
if linode

goto close_f12;
error = get_unused_fd */

error <0

goto close_f12_inode;

i = error;

if

error = get_unused_fd ;
if error <0

goto close_f12_inode_i;
J = error;

error = -ENOMEM;

sprintf name, "[%lu]”, inode->i_ino ;

this.name = name;

this_.len = strlen name ;

this_hash = inode->i_ino; /* will go */

dentry =d_alloc pipe_mnt->mnt_sb->s_root, &this ;
dentry dentry
file inode

/*File
inode

*
if I!dentry
goto close_f12_inode_i_j;

dentry->d_op = &pipefs_dentry_operations;
d_add dentry, inode ; * inode

f1->f vfsmnt = f2->f_vfsmnt = mntget mntget pipe_mnt
init_pipe_fs( vfsmount
mntget() 2*
f1->f _dentry = f2->f _dentry = dget dentry ; *
1*

/* read file */
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f_dentry
d_alloc()

; /* pipe_mnt
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f1->f_pos = f2->f_pos = 0;
f1->f _flags = O_RDONLY;
f1->f_op = &read_pipe_fops;
f1->f _mode = 1;
f1->f_version = 0;

/* write file */
f2->f_flags = O_WRONLY;
f2->f_op = &write_pipe_fops;
f2->f_mode = 2;

f2->f version = 0;

fd_install i, f1 ; /*
*/

fd_install j, f2

fd[0o] = 1; * fd[0] */
fd[1] = j; * fd[1] */
return 0;

* */

close_f12_inode_i_j:
put_unused_fd j ;
close_f12 inode_i:
put_unused fd i ;
close_f12_inode:
free_page unsigned long PIPE_BASE *inode ;
kfree 1inode->i_pipe
inode->i_pipe = NULL;
iput 1inode ;

close f12:
put_filp f2
close_f1:
put_filp f1 ;
no_files:
return error;
}
! “
O_RDONLY =Z “ O_WRONLY =~
read_pipe_fops write_pipe_fops pipe.c
struct file_operations read_pipe_fops = {
I1seek: pipe_Iseek,
read: pipe_read,
write: bad_pipe_w,
poll: pipe_poll,
ioctl: pipe_ioctl,
open: pipe_read_open,
release: pipe_read_release,
Y

struct file_operations write_pipe_fops = {
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I1seek: pipe_Iseek,
read: bad_pipe_r,
write: pipe_write,
poll: pipe_poll,
ioctl: pipe_ioctl,
open: pipe_write_open,
release: pipe_write_release,
>
read_pipe_fops bad_pipe_w write_pipe_fops
bad_pipe_r
inode
file inode dentry
8.6.2 BFS

BFS  Berkeley fast File System
BFS

1 32 BFS fs/bfs/inode.c
static DECLARE_FSTYPE DEV bfs_fs_type, "bfs", bfs_read_super

static int __init init_bfs_fs void

{
return register_filesystem &bfs_fs_type
}
static void _ exit exit bfs fs void
{
unregister_filesystem é&bfs _fs type ;
}

module_init init_bfs_fs
module_exit exit_bfs_fs
DECLARE_FSTYPE_DEV() bfs_fs_type FS_REQUIRES_DEV
BFS
register_filesystem VFS

unregister_filesystem

Ts_type->read_super() BFS fs/bfs/inode.c
bfs_read_super()

static struct super_block * bfs_read_super struct super_block * s,
void * data, int silent

s super_block
s_dev
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super_block data BFS

silent
VFS fs/super.c read_super() read_super
VFS
170
iget(sb, ino)
inode inode inode->i_op
inode->i_fop inode->i_fop file->f_op

8.7

8.7.1 open

open

sys_open() fs/open.c
asmlinkage long sys_open const char * filename, int flags, int mode

{

char * tmp;
int fd, error;

#i1f BITS_PER_LONG 1= 32
flags |= O_LARGEFILE;

#endif
tmp = getname Filename ;
fd = PTR_ERR tmp ;
if VIS ERR tmp {
fd = get_unused_fd
if fd>=0 ({
struct file *f = filp_open tmp, flags, mode ;
error = PTR ERR f ;
if ISERR f
goto out_error;
fd_install fd, f ;
}
out:
putname tmp ;
}
return fd;
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out_error:
put_unused_fd fd
fd = error;
goto out;

1 filename

2 flags 3
0_RDONLY
0_WRONLY
0_RDWR

0_CREAT

0_EXCL 0_CREAT open()
0_TRUNC 0

O_APPEND write()

0_NOCTTY

0_NONBLOCK open() read() write()
/include/asmi386/fcntl .h

3 mode open()

S_IRUSR
S_IWUSR
S_IXUSR
S_IRGRP
S_IWGRP
S_IXGRP
S_IROTH
S_IWOTH
S_IXOTH
/include/linux/stat.h
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3

sys_open() filp_open O fs/open.c
files_struct fd 1 file
file inode
PTR_ERR IS_ERR
8.7.2 read
open O_RDONLY  O_RDWR
read fs/read_write.c

asmlinkage ssize_t sys read unsigned int fd, char * buf, size_t count

{
ssize_t ret;
struct file * file;

ret = -EBADF;
file = fget fd ;
if file {
if file->f_mode & FMODE_READ {

ret = locks_verify_area FLOCK_VERIFY_READ,
file->f_dentry->d_inode,
file, file->f_pos, count ;

if Tret {
ssize_t *read struct file *, char *, size_t, loff_t* ;
ret = -EINVAL;
if file->f_op & read = file->f op->read = NULL
ret = read file, buf, count, &file->f pos
}
}
if ret>0
dnotify_parent file->f_dentry, DN_ACCESS
fput file ;
}
return ret;
}
1
1 fd
2 Dbuf
3 count
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2
-1
0
3
1 fget() fd
file
T _pos count
locks_verify_area
3

fs.h

file_operations

Ext2_dir_operations

file
mm/filemap.c
4 0
file inode
8.7.3 fentl
1
1 fd
2 cmd
F DUPFD F_GETFD F_SETFD F_GETFL
3 arg cmd
2 cmd
3
cmd F_DUPFD
arg arg
arg
cmd F_GETFD
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count

file

Ext2_file_operations

generic_file_read

dnotify_parent

10
F_SETFL

fs/fentl .c

Ext2

fentl(fd F_DUPFD arg) files_struct

files_struct

fd

close_on_exec



cmd F_SETFD arg 1

close_on_exec close_on_exec
cmd F_GETFL open
O_RDONLY O WRONLY O_APPEND
file flags
cmd F_SETFL open
O_APPEND  O_NONBLOCK arg
0 -1
8.8 Linux 2.4
Linux 2.2.X 2.4.x 2.2.X
2.4.x
1
myfs

static struct file_system type myfs_fs_type =
{ "myfs", FS_REQUIRES DEV, myfs_read_super, NULL };

__initfunc int init_myfs_fs void {
return register_filesystem &myfs_fs_type ;

}

#ifdef MODULE
EXPORT_NO_SYMBOLS;

int init_module void {
return init_myfs_fs ;

}

void cleanup_module void {
unregister_filesystem é&myfs_fs_type ;

}
#endif

MOD_INC_USE_COUNT read_super() MOD_DEC _

USE_COUNT put_super()
static DECLARE_FSTYPE DEV myfs_fs_type, "myfs", myfs_read_super ;

static int __init init_myfs_fs void {
return register_filesystem &myfs_fs_type

}
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static void __exit exit_myfs fs void {
unregister_filesystem é&myfs_fs_type ;
}

EXPORT_NO_SYMBOLS;
module_init 1init_myfs fs ;
module_exit exit _myfs fs ;

MOD_XXX_USE_COUNT VFS

2 Large File Support LFS

VFS 64 x86 Sparc

o 64 loff_t

o 64 getrlimit() setrlimit()
e glibc getrlimité4d()  setrlimit64

3

if tdir || 'dir->i_nlink  {

*err = -EPERM;
return NULL;
}

ERR_PTR(), PTR_ERR()  IS_ERR(Q)
if Idir || 'dir->i_nlink
return ERR_PTR -EPERM ;
include/linux/fs.h
static inline void *ERR_PTR long error

{
return void * error;
}
static inline long PTR_ERR const void *ptr
{
return long ptr;
}
static inline long IS_ERR const void *ptr
{
return unsigned long ptr > unsigned long -1000L;
}
4 inode

file_operations inode_operations inode

struct file_operations *i_fop;
inode->i_fop
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inode count
int i_count;
atomic_t i_count;

\
atomic_read v ;
atomic_set v, value ;

file dentry
5 dentry
dentry
void *d_delete struct dentry * ;
dentry

int *d_delete struct dentry * ;

struct dentry *d_alloc_root struct inode *, struct dentry * ;

struct dentry *d_alloc_root struct inode * ;

6 VFS
filldir
typedef int *filldir_t void *, const char *, int, off_t, ino t ;
filldir
typedef int  *filldir_t void *, const char *, int, off_t, ino_t, unsigned ;
fs.h
/*
* File types
*/

#define DT_UNKNOWN 0
#define DT_FIFO 1
#define DT_CHR 2
#define DT_DIR 4
#define DT_BLK 6
#define DT_REG 8

#define DT_LNK 10
#define DT_SOCK 12
#define DT_WHT 14
7

struct file_operations myfs_file_operations = {
myfs_file_lseek,
generic_file_read,
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generic_file_write,
NULL,

NULL,

myfs_ioctl,

NULL,

struct file_operations myfs_file_operations = {
Il1seek: myfs_file_lseek,
read: generic_file_read,
write: generic_file write,
ioctl: myfs_ioctl,

GNU C 1SO C99 C99

struct foo {
int foo;
long bar;

¥
struct foo x = { .bar = 3, .foo = 4 };

8 VFS file_operations

fsync

int (*fsync) (struct file *, struct dentry *);
int (*fsync) (struct file *, struct dentry *, int);

file_operations
int *check_media_change kdev_t dev
int “*revalidate kdev_t dev ;
block_device_operations
struct block_device_operations {

int  *open struct inode *, struct file * ;
int “*release struct inode *, struct file *
int *ioctl struct inode *, struct file *, unsigned, unsigned long ;
int *check_media_change kdev_t ;
int *revalidate kdev_t ;

inode
struct block_device *i_bdev;

block_device
struct block device {
struct list_head bd_hash;
atomic_t bd count;
dev_t bd_dev;
atomic_t bd_openers;
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block_device_operations *bd_op;
struct semaphore bd_sem;

Y
file_operations
readv()  writev()
ssize t *readv struct file *, const struct iovec *, unsigned long, loff t * ;
ssize t “*writev struct file *, const struct iovec *, unsigned long, loff t * ;

9 VFS inode_operations

file_operations
inode_operations

inode_operations inode
follow_link

struct dentry * (*follow_link) (struct dentry *, struct dentry *,

unsigned int);

int (*follow_link) (struct dentry *, struct nameidata *);

struct nameidata {

struct dentry *dentry;
struct vfsmount *mnt;

struct gstr last;

unsigned int flags;

int last_type;

}:
inode_operations
int “*setattr
int *getattr

notify_change()
int *readpage
int *writepage
int *updatepage

int  *bmap struct inode *,int

nameidata
struct dentry *, struct iattr * ;
struct dentry *, struct iattr * ;
setattr() superblock

5
struct file *, struct page *
struct file *, struct page * ;
struct file *, struct page *, unsigned long, unsigned int, int

int  *smap struct inode *,int

10 VFS super_operations

super_operations

write_inode

void (*write_inode) (struct inode *);
void (*write_inode) (struct inode *, int);

statfs()

inode
statfs

int (*statfs) (struct super_block *, struct statfs *, int);
int (*statfs) (struct super_block *, struct statfs *);

notify_change

getattr() setattr()
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Ext2
Linux
Linux Minix Minix Linus
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Linux
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) 14
o
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0.96¢ Ext  Minix 2GB
255
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o 255
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o
9.1
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1
Linux 1KB 32KB 97%
Linux
Ext2
Ext2
BBS BBS
Ext2
170
1/0
Ext2
file
1
2
Ext2
9.1
Ext2 fragment

Ext2
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Write(fd,buffer,size)
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9.2 Ext2
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. Ext2

Ext2
9.2 Ext2

Ext2

3124 | RO BET | e Erdfin

M | AlEE | REA | FIITEAUE | BZITEAR | HER

9.2 Ext2

9.2.2 Ext2

Ext2 Ext2 Ext2

ext2_super_block include/Linux/ext2_fs._h

struct ext2_super_block

{ _u32 s_inodes_count; /* */
_u32 s_blocks_count; /* */
_u32 s_r_blocks_count; /* */
_u32 s_free_blocks_count; /* */
_u32 s_free_inodes_count; /* */
_u32 s_first_data_block; /* */
_u32 s_log_block_size; /* */
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_S32
_u32
_u32
_u32
_u32
_u32
_ul6
__sl6
__ule
_ule
_ul6
__ule
_u32
_u32
_u32
__ule
__ule

N
¥ 0% % % ok 3k % X X X X *

*
~N

_u32 s
_ul6 s_

_ule
_u32
_u32
_u32
_u8
char
char
_u32
/*

s_log_frag_size; /*
s_blocks_per_group;

s_frags_per_group; /*
s_inodes_per_group;

s_mtime; /*
s_wtime; /*
s_mnt_count; /*
s_max_mnt_count; /*
s_magic; /*
s_state; /*
S_errors; /*
s_minor_rev_level;

s_lastcheck; /*
s_checkinterval; /*
s_rev_level; /*
s_def_resuid; /*
s_def_resgid; /*

first_ino; /*
inode_size; /*
s_block_group_nr; /*
s_feature_compat; /*
s_feature_incompat; /*
s_feature_ro_compat; /*
s_uuid[16]; /*
s_volume_name[16]; /*
s_last_mounted[64]; /*

s_algorithm_usage bitmap; /*

* Performance hints. Directory preal
* happen if the EXT2_COMPAT_PREALLOC flag is on.

*/
_u8
_u8
__ule
_u32

}

s_prealloc_blocks; /*
s_prealloc_dir_blocks; /*
s_paddingl;

s_reserved[204]; /*

*/
/* */
*/
/* */
*/
*/
*/
*/
*/
*/
*/
/* */
*/
*/
*/
*/
*/

These fields are for EXT2_DYNAMIC_REV superblocks only.

Note: the difference between the compatible feature set and
the incompatible feature set is that if there is a bit set
in the incompatible feature set that the kernel doesn"t
know about, it should refuse to mount the filesystem.

e2fsck"s requirements are more strict; if it doesn*t know
about a feature in either the compatible or incompatible
feature set, it must abort and not try to meddle with
things it doesn"t understand. ..

*/
*/
*/
*/
*/
*/
128 */
*/
*/
*/

location should only

*/
*/

NULL */
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1
s_r_blocks_count
2 0 1KB s_Ffirst_data_block 1
0
3 s_log_block size 2 1024
0 1024 1 2048
Ext2 s_log_frag_size
s_log_block_size
4 Ext2
#define EXT2_VALID_FS  0x0001
#define EXT2_ERROR_FS  0x0002
s_lastcheck s_checkinterval
5 S_errors
Ext2
VFS
ext2_super_info Ext2
ext2_read_super() VFS
Ext2 VFS
Ext2 ext2_super_info

include/Linux/ext2_fs sh.h
struct ext2_sb_info

{
unsigned long s_frag_size; /* */
unsigned long s_frags_per_block; /* */
unsigned long s_inodes_per_block; /* */
unsigned long s_frags_per_group; /* */
unsigned long s_blocks_per_group; /* */
unsigned long s_inodes_per_group; /* */
unsigned long s_ith_per_group; /* */
unsigned long s_db_per_group; /* */
unsigned long s_desc_per_block; /* */
unsigned long s_groups_count; /* */
struct buffer_head * s sbh; /* */

struct buffer_head ** s _group_desc; /*
*/
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unsigned short s_loaded_inode_bitmaps; /* */
unsigned short s_loaded_block_bitmaps; /* */
unsigned long s_inode_bitmap_number[Ext2_MAX_GROUP_LOADED];

struct buffer_head * s_inode_bitmap[Ext2_MAX_GROUP_LOADED];

unsigned long s_block_bitmap_number[Ext2_MAX_GROUP_LOADED];

struct buffer_head * s_block_bitmap[Ext2_MAX_GROUP_LOADED];

int s_rename_lock; /* */
struct wait_queue * s_rename_wait; /* */
unsigned long s_mount_opt; /* */
unsigned short s_resuid; /* */
unsigned short s_resgid; /* */
unsigned short s_mount_state; /* */
unsigned short s_pad; /* */
int s_inode_size; /* */
int s_first_ino; /* */

}:

s_block_bitmap_number[] s_block_bitmap[] s_inode_bitmap_number[]

s_inode_bitmap[]

s_group_desc

9.3 3
super_block
\\\\ ext2_super_block
ext2_sb_info
d EXT2
9.3
9.2.3 Ext2
Ext2 UNIX

Ext2 ext2_inode
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include/Linux/ext2_fs.h

struct ext2_inode {

__ul6 i_mode;
_ulé i_uid;
_u32 i_size;
_u32 i_atime;
_u32 i_ctime;
_u32 i_mtime;
_u32 i_dtime;
_ulé i_gid;
_ulé i_links_count;
_u32 i_blocks;
_u32 i_flags;
union
_u32 i_block[Ext2_N_BLOCKS];
_u32 i_version;
_u32 i_file_acl;
_u32 i_dir_acl;
_u8 I_i_frag;
_u32 i_faddr;
union
}
1 Ext2
Ext2
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ext2

;

Data

—»| Data

Data

Data

Data

9.4

Ext2
256
Linux 32

256+12>100+12
1000

2 flags
EXT2_SECRM_FL  0x00000001

EXT2_UNRM_FL  0x00000002

EXT2_COMR_FL 0x00000004

EXT2_SYNC_FL 0x00000008

=

Data

A 4

HDII b

Data

1KB 4 32
12KB+256KB+ 64MB+16GB
4GB
100
88
1000>256+12
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12
3
include/Linux/ext2_fs.h
#define EXT2_BAD_INO 1
#define EXT2_ROOT_INO 2
#define EXT2_IDX_INO 3
ACL
#define EXT2_DATA_INO 4
ACL

#define EXT2_BOOT_LOADER_INO5

#define EXT2_UNDEL_DIR_INO 6
11
#define EXT2_FIRST_INO 11
4
Ext2 VFS

ext2_inode_info

include/Linux/ext2_fs i.h
struct ext2_inode_info

{
_u32 i_data[15]; /* */
_u32 i_flags; /* */
_u32 i_faddr; /* */
__u8 i_frag_no; /* */
_u8 i_frag_size; /* */
_ulé i_osync; /* */
_u32 i_file_acl; /* */
_u32 i_dir_acl; /* */
_u32 i_dtime; /* */
_u32 i_block_group; /* */
/****** *************/
_u32 i_next_alloc_block;
_u32 i_next_alloc_goal;
_u32 i_prealloc_block;
_u32 i_prealloc_count;
_u32 i_dir_start_lookup
int i_new_inode:1 /* Is a freshly allocated inode */
}:
VFS Ext2
ext2_inode_info Ext2
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ext2_inode_info Ext2

ext2_inode_info

9.2.4
ext2_group_desc 32
struct ext2_group_desc
{
_u32 bg_block_bitmap; /* */
_u32 bg_inode_bitmap; /*
_u32 bg_inode_table; /* */
_ulé bg_free_blocks_count; /* */
_ulé bg_free_inodes_count; /* */
_ulé bg_used_dirs_count; /* */
_ulé bg_pad; /* */
_u32 3 bg_reserved; /*  NULL 12 */
}
9.2.5
Ext2
0 1
Ext2
Ext2_MAX_GROUP_LOADED 8
Ext2 LRU
ext2_sp_info 4

s_block_bitmap_number[]
s_block_bitmap[]
s_inode_bitmap_number[] s_inode_bitmap[]
Ext2 4
Linux/fs/ext2/balloc.c load__block_bitmap()

*/
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s_block_bitmap_number[]

3 Ext2_MAX_GROUP_LOADED
s_block_bitmap_number[]

s_block_bitmap[]
4 Ext2_MAX_GROUP_LOADED
) s_block_bitmap_number[]
s_block_bitmap_number[]
s_block_bitmap[]
) s_block_bitmap[]

Ext2_MAX_GROUP_LOADED

9.2.6

fs/ext2/inode.c ext2_read_inode()

void ext2_read_inode struct inode * inode
{
struct buffer_head * bh;
struct ext2_inode * raw_inode;
unsigned long block_group;
unsigned long group_desc;
unsigned long desc;
unsigned long block;
unsigned long offset;
struct ext2_group_desc * gdp;

if inode->i_ino != EXT2_ROOT_INO && inode->i_ino != EXT2 ACL_IDX_INO &&
inode->i_ino = EXT2_ACL_DATA_ INO && inode->i_ino < EXT2_FIRST_INO inode->i_sb || inode->i_ino
> l1e32_to_cpu inode->i_sb->u.ext2_sb.s_es->s_inodes_count
{
ext2_error inode->i_sb, "ext2 read_inode",
"bad inode number: %lu", inode->i_ino

- 354 -



Ext2

goto bad_inode;

}

block_group = inode->i_ino — 1  / EXT2_INODES_PER_GROUP inode->i_sb

if block _group >= inode->i_sh->u.ext2_sh.s groups_count {
ext2_error inode->i_sb, "ext2_read_inode",
"group >= groups count"™ ;
goto bad_inode;
}
group_desc = block_group >> EXT2_DESC_PER_BLOCK BITS inode->i_sb
desc = block _group & EXT2_DESC_PER BLOCK 1inode->i_sb -1 ;
bh = inode->i_sb->u.ext2_sh.s_group_desc[group_desc];
if Ibh {
ext2_error inode->i_sb, "ext2_read_inode",
"Descriptor not loaded” ;
goto bad_inode;

}

gdp = struct ext2_group_desc * bh->b_data;
/*
* Figure out the offset within the block group inode table
*/
offset = inode->i_ino - 1 % EXT2_INODES_PER_GROUP inode->i_sh
EXT2_INODE_SIZE inode->i_sh ;
le32_to_cpu gdp[desc].bg_inode_table +
offset >> EXT2_BLOCK_SIZE_BITS inode->i_sb ;
if ! bh = sb bread inode->i_sb, block {
ext2_error inode->i_sb, "ext2 read_inode",
"unable to read inode block - "
"inode=%lu, block=%lu", inode->i_ino, block ;
goto bad_inode;

block

}
offset &= EXT2_BLOCK SIZE inode->i_sh -1 ;
raw_inode = struct ext2_inode * bh->b_data + offset ;

inode->i_mode = lel6_to_cpu raw_inode->i_mode ;

inode->i_uid = uid_t lel6_to cpu raw_inode->i_uid_low ;
inode->i_gid = gid_t lel6_to cpu raw_inode->i_gid_low ;
if ! test opt 1inode->i_sb, NO_UID32 {

inode->i_uid |= lel6_to_cpu raw_inode->i_uid_high << 16;
inode->i_gid |= lel6_to_cpu raw_inode->i_gid_high << 16;
}
inode->i_nlink = lel6_to_cpu raw_inode->i_links_count ;
inode->i_size = le32_to_cpu raw_inode->i_size ;
inode->i_atime = le32_to_cpu raw_inode->i_atime ;
inode->i_ctime = le32_to_cpu raw_inode->i_ctime ;
inode->i_mtime = 1e32_to_cpu raw_inode->i_mtime ;
inode->u.ext2_i.i_dtime = le32_to _cpu raw_inode->i_dtime ;

/* We now have enough fields to check if the inode was active or not.

* This is needed because nfsd might try to access dead inodes
* the test is that same one that e2fsck uses

* NeilBrown 1999oct15

*/

*
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if inode->i_nlink == 0 &  inode->i_mode == 0 || inode->u.ext2_i.i_dtime {
/* this inode is deleted */
brelse bh ;

goto bad_inode;

}

inode->i_blksize = PAGE_SIZE; /* This is the optimal 10 size for stat , not
the fs block size */

inode->i_blocks = 1e32_to_cpu raw_inode->i_blocks ;

inode->i_version = ++event;

inode->u.ext2_i.i_flags = 1e32_to _cpu raw_inode->i_flags ;

inode->u.ext2_i.i_faddr = 1e32_to _cpu raw_inode->i_faddr ;

inode->u.ext2_i.i_frag_no = raw_inode->i_frag;

inode->u.ext2_i.i_frag_size = raw_inode->i_fsize;

inode->u.ext2_i.i_file_acl = 1e32_to_cpu raw_inode->i_file_acl ;

if S ISREG inode->i_mode
inode->i_size |= _u64 1e32_to _cpu raw_inode->i_size_high <<32;
else

inode->u.ext2_i.i_dir_acl = 1e32_to_cpu raw_inode->i_dir_acl ;
inode->i_generation = 1e32_to_cpu raw_inode->i_generation ;
inode->u.ext2_i.i_prealloc_count = 0;
inode->u.ext2_i.i_block_group = block_group;

/*
* NOTE! The in-memory inode i_data array is in little-endian order
* even on bhig-endian machines: we do NOT byteswap the block numbers!
*/
for block = 0; block < EXT2_N_BLOCKS; block++
inode->u.ext2_i.i_data[block] = raw_inode->i_block[block];

if inode->i_ino == EXT2_ACL_IDX_INO ||
inode->i_ino == EXT2_ ACL_DATA_ INO
/* Nothing to do */ ;
else if S_ISREG inode->i_mode {
inode->i_op = &ext2_file_inode_operations;
inode->i_fop = &ext2_file_operations;
inode->i_mapping->a_ops = &ext2_aops;

} else if S_ISDIR inode->i_mode {
inode->i_op = &ext2_dir_inode_operations;
inode->i_fop = &ext2_dir_operations;
inode->i_mapping->a_ops = &ext2_aops;

} else if S_ISLNK inode->i_mode {
if !inode->i_blocks
inode->i_op = &ext2_fast_symlink_inode_operations;

else {
inode->i_op = &page_symlink_inode_operations;
inode->i_mapping->a_ops = &ext2_aops;

}

} else
init_special_inode 1inode, inode->i_mode,
1e32_to_cpu raw_inode->i_block[0] ;
brelse bh ;

inode->i_attr_flags = 0;
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if inode->u.ext2_i.i_flags & EXT2_SYNC_FL {
inode->i_attr_flags |= ATTR_FLAG_SYNCRONOUS;
inode->i_flags |= S_SYNC;

if inode->u.ext2_i.i_flags & EXT2_APPEND_FL {
inode->i_attr_flags |= ATTR_FLAG_APPEND;
inode->i_flags |= S_APPEND;

if inode->u.ext2_i.i_flags & EXT2_IMMUTABLE_FL {
inode->i_attr_flags |= ATTR_FLAG_IMMUTABLE;
inode->i_flags |= S_IMMUTABLE;

if inode->u.ext2_i.i_flags & EXT2_NOATIME_FL {
inode->i_attr_flags |= ATTR_FLAG_NOATIME;
inode->i_flags |= S_NOATINME;

}
return;
bad_inode:
make_bad_inode inode
return;
}
200
o EXT2_ROOT_INO EXT2_ACL_IDX_ INO
EXT2_ACL_DATA_INO EXT2_FIRST_ INO
11
[ ]
block_group = (inode->i_ino - 1) / Ext2_INODES_PER_GROUP(inode->i_sbh)
[ ]
group_desc = block_group >> Ext2_DESC_PER_BLOCK_BITS(inode->i_sb)
32 1KB 32
. ce =
desc = block_group & (Ext2_DESC_PER_BLOCK(inode->i_sb) - 1)
o group_desc  desc

bh = inode->i_sb->u.ext2_sb.s_group_desc[group_desc]
s_group_desc[]

gdp = (struct ext2_group_desc *) bh->b_data

o bg_inode_tabl
offset = inode->i_ino - 1 % Ext2_INODES_PER_GROUP inode->i_sh *
Ext2 INODE_SIZE inode->i_sb /* */
block = 1e32_to_cpu gdp[desc].bg_inode_table +
offset >> Ext2_BLOCK_SIZE_BITS inode->i_sb /* */
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) 1e32_to_cpu lel6_to_cpu CPU
1386 Ext2
““big ending”> ““little ending”” 1386
““little ending”” 16 0x1234 0x3412
32 32 16
““little ending”” CPU
““big ending”” CPU Ext2
““little ending”” 1e32_to_cpu lel6_to_cpu
) sb_bread
ext2_Inode
raw_ inode raw_inode =

(struct ext2_inode *) (bh->b_data + offset)
o ext2_ inode VFS  inode
VFS
inode union Ext2
ext2_inode_info
ext2_inode_info

60 255
60 inode->u.* Ext2
) inode inode_operations
file_operations VFS
. 2.4 ACL
o inode mode S_ISREG
S_ISDIR S_ISLNK
Ext2 iop i_fop ext2_dir_inode_operations
ext2_dir_operations Ext2 iop i_fop
a_ops address_apace_operation

init_special_inode

VFS

9.2.7 Ext2

ext2_dir_entry
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1 Ext2
Ext2
255
4
ext2_dir_entry
/*
* Structure of a directory entry
*/

#define EXT2_NAME_LEN 255
struct ext2_dir_entry {
__u32 inode;
_ul6 rec_len;
ulé  name_len;

ext2_dir_entry

255
NULL \0
include/Linux/ext2_fs.h

/* Inode number */
/* Directory entry length */
/* Name length */

char name[EXT2_NAME_LEN]; /* File name */

ext2 fs.h

/*

* The new version of the directory entry.

Since EXT2 structures are

* stored in intel byte order, and the name_len field could never be
* bigger than 255 chars, it"s safe to reclaim the extra byte for the

* file_type field.

*/

struct ext2_dir_entry 2 {

__u32 inode;

_ul6 rec_len;

_u8 name_len;

_u8 file_type;

char name[EXT2_NAME_LEN];
}:

ext2_dir_entry name_len

* Ext2 directory file types. On

/* Inode number */

/* Directory entry length */
/* Name length */

/* File name */

ext2_dir_entry 2
8

ly the low 3 bits are used. The

* other bits are reserved for now.

*/

enum {
EXT2_FT_UNKNOWN, /* */
EXT2_FT_REG_FILE, /* */
EXT2_FT DIR, /* */
EXT2_FT_CHRDEV, /* */
EXT2_FT_BLKDEV, /* */
EXT2_FT_FIFO, /* */
EXT2_FT_SOCK, /* */
EXT2_FT_SYMLINK, /* */
EXT2_FT_MAX /* */
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}:
2
inode inode
i_blaock Ext2
1
truncate()
2
Ext2 ext2_dir_entry 2
ext2_dir_entry 2 rec_len
rec_len
ext2_dir_entry 2 inode 0
rec_len
3
60 i_blaock
15 4 60
4
3
/home/userl/filel home userl filel
VFS
home home
home userl filel
filel filel
fs/ext2/dir.c ext2_find_entry
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/*
* ext2_find_entry
*
* finds an entry in the specified directory with the wanted name. It
* returns the page in which the entry was found, and the entry itself
* as a parameter - res_dir . Page is returned mapped and unlocked.
* Entry is guaranteed to be valid.
*/
typedef struct ext2_dir_entry 2 ext2_dirent
struct ext2_dir_entry 2 * ext2_find_entry struct inode * dir,
struct dentry *dentry, struct page ** res_page
{
const char *name = dentry->d_name.name; * */
int namelen = dentry->d_name.len; * */
unsigned reclen = EXT2_DIR_REC_LEN namelen ; * */
unsigned long start, n;
unsigned long npages = dir_pages dir ; *
*/
struct page *page = NULL;
ext2_dirent * de; *de Ext2

/* OFFSET_CACHE */
*res_page = NULL;

start = dir->u.ext2_i.i_dir_start_lookup; * */
if start >= npages
start = 0;
n = start;
do {
char *kaddr;
page = ext2_get_page dir, n ; *

if 'IS_ERR page {
kaddr = page_address page ; * page

de = ext2 dirent * kaddr; *
*/
kaddr += PAGE_CACHE_SIZE - reclen; * PAGE_CACHE_SIZE
1 */
while char * de <= kaddr { *
*/
if ext2_match namelen, name, de
goto found;
de = ext2_next_entry de ;
}
ext2_put_page page ; /* *
}
if ++n >= npages
n = 0;
} while n != start ;
return NULL;
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found:
*res_page = page;

dir->u.ext2_i.i_dir_start_lookup = n;

return de;

9.3

Linux
Linux

Linux

admin

-1 Is

/% Is -1 /home/userl/filel
-rW-r--r-- 1 userl

userl
usrs

PID
e real user ID
e real group ID
e effective user 1ID
e effective group 1D

GID
setuid
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s
““s”” setgid
/bin/passwd setuid
passwd
rw-r--r--
setuid
setuid
““root””
Linux /etc/kmem
ps
“CrwW-r----- i
ps
setgid
coyre
9 1
umask 3
umask
chmod
3
755/home/userl/filel
4 4
1
Ext2 i_mode

““s”” setuid
/bin/passwd /etc
root
setuid
BUG
setgid
e >
kmem
kmem setgid
ps kmem
setuid setgid
cogre
dos TSR
9
0
022 000010010
VFS  fs struct
9 chmod
WXIF=XF-Xr setuid setgid
setuid 2 setgid
cogr>
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16 0 8 9
10 11 setgid setuid 12
9.1
9.1 imode
1100 S_IFSOCK
1010 S_IFLNK
1000 S_IFREG
12-15 0110 S_IFBLK
0100 S_IFDIR
0010 S_IFCHR
0001 S_IFIFO
11 S_ISUID
10 S_ISGID
9 S_ISVTX
0~8 FWX-FWX-Frwx
include/Linux/stat.h
9.4
Ext2
In
In  /home/userl/filel /home/userl/file2
file2 filel file2 filel
filel
i_links_count 1 i_links_count
1 i_links_count 1 i_links_count
0 i_links_count
0



Ext2

2
“I,,
Is
-S
Ext2 ext2_readlink() ext2_follow_link()
fs/ext2/symlink.c
struct inode_operations ext2_fast_symlink_inode_operations = {
readlink: ext2_readlink,
follow_link: ext2_follow_link,
b
ext2_readlink()
static int ext2_readlink struct dentry *dentry, char *buffer, int buflen
{
char *s = char * dentry->d_inode->u.ext2_i.i_data;
return vfs_readlink dentry, buffer, buflen, s ;
}
Ext2 ext2_ inode_info inode
union i_data S
vfs_readlink fs/namei.c

int vfs_readlink struct dentry *dentry, char *buffer, int buflen, const char *link

{

int len;

len = PTR_ERR link
if IS _ERR link
goto out;

len = strlen link ;
if len > unsigned buflen
len = buflen;
if copy_to user buffer, link, len
len = -EFAULT;
out:
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return len;

ext2_follow_link
static int ext2_follow_link struct dentry *dentry, struct nameidata *nd

{

char *s = char * dentry->d_inode->u.ext2_i.i_data;
return vfs_follow_link nd, s ;
}
ext2_readlink ext2_readlink
vfs_readlink Ext2 VFS
vfs_follow_link link path walk()
dentry

static inline int vfs_follow_link struct nameidata *nd, const char *link

{

int res = 0;

char *name;

if IS_ERR link
goto fail;

if  *link == /" {
path_release nd ;
if Ilwalk_init_root link, nd
/* weird __emul_prefix stuff did it */
goto out;
}
res = link_path_walk 1link, nd ;
out:
if current->link_count || res || nd->last_type!=LAST_NORM
return res;
/*
* If it is an iterative symlinks resolution in open_namei we
* have to copy the last component. And all that crap because of
* bloody create on broken symlinks. Furrfu...
*/
name = __ getname ;
if Tname
return -ENOMEM;
strcpy name, nd->last.name ;
nd->last.name = name;
return 0;
fail:
path_release nd ;
return PTR_ERR link ;

nameidata
struct nameidata {
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struct dentry *dentry;

struct vfsmount *mnt;
struct gstr last;

unsigned int flags;
int last_type;

}:

last_type fs.h

/*

* Type of the last component on LOOKUP_PARENT
*/

enum {LAST NORM, LAST ROOT, LAST DOT, LAST DOTDOT, LAST BIND};

LAST_NORM
LAST _DOT
Qstr
linux/dcache.h
* "quick string" -- eases parameter passing, but more importantly
* saves "metadata" about the string ie length and the hash
*/
struct gstr {
const unsigned char * name;
unsigned int len;
unsigned int hash;
};
vfs_follow_link
o cc 33
) link_path_walk
link_path_walk 0 nameidata
dentry mnt
last_type gstr
nameidata
o vfs_follow_link ink_path_walk
9.5
Ext2
Ext2
Ext2

include/

walk_init_root

last

dentry
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1
2
3
4
9.5.1
f
. f f
[
Linux
f
4KB f 4096
0 f 4096
1
Ext2
Ext2
i_block EXT2_N_BLOCKS
EXT2_N_BLOCKS 15
. 12 12
11
° 12
12 b/4+11 b
4
° 13

bl4+12  (b/4)’+(b/4)+11
. 14

—-368 -

8192

9.4
15



Ext2

(B/4)*+(b/4)+12

(LI 4)*+(b/4)+(bl4)+11

12
i_block
3 4
Ext2
9.2
1024 268KB
12KB 13KB
268KB 4096 2GB 26B 32
Ext2
9.2
1024 12 KB 268 KB 63.55 MB 2 GB
2048 24 KB 1.02 MB 513.02 MB 2 GB
4096 48 KB 4.04 MB 2 GB
9.5.2
UNIX Linux
$ echo -n "X" | dd of=/tmp/hole bs=1024 seek=6
/tmp/hole 6145 6144  NULL X
Ext2
i_size
i_blocks 512
dd /tmp/hole 4096  Ext2
i_size 6145 i_blocks 8 4096
8 512 i_block 2 1
9.5.3
Ext2
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ext2_get_block( ) “ 7z
ext2_alloc_block( ) Ext2
Ext2
Ext2
Ext2
8 ext2_inode_info i_prealloc_count

i_prealloc_block

ext2_get_block( ) fs/ext2/inode.c

N
*

Allocation strategy is simple: if we have to allocate something, we will
have to go the whole way to leaf. So let"s do it before attaching anything
to tree, set linkage between the newborn blocks, write them if sync is
required, recheck the path, free and repeat if check fails, otherwise

set the last missing link that will protect us from any truncate-generated
removals - all blocks on the path are immune now and possibly force the
write on the parent block.

That has a nice additional property: no special recovery from the failed
allocations is needed - we simply release blocks and do not touch anything
reachable from inode.

¥ 0% X ok ok 3k X X X X

*/
static int ext2_get_block struct inode *inode, long iblock, struct buffer_head *bh_result,
int create

{
int err = -EI0;
int offsets[4];
Indirect chain[4];
Indirect *partial;
unsigned long goal;
int left;
int depth = ext2_block to_path 1inode, iblock, offsets ;
if depth ==0

goto out;

lock_kernel ;
reread:
partial = ext2_get branch inode, depth, offsets, chain, &err

/* Simplest case - block found, no allocation needed */
if Ipartial {
got_it:

bh_result->b_dev = inode->i_dev;
bh_result->b_blocknr = 1e32_to_cpu chain[depth-1].key ;
bh_result->p_state |= 1UL << BH_Mapped ;
/* Clean up and exit */
partial = chain+depth-1; /* the whole chain */
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goto cleanup;

}
/* Next simple case - plain lookup or failed read of indirect block */
if Icreate || err == -EI0 {
cleanup:
while partial > chain {
brelse partial->bh
partial--;
}
unlock_kernel ;
out:
return err;
}
/*
* Indirect block might be removed by truncate while we were
* reading it. Handling of that case forget what we"ve got and
* reread is taken out of the main path.
*/
if err == -EAGAIN
goto changed;
if ext2 find _goal inode, iblock, chain, partial, &goal < 0
goto changed;
left = chain + depth - partial;
err = ext2_alloc_branch inode, left, goal,
offsets+ partial-chain , partial ;
if err
goto cleanup;
if ext2_splice_branch inode, iblock, chain, partial, left <0
goto changed;
bh_result->b_state |= 1UL << BH_New
goto got_it;
changed:
while partial > chain {
brelse partial->bh ;
partial--;
}
goto reread;
}
inode inode iblock
bh_result buffer_head create
Indirect

-371-



Linux

typedef struct {

u32 *p;
u3d2 key;
struct buffer_head *bh;
} Indirect
chain[4] 4
8
chain[0] Indirect p 8
inode->u.ext2_i.i_data[8] key
bh  NULL
20 chian[0] chain[1]
chian[0] bh NULL
p inode->u.ext2_i.i_data[12] key
chain[1] bh
p 8 key
depth chain[]
chain[depth-1].key chain 1 chain
0 chain depth-1
chain
ext2_get_block
o ext2_block_to_path iblock
1 0

e ext2_get_branch ext2_block_to_path
ext2_get_branch
NULL
0
Indirect
err
o bh_result
o ext2_get_branch 0

ext2_inode_info
i_next_alloc_block i_next_alloc_goal
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ext2_find_goal

[ ]
ext2_alloc_branch
) ext2_alloc_branch
Indirect key

ext2_splice_branch

bh_result

got_it

inode
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Linux Monolithic Kernel

5
NCR 810 SCSI
SCsl NCR 810
Linux Linux
—_— Loadable Modules
10.1
10.1.1
insmod rmmod
(kerned)
Linux
o > minix, xiafs, msdos, umsdos, sysv, isofs, hpfs,smbfs, ext3,nfs
proc
. SCSI  ( ahalb42, in2000)
o SCS1 : disk, tape, cdrom, generic
o ( ./Documentation/
networking/net-modules.txt
. CD-ROM
aztcd: Aztech,Orchid,Okano,Wearnes
cm206: Philips/LMS CM206
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gscd:

mcd, mcdx:

optcd:
sjcd:
shpcd:

sonycd535:

Ip:

Goldstar GCDR-420
Mitsumi LUOO5, FX001
Optics Storage Dolphin 8000AT
Sanyo CDR-H94A
Matsushita/Panasonic CR52x, CR56x, CD200,
Longshine LCS-7260, TEAC CD-55A
Sony CDU-531/535, CDU-510/515

binfmt_elf: elf
binfmt_java: java
ispl6: cd-rom

serial: tty
Linux
3 Y/M/N “cy=>
ey NS
10.1.2
VFAT (mount) VFAT VFAT
kerneld VFAT Linux
(unmount)VFAT FAT
100KB
RAM
Linux
Linux
10.1.3 Linux
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10.2

Linux

10.2.1

Linux
Linux

Linux
kernel/ksyms.c

/* process memory management */
EXPORT_SYMBOL do_mmap_pgoff ;
EXPORT_SYMBOL do_munmap ;
EXPORT_SYMBOL do_brk ;
EXPORT_SYMBOL exit_mm ;
EXPORT _SYMBOL exit _files ;
EXPORT_SYMBOL exit_fs ;
EXPORT_SYMBOL exit_sighand ;

EXPORT_SYMBOL complete_and_exit ;
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EXPORT_SYMBOL _ wake_up ;
EXPORT_SYMBOL __wake_up_sync ;
EXPORT_SYMBOL wake_up_process ;
EXPORT_SYMBOL sleep_on

EXPORT_SYMBOL sleep_on_timeout ;
EXPORT_SYMBOL interruptible_sleep_on ;
EXPORT_SYMBOL interruptible_sleep_on_timeout ;
EXPORT_SYMBOL schedule

EXPORT_SYMBOL schedule_timeout ;
EXPORT_SYMBOL jiffies ;

EXPORT_SYMBOL xtime ;

EXPORT_SYMBOL do_gettimeofday
EXPORT_SYMBOL do_settimeofday ;

EXPORT_SYMBOL “
struct module_symbol
{
unsigned long value; * */
const char *name; /* */
}:
EXPORT_SYMBOL Id
“¢_ ksymtab>” “
EXPORT_SYMBOL include/linux/module.h
#define _ MODULE_STRING_1 x #x
#define _ MODULE_STRING x _ MODULE_STRING_1 x
#define _ EXPORT_SYMBOL sym, str \
const char __ kstrtab_##sym[] \
__attribute__ section ".kstrtab" = str; \
const struct module_symbol __ksymtab_##sym \
__attribute__ section "__ksymtab" = \

{ unsigned long &sym, _ kstrtab_ ##sym }

#if defined(MODVERSIONS) || 'defined(CONFIG_MODVERSIONS)
#define EXPORT SYMBOL(var) _ EXPORT SYMBOL(var, _ MODULE_STRING(var))

EXPORT_SYMBOL(schedule)

EXPORT_SYMBOL(schedule) __EXPORT_SYMBOL(schedule$“sched- ule”)
__EXPORT_SYMBOL 1 __kstrtab_ schedule
““schedule”” .kstrtab
2 __kstrtab_
schedule  module_symbol schedule __ kstrtab_ schedule
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__ksymtab module_symbol value
schedule name ““schedule””
2 (Module Reference)
VFAT FAT VFAT depend
FAT FAT VFAT VFAT << 7?7 FAT

struct module_ref
{

struct module *dep; /* << 77 */

struct module *ref; /* << 77 */

struct module_ref *next_ref;/* */
}:

“dep,, “ref,’
A B B C
3
module
struct module_persist; /* */

struct module

{
unsigned long size of struct; /* sizeof module */
struct module *next; /* */
const char *name; /* 64 */
unsigned long size; /* */
union
{
atomic_t usecount; /* */
long pad;
} uc; /* Needs to keep its size - so says rth */
unsigned long flags; /* */
unsigned nsyms; /* */
unsigned ndeps; /* */
struct module_symbol *syms; /* , nsyms */
struct module_ref deps; /* ndeps */
struct module_ref *refs;
int  *init void ; /* init_module */
void  *cleanup void ; /* cleanup_module */
const struct exception_table_entry *ex_table_start;
const struct exception_table_entry *ex_table_end;
/* mod_member_
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present() */
const struct module_persist *persist_start;/* */
const struct module_persist *persist_end;
int  *can_unload void ;

int runsize /* */
const char *kallsyms_start; /* */
const char *kallsyms_end;
const char *archdata_start; /* */
const char *archdata_end;
const char *kernel_data; /* */
}:
moudle flags
/* Bits of module_flags. */
#define MOD_UNINITIALIZED 0o = */
#define MOD_RUNNING 1 =* */
#define MOD_DELETED 2 * */
#define MOD_AUTOCLEAN 4 *
*/
#define MOD_VISITED 8 * */
#define MOD_USED ONCE 6 * */
#define MOD_JUST_FREED 32 * */
#define MOD_INITIALIZING 64 * */
module
kernel _module kernel _module kernel module c
#if defined CONFIG_MODULES || defined CONFIG_KALLSYMS

extern struct module_symbol _ start__ ksymtab[];
extern struct module_symbol __stop__ ksymtab[];

extern const struct exception_table_entry _ start__ ex_table[];
extern const struct exception_table_entry _ stop__ ex_table[];

extern const char __start__ kallsyms[] _ attribute _ weak ;
extern const char __stop__ kallsyms[] _ attribute__ weak ;

struct module kernel_module =

{
size_of struct: sizeof struct module |,
name:
uc: {ATOMIC_INIT 1 1},
flags: MOD_RUNNING,
syms: __start__ ksymtab,
ex_table_start: __start__ex_table,
ex_table_end: __stop___ex_table,
kallsyms_start: __start___kallsynms,
kallsyms_end: __stop__ kallsyms,
b
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0 NULL init_module()
cleanup_module() deps
refs syms __start___ksymtab
nsyms 0 init_module()
exception_table_entry
exception_table_entry __start__ex_table
kernel _module module

module_list
struct module *module_list = &kernel_module

10.2.2
HOWTO
““insmod””  ““rmmod””
kerneld kerneld
/kernel/module.c
1 init _modules()
main.c
init_modules()
* Called at boot time
*/
void __init init_modules void
{
kernel_module.nsyms = _ stop___ ksymtab - _ start__ ksymtab;
arch_init_modules &kernel_module ;
}
ksymtab __start___ksymtab 1 __stop___ksymtab
arch_init_modules
1386 arch_init _modules include/i386/module.h
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#define arch_init_modules x do { } while O
1386
2
insmod

sys_create_module()

screate_module
/*
* Allocate space for a module.
*/

asmlinkage unsigned long
sys_create_module const char *name_user, size_t size
{

char *name;

long namelen, error;

struct module *mod;

unsigned long flags;

if lcapable CAP_SYS_MODULE
return -EPERM;
lock _kernel ;

if namelen = get_mod_name name_user, &name <0 {
error = namelen;
goto err0;
}
if size < sizeof struct module +namelen {
error = -EINVAL;
goto errl;
}
if find_module name !'=NULL {
error = -EEXIST;
goto errl;
}
if mod = struct module * module_map size == NULL {
error = -ENOMEM;
goto errl;
}

memset mod, 0, sizeof *mod ;
mod->size_of struct = sizeof *mod
mod->name = char * mod + 1
mod->size = size;

memcpy char* mod+l , name, namelen+l

put_mod_name name ;

spin_lock_irgsave é&modlist_lock, flags
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mod->next = module_list;
module_list = mod; /* link 1t in */
spin_unlock_irgrestore &modlist_lock, flags ;

error = long mod;
goto err0;
errl:
put_mod_name name ;
err0:
unlock_kernel ;
return error;
}

e capable(CAP_SYS_MODULE)

o size module
size

e get_mod_name

e find_module

) module_map 1386 vmalloc()

e memset module 0 module_map
module module+1 mod

module

o moudle

e put_mod_name() name

o module_list

3

sys_create_module

sys_init_module() init_module()

asmlinkage long sys_init_module const char *name_user, struct module *mod_user

name_user mod_user
module
e sys_create module module
module
module module
module module 2.2
2.4 module module
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module size_of _struct
module 2.4 persist_start
module module module
) module
module module
) module
o name_user
module
module
[ ]
[ ]
insmod
delete_module() module moudle_list
[ ]
init_moudle module init
init_moudle
main()
4 sys_delete _module()
delete_module() sys_delete_module()

asmlinkage long sys_delete_module const char *name_user

name_user, name_user name_user

refs
__MOD_IN_USE 0

cleanup_module()

refs
refs
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name_user

. MOD_AUTOCLEAN

init_module create_module delete_module()
query_module()
insmod  rmmod

5 request_module()

insmod
packet

request_module()

request_module() kernel/kmod.c
/**
* request_module - try to load a kernel module
* @module_name: Name of module

* Load a module using the user mode module loader. The function returns
* zero on success or a negative errno code on failure. Note that a

* successful module load does not mean the module did not then unload

* and exit on an error of its own. Callers must check that the service
* they requested is now available not blindly invoke it.

*

*

*

IT module auto-loading support is disabled then this function
becomes a no-operation.
*/
int request_module const char * module_name
{
pid_t pid;
int waitpid_result;
sigset_t tmpsig;
int i;
static atomic_t kmod_concurrent = ATOMIC_INIT 0 ;
#define MAX_KMOD_CONCURRENT 50 /* Completely arbitrary value - KAO */
static int kmod_loop_msg;

/* Don"t allow request_module before the root fs is mounted! */
if I current->fs->root {
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printk KERN_ERR "request_module[%s]: Root fs not mounted\n", module_name ;
return -EPERM;

}

/* If modprobe needs a service that is in a module, we get a recursive
* loop. Limit the number of running kmod threads to max_threads/2 or
* MAX_KMOD_CONCURRENT, whichever is the smaller. A cleaner method
* would be to run the parents of this process, counting how many times
* kmod was invoked. That would mean accessing the internals of the
* process tables to get the command line, proc_pid_cmdline is static
* and it is not worth changing the proc code just to handle this case.
* KAO.
*/
i = max_threads/2;
if 1 > MAX_KMOD_CONCURRENT
i = MAX_KMOD_CONCURRENT;
atomic_inc &kmod_concurrent ;
if atomic_read &kmod _concurrent > 1 {
if kmod_loop_msg++ < 5
printk KERN_ERR
"kmod: runaway modprobe loop assumed and stopped\n" ;
atomic_dec &kmod_concurrent ;
return -ENOMEM;

}

pid = kernel_thread exec_modprobe, void* module_name, 0 ;
if pid<0 {
printk KERN_ERR "request_module[%s]: fork failed, errno %d\n", module_name,

atomic_dec &kmod_concurrent ;
return pid;

}

/* Block everything but SIGKILL/SIGSTOP */

spin_lock_irg &current->sigmask_lock ;

tmpsig = current->blocked;

siginitsetinv &current->blocked, sigmask SIGKILL | sigmask SIGS- TOP ;
recalc_sigpending current ;

spin_unlock_irg &current->sigmask_lock ;

waitpid_result = waitpid pid, NULL, _ WCLONE ;
atomic_dec &kmod_concurrent ;

/* Allow signals again.. */

spin_lock_irq &current->sigmask_lock ;
current->blocked = tmpsig;
recalc_sigpending current ;
spin_unlock_irq &current->sigmask lock ;

if waitpid_result != pid {
printk KERN_ERR "request_module[%s]: waitpid %d,... failed, errno %d\n",
module_name, pid, -waitpid_result ;
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}

return 0;
}
o request_module
o request_module
MS-DOS
FAT
MS-DOS fat

exec_modprobe

exec_modprobe

waitpid
exec_modprobe
var/log/message””
10.3
10.3.1
kerneld
kerneld
kerneld
kerneld
PPP

exec_modprobe
/sbin/modprobe

fat fat
fat

kmod_concurrent

MAX_KMOD_CONCURRENT
max_therads

kernel_thread()

execve()
modprobe
SIGKILL  SIGSTOP
waitpid

waitpid

prink() “

insmod 2
kerneld

IPC Inter-Process Communication

kerneld
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insmod
insmod
/lib/modules/kernel-version/

shin
1
2
kernel-version/
3
module( )

4 QM_MODULES

5  QM_SYMBOL

6
7
init_module() module
cleanup_module( )
8 init_module( )
9
1
2 QM_MODULES
3 QM_REFS
4 delete_module( )
10.3.2

insmod serial.o
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kerneld

a.out  ELF

module

query_module( )

query_module( )

create_module()

module

init
cleanup_module( )

/sbin/rmmod

query_module( )

query_module( )

insmod rmmod

insmods

/lib/modules

create_

init_module()
cleanup

man



serial.o

msdos.o
msdos.o: unresolved symbol fat_date UNIX2dos
msdos.o: unresolved symbol fat_add_clusterl
msdos.o: unresolved symbol fat_put_super

msdos.o “ 7z
/proc/ksyms ““fat_date_unix2dos””
msdos.o
fat.o insmod fat.o /proc/modules
msdos 5632 0 unused
fat 30400 O [msdos]
depmod modprobe insmod
““kernel/module version mismatch””
1/0 IRQ
insmod ne.o 10=0x400 1irg=10
NE2000 1/0
0x400 IRQ 10
insmod Linux Linux HOWTO
USB USB
usbcore.o usbcore.o
insmod

usbcore.o: couldn"t find the kernel version this module was compiled for
insmod ushcore.o

rmmod ne
rmmod ne
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10.4
2.0 2.2 2.2 2.4 API
10.4.1

mydriver.o Linux2.2.1

2.2.2 mydriver.o 2.2.2
mydriver.o .modinfo “€2.2.17” mydriver.o
Linux 2.2.1 2.2.2

Linux 2.2.1 2.2.2 mydriver.o

mydriver.o
insmod -T insmod
insmod

CONFIG_MODVERSIONS

-D CONFIG_MODVERSIONS
EXPORT_SYMBOL
register_chrdev

#define register_chrdev register_chrdev_Rc8dc8350
register_chrdev register_chrdev
register_chrdev
register_chrdev
register_chrdev_Rc8dc8350
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10.4.2 2.0 2.2 API1

Linux 2.0 2.2
API API
1
Linux 2.1.x Liuns
verify_area()
memcpy_tofs() verify_area()
2.1.x

SMP
verify_area()
copy_to_user()

if copy_to_user  ubuff, kbuff, length return -EFAULT;
ubuff kbuff length
copy_to_user() 0
-EFAULT
if copy_from user  kbuff, ubuff, length return -EFAULT;

verify_area()

2
2.1.42 dcache
4
file_operations struct inode *
struct dentry * inode
struct inode *inode = dentry->d_inode;
dentry inode
file_operations
inode dentry
dentry struct file *
dentry
struct dentry *dentry = file->f_dentry;
file file
2.2.x

loff_t llseek struct file *, loff_t, int ;

—-389 -



Linux

ssize_t read struct file *, char *, size_t, loff_ t * ;
ssize_t write struct file *, const char *, size_t, loff_t *
int readdir struct file *, void *, filldir_t ;

unsigned int poll struct file *, struct poll_table_struct *
int ioctl struct inode *, struct file *, unsigned int, unsigned long
int mmap struct file *, struct vm_area_ struct *
int open struct inode *, struct file *
int flush struct file *

int release struct inode *, struct file *
int fsync struct file *, struct dentry *
int fasync int, struct file *, int
int check media_change kdev_t dev
int revalidate kdev_t dev ;

int lock struct file *, int, struct file_lock *

file_operations

static struct file_operations mydev_fops = {

open: mydev_open,
release: mydev_close,
read: mydev_read,
write: mydev_write,
};
gcc NULL
Linux 2.2 pread() pwrite()
Iseek()
pread() pwrite()
read() write() 4
offset
I1seek() read() write()
if ppos != &file->f _pos return —ESPIPE
ppos offset file struct file
read() write() offset file->T _pos pread()
pwrite() offset ppos
ppos
3
signal_pending() 2.0
if current->signal & ~current->blocked
2.2

if signal_pending current
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4 1/0

MB PCI
3GB
vremap ioremap()
5 1/0
select() poll()
1/0 select()
select() Linux 2.0 file_operations
Linux 2.2 poll()
6
static int mydata __initdata = 0;
__initfunc void myfunc void
{
}
__initdata __initfunc “c
init
7
Linux 2.0
current->timeout = jiffies + timeout;
schedule ;
Linux 2.2
timeout = schedule_timeout timeout ;
Linux 2.0

current->timeout = jiffies + timeout;
interruptible_sleep_on &wait ;
Linux 2.2

timeout = interruptible_sleep on_timeout é&wait, timeout ;

Linux

select()
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8
Linux 2.2.X
Linux 2.0.x
#include <linux/version.h>
#ifndef KERNEL_VERSION
# define KERNEL VERSION a,b,c a <<16 + bh <8 + ¢
#endif
#if  LINUX_VERSION_CODE < KERNEL_VERSION 2,1,0
# include <linux/mm_h>
static inline unsigned long copy_to user void *to, const void *from,
unsigned long n
{
if lverify_area VERIFY_WRITE, to, n return n;
memcpy_tofs  to, from, n ;
return 0;
}
static inline unsigned long copy_from_user void *to, const void *from,
unsigned long n
{
if lverify_area VERIFY_READ, from, n return n;
memcpy_fromfs  to, from, n ;
return 0;
}
# define __initdata
# define __initfunc func func
#else
# include <asm/uaccess.h>
#endif
#ifndef signal_pending
# define signal_pending p p ->signal & ~ p ->blocked
#endif
10.4.3 2.2 2.4
Linux 2.0 2.4
2.0 2.2 API 2.2 2.4
1 DevFS
DevFS Linux 2.4 /dev
UNIX/Linux /dev
/dev
dev DevFS
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“</dev/hda’”
“</dev/ide0/...”" USB
DevFS /dev

““devfsd””
DevFS
CONFIG_DEVFS_FS
1

register_chrdev() unregister_chrdev()
devfs_register()
devfs_unregister()
devfs_register() devfs_unregister()
devfs_handle_t devfs_register devfs_handle_t dir, const char *name,
unsigned int flags,

unsigned int major, unsigned int minor,
umode_t mode, void *ops, void *info

void devfs_unregister devfs_handle_t de ;
devfs_handle_t DevFS

dir DevFS NULL DevFS /dev
flags DEVFS_FL_DEFAULT
major
minor
mode
ops file_operations block device operations
info file private_data
DEVICE_NAME MAJOR_NR
MINOR_NR device_fops init_module

cleanup_module
int init_module void

{

int ret;

if ret = register_chrdev MAJOR_NR, DEVICE_NAME, &device_fops ==
return ret;

}

void cleanup_module void

{
unregister_chrdev MAJOR_NR, DEVICE_NAME ;
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DEVICE_ENTRY

#include <linux/devfs_fs_kernel.h>
devfs_handle_t devfs_handle;

int init_module void

{

int ret;

if ret = devfs_register_chrdev MAJOR_NR, DEVICE_NAME, &device_fops
return ret;

devfs_handle = devfs_register NULL, DEVICE_ENTRY, DEVFS_FL_DEFAULT,
MAJOR_NR, MINOR_NR, S_IFCHR | S_IRUGO | S_IWUSR,
&device_fops, NULL ;
}

void cleanup_module void

{
devfs_unregister_chrdev MAJOR_NR, DEVICE_NAME

devfs_unregister devfs_handle ;

}
2 DevFS

devfs_mk_dir() DevFS
devfs_register dir

““/dev/mydevice’”

devfs_handle = devfs_mk_dir NULL, "mydevice™, NULL ;

devfs_register devfs_handle, DEVICE_ENTRY, DEVFS_FL DEFAULT,
MAJOR_NR, MINOR_NR, S_IFCHR | S_IRUGO | S_IWUSR,
&device_fops, NULL ;

3
IDE 3 /dev/had?
2 DevFS /dev/ide0/,/dev/idel/
devfs_register_series
printf() format
DEVICE_NR MINOR_START

devfs_handle = devfs_mk_dir NULL, "mydevice™, NULL ;

devfs_register_series devfs_handle, "device%u", max_device, DEVFS_FL_DEFAULT,

MAJOR_NR, MINOR_START, S_IFCHR | S_IRUGO | S_IWUSR,
&device_fops, NULL ;

devfs_register_blkdev()
devfs_unregister_blkdev ()
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3 /proc

/proc /proc
pid
/proc dentry
proc_dir_entry include/linux/proc_fs.h

struct proc_dir_entry {

unsigned short low_ino;

unsigned short namelen;

const char *name;

mode_t mode;

nlink_t nlink;

uid_t uid;

gid_t gid;

unsigned long size;

struct inode_operations * proc_iops;

struct file_operations * proc_fops;

get_info_t *get_info;

struct module *owner;

struct proc_dir_entry *next, *parent, *subdir;

void *data;

read_proc_t *read_proc;

write_proc_t *write_proc;

atomic_t count; /* use count */

int deleted; /* delete flag */
kdev_t rdev;
+
/proc Linux 2.2 proc_dir_entry
Linux 2.4
1
/proc proc_dir_entry
read proc  write_proc
/proc ““fo0”” Linux 2.2

foo_proc_entry
struct proc_dir_entry foo_proc_entry = {
namelen: 3,
name : "foo",
mode : S_IRUGO | S_IWUSR,
read_proc : foo_read proc,

write_proc : foo_write_proc,

}:
proc proc_root
struct proc_dir_entry proc_root = {
low_ino: PROC_ROOT_INO,
namelen: 5,
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name: "/proc",

mode: S_IFDIR | S_IRUGO | S_IXUGO,
nlink: 2,

proc_iops: &proc_root_inode_operations,
proc_fops: &proc_root_operations,
parent: &proc_root,

}
proc_register &proc_root, &foo_proc_entry ;

proc_unreigster &proc_root, foo_proc_entry.low_ino ;
Linux 2.4

struct proc_dir_entry *ent;

if ent = create_proc_entry "foo", S_IRUGO | S_IWUSR, NULL 1= NULL
ent->read_proc = foo_read_proc;
ent->write_proc = foo_write_proc;

}
remove_proc_entry "foo", NULL ;
2
/proc file
Linux 2.2
struct file_operations foo_file_ops = {
}
struct inode_operations foo_inode_ops = {
default_file_ops : &foo_file_ops;
1
struct proc_dir_entry foo_proc_entry = {
namelen: 3,
name : "foo",
mode : S_IRUGO | S_IWUSR,
ops : &foo_inode_ops,
}:
proc_register ¢&proc_root, &foo_proc_entry ;
proc_unreigster &proc_root, foo_proc_entry.low_ino ;
Linux 2.4

struct file_operations foo_file_ops = {
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struct proc_dir_entry *ent;

if ent = create_proc_entry "foo", S_IRUGO | S_IWUSR, NULL I= NULL  {
ent->proc_iops = &foo_inode_ops;
ent->proc_fops = &foo_file_ops;

remove_proc_entry(*foo", NULL);

block_device_operations

Linux 2.2
file_operations Linux 2.4 block_device_operations
DEVICE_NAME MAJOR_NR Linux 2.2

struct file_operations device_fops = {
open : device_open,
release : device release,
read : block read,
write : block write,
ioctl : device_ioctl,
fsync : block_fsync,

register_blkdev MAJOR_NR, DEVICE_NAME, &device_fops ;
Linux 2.4

#include <linux/blkpg.h>

struct block device_operations device fops = {
open : device_open,

release : device_release,

ioctl : device_ioctl,

}

register_blkdev MAJOR_NR, DEVICE_NAME, &device_fops ;
2
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“e 7z Linux2.2

void device_request void ;

blk_dev[MAJOR_NR].request_fn = &device_request;

void device_request void

{

while 1 {
INIT_REQUEST;

switch  CURRENT->cmd  {
case READ :
// read
break;
case WRITE :
// write
break;
default :
end_request 0 ;
continue;

}

end_request 1 ;

}
}
Linux 2.4

int device_make_request request_queue_t *q, int rw, struct buffer_head *sbh ;

blk_queue_make request BLK DEFAULT QUEUE MAJOR_NR ,&device make request ;

int device_make_request request_queue_t *q, int rw, struct buffer_head *sbh

{
char *bdata;
int ret = 0;

bdata = bh_kmap sbh ;

switch rw {
case READ :
// read
break;
case READA :
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// read ahead
break;
case WRITE :
// write
break;
default :
goto fail;
}

ret = 1;
fail:

sbh->b_end_io sbh, ret ;
return 0;

request_queue_t bh_kmap

4 PCI

Linux 2.4 cc i PCI
Linux 2.2 Linux 2.4

PCI

id id VENDOR_ID  DEVICE_ID Linux 2.2

struct pci_dev *pdev = NULL;

while pdev = pci_find_device VENDOR_ID, DEVICE_ID, pdev I= NULL  {
// initialize each device
}
Linux 2.4

struct pci_device_id device_pci_tbI[] __initdata = {
{ VENDOR_ID, DEVICE_ID, PCI_ANY_ID, PCI_ANY_ID },
{0,0,0,0},

}:

int device_init_one struct pci_dev *dev, const struct pci_device_id *ent ;
void device_remove_one struct pci_dev *pdev ;

struct pci_driver device_driver = {

name : DEVICE_NAME,

id_table : device pci_tbl,

probe : device_init_one,
remove : device_remove_one,
suspend : device_suspend,
resume : device_resume,
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if pci_register_driver &device _driver <=0
return -ENODEV;

pci_unregister_driver &device driver ;

5
6 bottom half softirg tasklets
Linux 2.2 Linux 2.4
tasklet SMP
CPU SMP
tasklet tasklet CPU CPU tasklet
bh SMP CPU
tasklet tasklet
3.5.6
7
1
Linux 2.2 Linux 2.2
Linux 2.4
include/linux/list.h list head

struct list_head {
struct list_head *next, *prev;

s

struct foo_list {
int data;
struct list_head list;

1
LIST_HEAD foo_list_head
struct list_head foo_list_head = LIST_HEAD INIT data_list_head ;

struct list_head foo_list_head;
INIT_LIST_HEAD &foo_list_head ;
list_add() list_del()
struct foo_list data;
list_add é&data.list, &foo_list head ;
list_del é&data.list ;
list for_each() list entry()
struct list _head *head, *curr;
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struct foo_list *element;

head
curr

&foo_list_head;
head->next;

list_for_each curr, head
element = list_entry curr, struct foo_list, list ;

2
Linux 2.2 Linux 2.4

Linux 2.2

struct wait_queue *wq = NULL;

interruptible_sleep_on &wq ;
wake_up_interruptible &wq ;

Linux 2.4

DECLARE_WAIT QUEUE_HEAD wq ;

wait_queue_head_t wq;
init_waitqueue_head &wg ;

10.5
C
2.0 Linux 2.2
2.2 2.4

Linux
10.5.1

1 init_moudle

2 cleanup_module init_module
cleanup_module init_module
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““Hello,world

/ * hello.c
* "Hello,world" */

/* */

#include <linux/kernel_h> /* */
#include <linux/module.h> /* */

/* CONFIG_MODVERSIONS */
#if CONFIG_MODVERSIONS==1
#define MODVERSIONS

#include <linux/modversions.h>

#endif
/* */
int init_module
{

printk "Hello, world - this is a simple module\n" ;

/* 0 init_module

return 0;
}
/* init_module */
void cleanup_module
{

printk "the module exits the kernel\n"
}
10.5.2 Makefiles

-C
_ KERNEL _ --
MODULE --
LINUX --
in/usr/include/linux/config.h

_ SMP__ --

CPU
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CONFIG_MODVERSIONS -- CONFIG_MODVERSIONS
usr/include/linux/modversions.h

Makefile
CC=gcc
MODCFLAGS := -Wall -DMODULE -D__KERNEL _ -DLINUX

hello.o: hello.c /usr/include/linux/version.h
$ CC $ MODCFLAGS -c hello.c
echo insmod hello.o to turn it on
echo rmmod hello to turn it off

echo
root hello.o
insmod hello rmmod hello
/proc/modules
10.5.3
1 #define _ NO_VERSION
module.h kernel _version kernel _version
version.h
__NO_VERSION__ module.h
2
3 x86
Id -m elf_i386 -r -0 <name of module>.0 < 1 >0< 2 >.0
start.c
/* start.c
* "Hello, world"
*/
/* */
/* */

#include <linux/kernel.h>
#include <linux/module.h>

/* CONFIG_MODVERSIONS */
#if CONFIG_MODVERSIONS==1
#define MODVERSIONS

#include <linux/modversions.h>

#endif

/* */
int init_module
{
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printk "Hello, world - this is the kernel speaking\n" ;

return 0;
}
stop.c
/* stop.c */
/* stop */
/* */

#include <linux/kernel.h>

#define __NO_VERSION__
#include <linux/module.h>
#include <linux/version.h>

#if CONFIG_MODVERSIONS==1
#define MODVERSIONS

#include <linux/modversions.h>
#endif

void cleanup_module

{

printk "Short is the life of a kernel module\n" ;
}
Makefile
CC=gcc
MODCFLAGS := -Wall -DMODULE -D__KERNEL _ -DLINUX

hello.o: start.o stop.o
Id -m elf_i1386 -r -0 hello.o start.o stop.o

start.o: start.c /usr/include/linux/version.h
$ CC $ MODCFLAGS -c start.c

stop.o: stop.c /usr/include/linux/version.h
$ CC $ MODCFLAGS -c stop.c
““hello”” 4KB
““rmmod hello>” rmmod
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11.1
Linux / 3
/
/dev/cua0 /dev/cual
512 1024
BSD
Linux
IDE /dev/hda2
IDE 3 2 Linux
chrdevs mknod
Linux
11.1.1 1/0
1/0
1/0
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CD-ROM

1/0

11.1

11.2

— 406 -

11.1

Linux

110

110

110

110



11.1.2

CPU

2940 SCSI

Linux

170

CSR

IDE

NCR 810 SCSI

Linux

rwx

IDE SCSl SCS1
CSR Adaptec

IDE /dev/hda
11.3

11.3
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Linux

Linux

file_operations file_operation
NULL
Linux

1

Linux
Linux 170

Linux
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11.2
11.2.1 1/0
170 170 170 1/0 port
1BM PC 170 65,536 8 170
8 16
16 32 4 4
CPU  1/0 in ins out outs
CPU 170 CPU
170 170
mov and or
1/0 DMA
170
1/0 11.4 CPU
Control Register Status Register
CPU Input Register
Output Register
——P —
C |[4¢— —
P 110
U < <«
——P —
11.4 1/0
1/0
170

— 409 -



Linux

1/0 ?1in out ins outs 1/0

1 inb() inw() inl(

170 1 2
16

)

4

2 inb p() inwp() inl p()

170 1 2
CPU

4

3 outb( ) outw() outl()

170 1 2

SN

1/0 1

2

5 insb( ) insw( ) insl()

170 1

2

2

4

4

4

4

6 outsb( ) outsw( ) outsl()
1/0 1
1/0
I1SA
1/0
1/0
request_region( )
1/0
check_region( )
170
release_region( )
170
170 170
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outb p( ) outw p( ) outl p()

““prTecwrec1””
32
“ dummy
1/0 1/0
1/0
iotable
3
1/0
170
/proc/ioports

170

Linux

CPU



11.2.2

170

1/0

170
170

170

170
PC
170

1/0

USB

11.2.3

Linux

mknod

170

PC

170

PCMCIA SCSI

170
170

mknod(const char * filename, int mode, dev_t dev)

dev_t

8
MAJOR
16
kdev_t
Linux
32

8

MINOR 16

dev_t

Linux 2.4

kdev_t

IRQ
170
170
170
CPU

3
16

3
MKDEV
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/dev documentation/devices.txt
include/linux/major.h
/dev 11.1
11.1
/dev/fd0 2 0
/dev/hda 3 0 1 IDE
/dev/hda2 3 2 1 IDE 2
/dev/hdb 3 64 2 IDE
/dev/hdb3 3 67 2 IDE 3
/dev/ttyp0 3 0
/dev/console 5 1
/dev/Ipl 6 1
/dev/ttySO 4 64 1
/dev/rtc 10 135
/dev/null 1 3
/dev/hda
/dev/hda2
/dev/null “e 7z
/tmp/disk
s & 7 3 0
/dev/hda
1 /dev/ttySO
1
. 1/0
[ ]
CD-ROM RAM
RAM RAM
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. 1/0

170

BSD UNIX
etho0

socket( ) bind( ) [listen( ) accept() connect( )

UNIX BSD
11.2.4 VFS
VFS
VFS
170
170 170
11.2.5
CPU
CPU 170 CPU
170 CPU CPU
CPU
L 42 k4
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1 Linux

Linux

irgaction

request_irg ( )
int request_irg(unsigned int irq, /*
void (*handler)(int, void *, struct pt_regs *),/*
unsigned long irgflags,
const char * devname,
void *dev_id)
irgaction 11.5
struct irgaction {
void (*handler)(int, void *, struct pt_regs *);
unsigned long flags;
unsigned long mask;
const char *name;
void *dev_id;
struct irgaction *next;
}:

static struct irgaction *irg_action[NR_IRQS+1]
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request_irqg ( )

*/
*/
/* */
/* */



Irg_action

N W

[y

PC

Linux

IRQ
PCI

PCI PCI
PCI

11.5
2 Linux

Linux

Irgaction Irgaction
han dler han dler
flags flags
mask mask
name name
dev_id dev_id
next next
Irgaction
handler
flags
mask
name
dev_id
next
11.5 1irgaction
irg_action
PCI
1SA
1SA I1SA
CPU Linux
0
1SA
1SA 1SA
PCI PCI
BIOS PCI
PCI PCI-PCI
PCI
PCI Linux 1
irg_action irgaction
Linux
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Linux
irg_action 6
irg_action 7
Linux
/
1 /
2 read() request()
3
4
read() request()
5 read() request()
11.2.6 DMA
PC DMAC
RAM  1/0 DMAC CPU
DMAC CPU  DMAC
DMAC
CPU
1SA DMAC
DMAC
3
CPU CPU
CPU
PC
Compag Alpha
DMA
170 DMAC DMA
DMAC 170 170
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DMAC
PCI SCSI
4
Sun  SPARC
CPU
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170 DMAC DMAC

170
DMAC 1/0 IRQ CPU
170 DMA
virt_to bus bus_to virt
IRQ DMAC
DMA
1 ISA DMA
ISA DMAC
DMAC
ISA DMAC

1 open( ) 1 0
) request_irq( ) ISA DMAC IRQ

) request_dma( ) DMA

. DMA

. DMA

2 DMA read write

) set_dma_mode( ) /

) set_dma_addr() DMA 24
DMAC RAM 16MB

) set_dma_count( )

) set_dma_dma( ) DMA

. DMAC

170

) disable_dma( ) DMA

) get_dma_residue( )

3 release 0
. DMA

) free_dma( ) DMA

) free_irq( ) DMA IRQ

2 PCI DMA

PCI DMA DMAC 170 open()

IRQ DMA
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DMA PCI DMA
1/0 DMA
release
IRQ
11.2.7 1/0
1/0
MB  RAM
1
PC 1/0 3
1 1SA
1/0 0xa0000  OxfFfFfff 640K  1MB
2 VESA VLB
1/0 0xe00000  OxFFFFff
14MB  16MB
3 PCI
1/0 RAM
2 1/0
1/0 PC
1/0 PAGE_OFFSET
PAGE_OFFSET 0xc0000000
4GB
1/0 PC
32 0xc0000000
0x000b0fe4 1/0 1l 0xFc000000
1/0 12
t1 = *((unsigned char *)(0xc00b0fe4));
t2 = *((unsigned char *)(0xfc000000));
RAM
4GB 1 0xc00b0fe4
1/0 0x000b0fe4 640K  1MB ““ISA 77
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2 170 RAM

0xfc000000 0xfc000000
1/0
ioremap( ) ioremap( ) wvmalloc()
get_vm_area( ) vm_struct 1/0
ioremap( )
2
io_mem = ioremap(0xfbh000000, 0x200000);
t2 = *((unsigned char *)(io_mem + 0x100000));
1 2MB 0xfb000000 2
0xfc000000 iounmap( )
PC 170
0xc0000000 Linux
170
readb, readw, readl
1/0 1 2 4
writeb, writew, writel
1/0 1 2 4
memcpy_fromio, memcpy_toio
170
1/0
memset_io
170

0xfc000000 1/0

io_mem = ioremap(Oxfb000000, 0x200000);
t2 = readb(io_mem + 0x100000);

170

11.2.8

SVR4 DDI/DDK
Device-Driver Interface Driver-Kernel Interface

Linux DDI/DKI 3
file_operations
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ioctl() cdrom_
ioctl()
ioctl()

floppy_ioctl ()
static int floppy_ioctl(struct inode *inode, struct file *Ffilp,
unsigned int cmd, unsigned long param)

cmd FDEJECT
ioctl() Iseek
11.3
CPU
11.3.1
register_blkdev() blkdevs

fs/block_dev.c

static struct {

const char *name;

struct block_device_operations *bdops;
} blkdevs[MAX_BLKDEV];

Linux 2.4
file_operations
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block_device_operations
struct block_device_operations {
int (*open) (struct inode *, struct file *);
int (*release) (struct inode *, struct file *);
int (*ioctl) (struct inode *, struct file *, unsigned, unsigned long);
int (*check_media_change) (kdev_t);
int (*revalidate) (kdev_t);
struct module *owner;

file_operation VFS
block_device_operations

block_device_operations

register_blkdev fs/block _dev.c
int register_blkdev(unsigned int major, const char * name, struct block_device_operations
*bdops)
{
if (major == 0) {
for (major = MAX_BLKDEV-1; major > 0; major--) {
if (blkdevs[major].bdops == NULL) {
blkdevs[major].name = name;
blkdevs[major].bdops = bdops;
return major;
}
}
return -EBUSY;
}
if (major >= MAX_BLKDEV)
return -EINVAL;
if (blkdevs[major].bdops && blkdevs[major].bdops != bdops)
return -EBUSY;
blkdevs[major].name = name;
blkdevs[major].bdops = bdops;
return O;

file_operations

file_operations fs/block dev.c
struct file_operations def_blk fops = {
open: blkdev_open,
release: blkdev_close,
I1seek: block_lIlseek,
read: generic_file_read,
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write: generic_file_write,
mmap : generic_file_mmap,
fsync: block_fsync,
ioctl: blkdev_ioctl,
b
open()
open 11.6
open() ——
sys_open()
filp_open() [fs/open.c
dentry_open()
blkdev_open() —— fs/block_dev.c
11.6 open()
11.6 open def _blk_fops
blkdev_open blkdev_open
block_device_operations block_device_operations
open open
, DevFS .
devfs_register_blkdev() fs/devfs/base.c
/**
* devfs_register_blkdev - Optionally register a conventional block driver.
* @major: The major number for the driver.
* @name: The name of the driver (as seen in /proc/devices).
* @bdops: The &block device operations structure pointer.
*
* This function will register a block driver provided the "devfs=only"
* option was not provided at boot time.
* Returns 0 on success, else a negative error code on failure.
*
/

int devfs_register_blkdev (unsigned int major, const char *name,
struct block _device_operations *bdops)

{
if (boot_options & OPTION_ONLY) return O;

return register_blkdev (major, name, bdops);
} /* End Function devfs_register_blkdev */
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11.3.2

block
170
Linux

1024 2048 4096

512 1024 2014
sector
2
PC 512
Ext2
blksize size
blksize_size[M] NULL M
1024
RAM
170
VFS

11.7
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.

A
generic file read() "VFS
generic file write()

bread()
breada()

Il rw block

getblk()

Ram Je-sf )

11.7

read( ) write()

read write

generic_file_write ()

read write

() generic_file_write ()

read write

generic_file read () generic_file write ()

generic_file_read () generic_file write ()

getblk( ) I1_rw_block( )

VES

bread( ) breada( )

getblk( ) Il_rw_block( )

170

DMAC
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generic_file read ()

generic_file_read
1/0
getblk()
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VFS

170

170

request include/linux/blkdev.h
/*
* Ok, this is an expanded form so that we can use the same
* request for paging requests.
*/
struct request {
struct list_head queue;
int elevator_sequence;

volatile int rg_status; /* should split this into a few status bits */

#define RQ_INACTIVE -
#define RQ_ACTIVE 1
#define RQ_SCSI_BUSY OxFfff
#define RQ_SCSI_DONE Oxfffe

#define RQ_SCSI_DISCONNECTING  OxffeO

kdev_t rq_dev;

int cmd; /* READ or WRITE */
int errors;

unsigned long sector;

unsigned long nr_sectors;

unsigned long hard_sector, hard_nr_sectors;
unsigned int nr_segments;

unsigned int nr_hw_segments;

unsigned long current_nr_sectors;
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void * special;

char * buffer;

struct completion * waiting;
struct buffer_head * bh;
struct buffer_head * bhtail;
request_queue_t *q;

b
2.2
struct request
cmd READ RAM
WRITE RAM rq_status
RQ_INACTIVE RQ_ACTIVE

rq_dev sector
nr_sector  current_nr_sector
sector nr_sector current_nr_sector

b_regnext
bh  bhtail
buffer
b_data
b_regnext
request_queue_t wait_for_request
get_request wait()
get_request( )
NULL
4
next
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struct request_queue

{

/*
* the queue request freelist, one for reads and one for writes
*/

struct request_list rq[2];

/*
* Together with queue_head for cacheline sharing
*/

struct list_head queue_head;

elevator_t elevator;

request_fn_proc
merge_request_fn
merge_request_fn
merge_requests_fn
make_request_fn
plug_device_fn
/*

* The queue owner gets to use this for whatever they like.
* 11 _rw_blk doesn"t touch it.

*/

void * queuedata;

request_fn;
back_merge_fn;
front_merge_fn;
merge_requests_fn;
make_request_fn;
plug_device_fn;

¥ % X X * *

/*
* This is used to remove the plug when tq_disk runs.
*/

struct tq_struct plug_tq;

/*

* Boolean that indicates whether this queue is plugged or not.
*/

char plugged;

/*

* Boolean that indicates whether current_request is active or
* not.

*/

char head_active;

/*

* Is meant to protect the queue in the future instead of
* io_request_lock

*/

spinlock_t queue_lock;

/*
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* Tasks wait here for free request
*/
wait_queue_head_t wait_for_request;
Y
typedef struct request_queue request_queue_t;
request_list
struct request_list {
unsigned int count;
struct list_head free;

¥
elevator_t request_fn_proc
plug_device_fn request_fn
request_fn_proc request_fn_proc #typedef

typedef void (request_fn_proc) (request_queue_t *q)

request_queue

request_fn( )

5
blk dev_struct
struct blk_dev_struct {
/*
* queue_proc has to be atomic
*/
request_queue_t request_queue;
queue_proc *queue;
void *data;
Y
request_queue queue
0
data gueue
blk_dev

struct blk_dev_struct blk_dev[MAX_BLKDEV];

generic_file read ()
generic_file write ()
blk dev_struct
11.8
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buffer_head

request

blk_bcv_struct

11.3.3

ssize_t generic_file_read(struct file * filp, char * buf, size_t count, loff_t
generic_file_write(struct file *file,const char *buf,size_t count, loff_t *ppos)

ssize_t
filp

Buf

Count
ppos

blk_dcv

buffer_hear

requesl_fri
current_request

generic_file_read ()

buffer_heard request
buffer_head
request request
dev dev
cmd cmd
bh | bh
bhlail bhlail
next — next
buffer_head
b_dev
b_blocknr
b_rpe
b_prev_free
b_requexl

generic_file read

generic_file_write

filp->f _pos

generic_file_write ()

*ppos)
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superformat /dev/fd0
generic_file_write

bread( ) breada( )

bread( )
bread()
generic_file_read
bread( )
fs/buffer.c
/**
* bread() - reads a specified block and returns the bh
* @block: number of block
* @size: size (in bytes) to read
* Reads a specified block, and returns buffer head that
* contains it. It returns NULL if the block was unreadable.
*/
struct buffer_head * bread(kdev_t dev, int block, int size)
{
struct buffer_head * bh;
bh = getblk(dev, block, size);
touch_buffer(bh);
if (buffer_uptodate(bh))
return bh;
I1_rw_block(READ, 1, &bh);
wait_on_buffer(bh);
if (buffer_uptodate(bh))
return bh;
brelse(bh);
return NULL;
}
o getblk( )
getblk( )
o buffer_uptodate
getblk( )
o I11_rw block( )
o wait_on_buffer()

b wait
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breada( ) bread( )

2 1l _rw_block( )

11_rw_block( )
void Il_rw_block(int rw, int nr, struct buffer_head * bhs[])

o rw READ WRITE READA WRITEA

. bhs nr

block/11_rw_blk.c
void Hl_rw_block(int rw, int nr, struct buffer_head * bhs[])

unsigned int major;
int correct_size;
int i;

if (Inr)
return;

major = MAJOR(bhs[0]->b_dev);

/* Determine correct block size for this device. */
correct_size = get_hardsect_size(bhs[0]->b_dev);

/* Verify requested block sizes. */
for (i =0; i <nr; i++) {
struct buffer_head *bh = bhs[i];
if (bh->b_size % correct_size) {
printk(KERN_NOTICE "I1lI_rw_block: device %s: "
"only %d-char blocks implemented (%u)\n",
kdevname(bhs[0]->b_dev),
correct_size, bh->b_size);
goto sorry;

if ((rw & WRITE) && is_read_only(bhs[0]->b_dev)) {
printk(KERN_NOTICE "Can"t write to read-only device %s\n",
kdevname(bhs[0]->b_dev));
goto sorry;
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for (i =0; i <nr; i++) {
struct buffer_head *bh = bhs[i];

/* Only one thread can actually submit the 1/0. */
if (test_and_set bit(BH_Lock, &bh->b_state))
continue;

/* We have the buffer lock */
atomic_inc(&bh->b_count);
bh->b_end_io = end_buffer_io_sync;

switch(rw) {
case WRITE:
if (latomic_set_buffer_clean(bh))
/* Hmmph! Nothing to write */

goto end_io;
__mark_buffer_clean(bh);
break;
case READA:
case READ:

if (buffer_uptodate(bh))
/* Hmmph! Already have it */

goto end_io;
break;
default:
BUGQO:
end_io:
bh->b_end_io(bh, test_bit(BH_Uptodate, &bh->b_state));
continue;
}
submit_bh(rw, bh);
}
return;
sorry:
/* Make sure we don"t get infinite dirty retries.. */
for (i =0; 1 <nr; i++)
mark_buffer_clean(bhs[i]);
}

11_rw_block()

ro_bits drivers/block/11_rw_blk.c
static long ro_bits[MAX_BLKDEV][8];
ioctl()

is_read only
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2 for

buffer_head b_end_io
end_buffer_io_sync
BH Dirty 1 0
__mark_buffer_clean(bh) LRU
buffer_uptodate 0
submit_bh “ 7z
11.3.4 RAM
1 RAM
RAM
RAM
RAM
RAM
RAM RAM
RAM RAM
RAM
2 Linux  RAM
RAM RAM
RAM
RAM
s static struct block _device_operations rd_bd op = {
owner: THIS_MODULE,
open: rd_open,
ioctl: rd_ioctl,
j
Linux RAM 1 rd_open () ,
INITRD_MINOR INITRD

0
filp->f_op = &initrd_fops
static struct file_operations initrd_fops = {
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read: initrd_read,
release: initrd_release,
>
INITRD initrd_read ()
memcpy_tofs (buf (char *)
initrd_start+file->f pos count) initrd_release ()
INITRD
RAM rd_ioctl ()
/
RAM
int init_module(void) /* rd_init()*/
void cleanup_module(void)
ramdisk
RAM 3

1 int identify_ramdisk_image(kdev_t device, struct file *fp, int
start_block)

2 static void rd_load_image(kdev_t device, int offset)
RAM offset
3 wvoid rd_load ()

ROOT_DEV
Linux RAM

11.3.5

IDE Integrated Drive Electronics

11.1(a) (&)

11.1 (a) IDE
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11.1 )

D7D6D5D4D3D2D1D0

0001R3R2R1RO

1111R3R2R1R0

0010IMOT

00110MOT

ID 01000000

01010000

| 1=0 BDRQ BDRQ

2 Linux

drivers/ide/hd.c
include/linux/hdreg.h

Linux

static struct block_device_operations hd_fops = {

open: hd_open,
release: hd_release,
ioctl: hd_ioctl,
Y
3 hd_open () hd_release ()
hd _release () 1

hd.c hd out ()

static void hd_out(unsigned int drive,unsigned int nsect,unsigned int sect,
unsigned int head,unsigned int cyl,unsigned int cmd,
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void (*intr_addr)(void));
drive nsect sect
head cmd

cmd SET_INIT(intr_addr)
DEVICE_INTR
hd_request ()

hd_out () DEVICE_INIT hd_request()
hd_out()

1 void unexpected_hd_interrupt(void)
( SET_TIMER)
2 static void bad_rw_intr(void)

. 4
° 8
. 16

3 static void recal_intr(void)
4 static void read_intr(void)
5 static void write_intr(void)
6 static void hd_interupt(void)
hd_interupt ()
hd_interupt () DEVICE_INTR
DEVICE_INTR unexpected_hd_interrupt()
check_status ()
contorller_ready () drive_busy ()
dump_status ()

wait_DRQ ()

bad_rw_intr ( )
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reset_controller () reset _hd ()
hd_init ()
RAM
11.4
UNIX
TTY TTY 0
1 63 63 64 255 192
CRT <« i PC
“ i 1 /dev/mem 2
dev/kmem/ 3 “e 7? /dev/null 8
/dev/random Linux
Documentation/devices. txt
11.4.1
“e 77 /dev/null
dev/null “e i 1
1 cc s
MEM_MAJOR

include/linux/major.h
#define MEM_MAJOR 1

file_operatins
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static struct file_operations memory_fops = {
open: memory_open, /* just a selector for the real open */

};

memory_fops file_operations

memory_open
static int memory_open(struct inode * inode, struct file * filp)

{
switch (MINOR(inode->i_rdev)) {
case 1:
filp->f_op = &mem_fops;
break;
case 2:
filp->f_op = &kmem_fops;
break;
case 3:
filp->f_op = &null_fops;
break;
}
it (filp->f_op && Filp->f_op->open)
return filp->f_op->open(inode,filp);
return O;
}
/dev/null 3 file_operations null_fops
static struct file_operations null_fops = {
Ilseek: null_lIseek,
read: read_null,
write: write_null,
¥
open NULL
write() write_null()

static ssize_t write_null(struct file * file, const char * buf,
size_t count, loff_t *ppos)
{

return count;

}
count

read_null

static ssize_t read_null(struct file * file, char * buf,
size_t count, loff_t *ppos)

{

return 0;

}

~439-



Linux

11.4.2

device_struct

fs/devices.c
struct device_struct {
const char * name;
struct file_operations * fops;

b
name fops
device_struct chrdevs
static struct device_struct chrdevs[MAX_CHRDEV];
255 255
0
chrdevs register_chrdev( )
unregister_chrdev( ) register_chrdev

int register_chrdev(unsigned int major, const char * name, struct file_operations *fops)
{
if (major == 0) {
write_lock(&chrdevs_lock);
for (major = MAX_CHRDEV-1; major > 0; major--) {
if (chrdevs[major].fops == NULL) {
chrdevs[major].name = name;
chrdevs[major].fops = fops;
write_unlock(&chrdevs_lock);
return major;
}
}
write_unlock(&chrdevs_lock);
return -EBUSY;
}
if (major >= MAX_CHRDEV)
return -EINVAL;
write_lock(&chrdevs_lock);
if (chrdevs[major].fops && chrdevs[major].fops !'= fops) {
write_unlock(&chrdevs_lock);
return -EBUSY;
}
chrdevs[major].name = name;
chrdevs[major].fops = fops;
write_unlock(&chrdevs_lock);
return 0;

major O 1
chrdevs

chrdevs
register_chrdev(6, "lp", &lp_fops);
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file_operations fs/devices.c

/*
* Dummy default file-operations: the only thing this does
* is contain the open that then fills in the correct operations
* depending on the special file...
*/
static struct file_operations def_chr_fops = {
open: chrdev_open,
b
file_operations
file_operations chrdev_open

/*
* Called every time a character special file is opened
*/

int chrdev_open(struct inode * inode, struct file * filp)

{
int ret = -ENODEV;

filp->f_op=get_chrfops(MAJOR(inode->i_rdev), MINOR(inode->i_rdev));
if (filp->f_op) {
ret = 0;
if (filp->f_op->open != NULL) {
lock_kernel();
ret = filp->f_op->open(inode,filp);
unlock_kernel();

}
}
return ret;
}
MAJOR MINOR i_rdev
get_chrfops
open
open()
open( )
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11.4.3

Linux ,
C++

param.h

dir.h

user.h

tty.h

fs.h Buffer header

#include <linux/kernel.h>

#include <linux/module.h>

#if CONFIG_MODVERSIONS==1 /* CONFIG_MODVERSIONS */
#define MODVERSIONS

#include <linux/modversions.h>

#endif

/* */

#include <linux/fs.h>

#include <linux/wrapper.h>

/* */

#ifndef KERNEL_VERSION

#define KERNEL_VERSION(a,b,c) ((a)*65536+(b)*256+(c))
#endif

#if LINUX_VERSION_CODE > KERNEL_VERSION(2,4,0)
#include <asm/uaccess.h> /* for copy_to_user */
#endif

#define SUCCESS 0

/* */
/* /proc/devices */
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#define DEVICE_NAME "char_dev"

/* */
#define BUF_LEN 100

/* */
static int Device Open = 0

/* */
static char Message[BUF_LEN]

/* */
static char *Message Ptr

/* */
static int Major;

2 open ()

static int device_open(struct inode *inode,
struct file *file)

{

static int counter = 0;

#ifdef DEBUG
printk (“device_open(%p,%p)\n", inode, file);
#endif

printk(“"Device: %d.%d\n",
inode->i_rdev >> 8, inode->i_rdev & OxFF);

/*
if (Device_Open)
return -EBUSY;

Device_Open++;

/*
*/
sprintf(Message,
"If I told you once, I told you %d times - %s",
counter++,

"Hello, world\n");
Message_Ptr = Message;
/*

*/
MOD_INC_USE_COUNT;

*/
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return SUCCESS;
}

3 release ()

#if LINUX_VERSION_CODE >= KERNEL_VERSION(2,4,0)

static int device_release(struct inode *inode,
struct file *file)

#else

static void device_release(struct inode *inode,
struct file *file)

#endif

{

#ifdef DEBUG

printk (“device_release(%p,%p)\n", inode, file);
#endif

/* */
Device_Open --;

/*
MOD_DEC_USE_COUNT;

#if LINUX_VERSION_CODE >= KERNEL_VERSION(2,4,0)
return 0;
#endif

}
4 read ()

#if LINUX_VERSION_CODE >= KERNEL_VERSION(2,4,0)
static ssize_t device_read(struct file *file,

char *buffer, /* */
size_t length, /* */
loff_t *offset) /* */

#else

static int device_read(struct inode *inode,
struct file *file,

char *buffer, int length)
#endif
{
/* */
int bytes read = 0;
/* 0 */
if (*Message Ptr == 0)
return O;
/* */
while (length && *Message Ptr) {
/*
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*/
copy_to_user(buffer++,*(Message_Ptr++), length--);
bytes_read ++;

}

#ifdef DEBUG
printk ("Read %d bytes, %d left\n",
bytes_read, length);
#endif

/* Read */
return bytes read;

}
5 write ()

#if LINUX_VERSION_CODE >= KERNEL_VERSION(2,4,0)
static ssize_t device_write(struct file *file,
const char *buffer,
size_t length,
loff_t *offset)
#else
static int device_write(struct inode *inode,
struct file *file,
const char *buffer,
int length)
#endif
{

int i;
#ifdef DEBUG

printk (“device_write(%p,%s,%d)", file, buffer, length);
#endif

#if LINUX_VERSION_CODE >= KERNEL_VERSION(2,4,0)
copy_from_user(Message, buffer length);

Message_Ptr = Message;
/* */

return i;

}
6

init_module

struct file_operations Fops = {
read: device_read,
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write: device_write,
open: device_open,
release: device_release

};
;

init_module e init_module
module_register_chrdev

int init_module()
{
/* */
Major = module_register_chrdev(0,
DEVICE_NAME,
&Fops);

/* */
if (Major < 0) {
printk ("%s device failed with %d\n",
"Sorry, registering the character”,
Major);
return Major;

}

printk ("%s The major device number is %d.\n",
"Registeration is a success.",
Major);
printk ("If you want to talk to the device driver,\n");
printk ("you"ll have to create a device file. \n");
printk ("We suggest you use:\n");
printk (“mknod <name> ¢ %d <minor>\n", Major);
printk ("You can try different minor numbers %s",
"and see what happens.\n");

return 0;
}
/proc
void cleanup_module()
{ -
int ret;
/* */

ret = module_unregister_chrdev(Major, DEVICE_NAME);
/* */

if (ret <0)
printk("Error in unregister_chrdev: %d\n", ret);
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gce

Linux

Linux C gcc
gcc -C
-D__KERNEL__ -DMODULE gcc
/lib/modules/xxxx/misc  XXXX depmod
insmod rmmod Ismod
int init_module(void) insmod
init_module 0

void cleanup_module (void)

register_chrdev

mknod
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Windows NT

Linux

Linux

1 Linux

4 12.

2 Linux

Linux

Linux
Linux

12.1

Linux
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12.1 Linux
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o (protoal)
J (socket) 1/0
J (device and interface) — —
J (sh_buff)
4 12.2
EET
/////' EEW#BZ‘*\\\\\
BEET AN
o s
12.2 Linux
12.2 4
3 4

Linux

12.2

—TCP/IP
12.2.1
1SO oSl
oSl
0Sl oSl
TCP/1P
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12.1
12.1 0S1 TCP/1P
0S1 TCP/1P
Internet
12.2.2 TCP/IP
TCP/1P TCP/1P
12.2
12.2 TCP/1P
TELNET FTP SMTP DNS
TCP UDP
Internet 1P
ARPANET SATNET
PPP/SLIP LAN
IP Internet TCP
12.2.3 Internet
IP TCP/IP 0sl
IP IP
IP
IP ¥ 3 7
1P
1P
IP IP
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12.3 1P 1P

TCP/IP

| |pip |TCP|data| | | pip TCP|data|

| | 1P |Tcp|data | | 1P |7cp|data

|ETHER| 1P TCP|data| |ETHER| 1P |TCP|data|

"

12.3 TCP/IP
IP IP 1P IP IP
12.4
| |
|DF|MF|
|
12.4 1P
12.2.4 TCP
TCP
TCP
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B TCP

A
ACK 201

12.3.1

socket

socket
1 socket

—452 —

M+1

A 12.6

12.6  SYN 200

TCP

SYN 50

ACK 51
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ACK 51;SYN 200

A
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TCP
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TCP
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socket

i
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2 socket

3 Linux socket
12.3.2
Linux “e 7z
Linux 12.3
Linux BSD BSD
BSD BSD
Linux BSD
12.4 12.3 12.4
12.3 Linux
UNIX UNIX
INET TCP/IP Internet
AX25 Amater radio X25
APPLETALK Appletalk DDP
IPX Novell IPX
X25 X25
12.4 Linux BSD
BSD
strean INET TCP
datagram
INET UDP
raw IP
packet BSD Linux BSD
INET
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12.3.3
INET Internet TCP BSD
12.8 Linux
BiDEHEF
INETEHEF
TCP
12.8 INET
INET BSD Internet
include/linux/net.h proto_ops
struct proto_ops {
int family;
int (*release) (struct socket *sock);
int  (*bind) (struct socket *sock, struct sockaddr *umyaddr,
int sockaddr_len);
int  (*connect) (struct socket *sock, struct sockaddr *uservaddr,

int sockaddr_len, int flags);
int  (*socketpair) (struct socket *sockl, struct socket *sock2);

int (*accept) (struct socket *sock, struct socket *newsock,
int flags);
int  (*getname) (struct socket *sock, struct sockaddr *uaddr,

int *usockaddr_len, int peer);
unsigned int (*poll) (struct file *file, struct socket *sock, struct poll_table_struct
*wait);

int  (*ioctl) (struct socket *sock, unsigned int cmd,
unsigned long arg);

int (*listen) (struct socket *sock, int len);

int  (*shutdown) (struct socket *sock, int flags);

int (*setsockopt) (struct socket *sock, int level, int optname,
char *optval, int optlen);

int (*getsockopt) (struct socket *sock, int level, int optname,
char *optval, int *optlen);

int (*sendmsg) (struct socket *sock, struct msghdr *m, int total_len, struct
scm_cookie *scm);

int  (*recvmsg) (struct socket *sock, struct msghdr *m, int total_len, int flags,
struct scm_cookie *scm);

int  (*mmap) (struct file *file, struct socket *sock, struct vm_area_struct * vma);

ssize_t (*sendpage)  (struct socket *sock, struct page *page, int offset, size_t size, int
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flags);

};
file_operations BSD
proto_ops BSD INET socket
BSD socket include/linux/net.h
struct socket
{
socket_state state;
unsigned long flags;
struct proto_ops *0ps;
struct inode *inode;
struct fasync_struct *fasync_list; /* Asynchronous wake up list */
struct file *file; /* File back pointer for gc */
struct sock *sk;
wait_queue_head_t wait;
short type;
unsigned char passcred;
}:
INET sock
sock include/net/sock.h 80
BSD socket sock sk sock
socket BSD socket sock
sock sock
proto sock
TCP sock
TCP
/
sockaddr
include/linux/socket.h
struct sockaddr {
sa_family_t sa_family; /* address family, AF_xxx */
char sa_data[14]; /* 14 bytes of protocol address */
}
INET IP
/etc/services
BSD
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Linux BSD
BSD
BSD
BSD

inet_protos

include/net/protocol.h
struct inet_protocol *inet_protos[MAX_INET_PROTOS];

/* This is used to register protocols. */
struct inet_protocol

{
int (*handler)(struct sk_buff *skb);
void (*err_handler)(struct sk_buff *skb, u32 info);
struct inet_protocol *next;
unsigned char protocol;
unsigned char copy:1;
void *data;
const char *name;
b

12.3.4 socket

12.9 socket
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socket socket v

bind

y
U

listen

connect

»
>

A 4
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- D

server socket client socket

accept
read

)

12.9 socket

1

Linux socket()

net/socket.c
asmlinkage long sys_socket(int family, int type, int protocol)
{
int retval;
struct socket *sock;

retval = sock _create(family, type, protocol, &sock);
if (retval < 0)
goto out;

retval = sock map_fd(sock);
if (retval < 0)
goto out_release;

out:
/* 1t may be already another descriptor 8) Not kernel problem. */
return retval;

out_release:
sock_release(sock);
return retval;
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sockfs net/socket.c

static struct vfsmount *sock_mnt;
static DECLARE_FSTYPE(sock_fs_type, "sockfs",sockfs_read_super, FS_NOMOUNT);

kern_mount()

vfsmount sock_mnt
sockfs
sock_create() socket
“ i socket sock
BSD socket
proto_ops
BSD SOCK_STREAM SOCK_DGRAM
proto_ops
fd file
BSD BSD
12.10
socket sock socket
sock
inode union
socket

struct inode
union {

struct socket socket_i;
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file_struct

count
close on exec
open fs
fd[0] file
fd[1] f mode
f pos
f flags
fd[U] f count
f owner
fop
finode S~ inode
f version
sock
type SOCK_STREAM R
ops
data
sock
type
protocol
socket
12.10 socket inode
socket inode union
union
2 INET BSD bind
Internet
INET
IP
socket TCP_CLOSE
1P
IP INET

BSD

ioctl
close
fasync

Iseek
read

write
select

SOCK_STREAM

inode

socket

sock

INET BSD

TCP

sockaddr
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ifconfig IP sock
rcv_saddr saddr IP
INET BSD
TCP IP
socket/sock TCP sock
sock
TCP
3 INET BSD connect
INET BSD
BSD socket
SS_UNCONNECTED
TCP 3 - i 12.2 ——
TCP sock sock
tcp_listening_hash TCP sock
4 listen [INET BSD
INET
socket TCP_LISTEN
TCP TCP sock
sock TCP bottom_half
sk_buff sock
receive_gueue sk_buff sock
5 accept
socket socket
INET
TCP
socket
TCP
sk_buff TCP sock INET
sock socket socket
fd
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12.3.5 socket

socket socket
12.5

12.5 socket

Accept

Bind

Connet

Getpeername

Getsockname

Getsockopt

Listen

Recv

Recvfrom

Send

Sendto

Setdomainname

Sethostid

Sethostname

Setsockopt

Shutdown

Socket

Socketcall

Socketpair

12.4

sk _buff
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12.4.1
12.11
[ ] ]
L] L]
S T e
12.11
sk_buff
Linux
12.4.2
sk_buff_head
1 2
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void append_frame(char *buf, int len){
struct sk_buff *skb=alloc_skb(len, GFP_ATOMIC); /* */
iT(skb==NULL)
my_dropped++;
else {
kb_put(skb,len);
memcpy (skb->data,data, len); /* */
skb_append(&my_list, skb); /* */
}
}

void process_frame(void){
struct sk_buff *skb;
while((skb=skb_dequeue(&my_list))!=NULL)

{
process_data(skb); /*
*/
kfree_skb(skb, FREE_READ); /*
}
}
append_frame( ) process_frame( )
net/core/dev.c
netif rx( ) net_bh( )
——append_Fframe( ) alloc_skb( )
len 12.12 (@)
[ ]
[ ]
[ ]
skb_put( ) 12.12 (d)
memcpy( )
skb_reserve( ) 12.12 (b) ,

skb=alloc_skb(len+headspace, GFP_KERNEL);

skb_reserve(skb, headspace);
skb_put(skb,len);
memcpy_fromfs(skb->data,data, len);
pass_to_m_protocol (skb);

12.12 sk_buff
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(a) alloc_skb

(b) alloc_reserv

(c) sk_buff

(d) skb_put

(e) skb_push

—

(f) skb_pull
12.12 sk_buff

12.4.3 sk buff

sk_buff
include/linux/skbuff.h

struct sk_buff {
/* These two members must be first. */

struct sk _buff * next; /* Next buffer in list*/
struct sk _buff * prev; /* Previous buffer in list*/
struct sk _buff _head * list; /* List we are on */
struct sock *sk; /* Socket we are owned by */
struct timeval stamp; /* Time we arrived */
struct net_device *dev; /* Device we arrived on/are leaving by */

/* Transport layer header */
union

— 464 -



struct tcphdr  *th;

struct udphdr  *uh;

struct icmphdr *icmph;
struct igmphdr *igmph;
struct iphdr *ipiph;
struct spxhdr  *spxh;
unsigned char  *raw;

}h;

/* Network layer header */

union

{
struct iphdr *iph;
struct ipv6hdr *ipv6h;
struct arphdr  *arph;
struct ipxhdr  *ipxh;
unsigned char  *raw;

} nh;

/* Link layer header */

union

{
struct ethhdr *ethernet;
unsigned char  *raw;

} mac;

struct dst_entry *dst;

/*

* This is the control buffer. It is free to use for every

* layer. Please put your private variables there. If you

* want to keep them across layers you have to do a skb_clone()
* first. This is owned by whoever has the skb queued ATM.

*/
char cb[48];
unsigned int len; /* Length of actual data*/
unsigned int data_len;
unsigned int csum; /* Checksum  */
unsigned char  __unused, /* Dead field, may be reused */
cloned, /* head may be cloned (check refcnt to be sure). */
pkt_type, /* Packet class */
ip_summed; /* Driver fed us an IP checksum */
_u32 priority; /* Packet queueing priority */
atomic_t users; /* User count - see datagram.c,tcp.c */

unsigned short protocol; /* Packet protocol from driver. */
unsigned short security; /* Security level of packet */

unsigned int truesize; /* Buffer size */

unsigned char  *head; /* Head of buffer */
unsigned char *data; /* Data head pointer
unsigned char *tail; /* Tail pointer
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unsigned char  *end; /* End pointer */
void (*destructor)(struct sk_buff *); /* Destruct function */
}
12.13
sk_huff

next

Ja

dev

Tead -

data

Tl

end —

;i EfHR
truesize i HEE »
12.13 sk _buff
sk_buff 4 4
4
head sk_buff
data sk_buff
tail data
sk_buff

end head sk_buff
sk_buff len truesize
12.4.4
1 sk_buff
sk_buff prev

next
struct sk_buff *skb_dequeue(struct skb_buff_head *list)
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1 sk_buff

skb_queue_head skb_queue_tail
int skb_peek(struct sk_buff_head *list)
1
int skb_queue_empty(struct sk_buff_head *list)
true
void skb_queue_head(struct sk_buff *skb)

void skb_queue_head_init(struct sk _buff_head *list)
sk_buff_head

__u32 skb_queue_len(struct sk_buff_head *list)
void skb_queue_tail(struct sk_buff *skb)

void skb_unlink(struct sk_buff *skb)
TCP

void skb_append(struct sk _buff *entry, struct sk_buff *new_entry)
void skb_insert(struct sk _buff *entry, struct sk_buff *new_entry)

sk_buff

struct sk_buff *alloc_skb(int size, int priority)

sk_buff
void kfree_skb(struct sk_buff *skb, int rw)
skb_buff
struct sk _buff *skb_clone(struct sk _buff *old, int priority)
sk_buff
struct sk_buff *skb_copy(struct sk_buff *skb)
sk_buff
3 sk_buff

(skb->len)

(skb->data)
unsigned char *skb_headroom(struct sk_buff *skb)

sk_buff
unsigned char *skb_pull(struct sk_buff *skb, int len)
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data len

unsigned char *skb_push(struct sk_buff *skb, int len)
data len

unsigned char *skb_put(struct sk_buff *skb, int len)
tail len

unsigned char *skb_reserve(struct sk_buff *skb, int len)

skb_push
skb_push
unsigned char *skb_tailroom(struct sk_buff *skb)
sk_buff
unsigned char *skb_trim(struct sk_buff *skb, int len)
put tail
£ c Ien,’
12.4.5
sock_queue_rcv_skb
sk=my_find_socket(whatever);
if(sock_queue_rcv_skb(sk,skb)==-1)
{
myproto_stats.dropped++;
kfree_skb(skb,FREE_READ);
return;
}
TCP TCP
sock_alloc_send_skb ,

skb=sock_alloc_send_skb(sk,....)
i f(skb==NULL)
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return -err;
skb->sk=sk;
skb_reserve(skb, headroom);
skb_put(skb, len);
memcpy(skb->data, data, len);
protocol_do_something(skb);

skb->sk=sk sock_alloc_
send_skb skb->sk
kfree_skb

kfree_skb
sock_alloc_send_skb

12.5

Linux Linux

C++

drivers/net/skeleton.c

12.5.1

12.14
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dev_queue_xmit netif_rx

Y i

device
hard_start_xmit mydev_inerrupt

12.14 Linux
netif_rx ()
12.5.2

Linux
0
“etho,, “ethl,, “ethz,,

ethn 10mbit/s  100Mbit/s
trn
sin SLIP AX.25 KISS
pppn PPP
plipn PLIP ;
tunin IPIP encapsulated tunnels
nrn NetROM
isdnn ISDN isdndlinux
dummyn NULL devices
lo
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12.5.3

register_netdev(struct device *)

unregister_netdev(struct device *)

struct device *dev_get(const char *name)

unregister_netdev

int register_my_device(void)

{
int i=0;
for(i=0;1i<100;i++)
{
sprintf(mydevice.name, "mydevid"”,i);
if(dev_get(mydevice.name)==NULL)
{
if(register_netdev(&mydevice)!=0)
return -EIO;
return 0;
}
}
printk(*"100 mydevs loaded. Unable to load more.<\\>n");
return -ENFILE;
}
12.5.4
device
include / linux / netdevice.h
1
name

ethn Linux 2.0

dev_make_name(*'eth™)

Linux
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2
irg IRQ
0
irg
““ insmod mydevice irg=5 ”~
IRQ ifconfig
base addr 1/0
1/0 1/0 0
io 170 ifconfig
1SA
device 4 rmem_start
rmem_end 0 mem start mem_end
0
mem
dma DMA Linux DMA
DMA DMA 0 PC 1SA DMA
0 DMA
dma
1/0 DMA
if_port combo Ethernet boards
3
mtu
IP
family AF_INET
Linux
BSD AP1
interface hardware type
ARP ARP RCF1700
net-tools
:net-tools Linux
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ifconfig

/* RFC1700 RFC  Request For Comments */
ARPHRD_NETROMARPHRD_ETHER 10mbit/s  100mbit/s
ARPHRD_EETHER ( )

ARPHRD_AX25 AX.25 2

ARPHRD_PRONET PROnet token ring ( )
ARPHRD_CHAOQS ChaosNET ( )

ARPHRD _1EE802 802.2 networks notably token ring
ARPHRD_ARCNET ARCnet

ARPHRD_DLCI
Linux
ARPHRD_SLIP
ARPHRD_CSLIP
ARPHRD_SL1P6
ARPHRD_CSL1P6
ARPHRD_ADAPT
ARPHRD_PPP
ARPHRD_TUNNEL
ARPHRD_TUNNEL6
ARPHRD_FRAD
ARPHRD_SKIP
ARPHRD_LOOPBACK
ARPHRD_LOCALTLK
ARPHRD_METRI1COM
net-tools Linux
pa_addr IP
pa_brdaddr
pa_dstaddr
pa_mask

pa_alen 1P
4
hard_header_len

scratch pad

skb->data
scratch pad

1.2.x

Frame Relay DLCI

Serial Line IP protocol

SLIP with VJ header compression
6bit encoded SLIP

6bit encoded header compressed SLIP
SLIP interface in adaptive mode
PPP interfaces (async and sync)
IPIP tunnels

IPv6 over IP tunnels

Frame Relay Access Device

SKIP encryption tunnel

Loopback device

Localtalk apple networking device
Metricom Radio Network

sk_buff

hard_header_len
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1.3.x
sk_buff
scratch pad 12.4 skb_push( )
dev_addr  broadcast
addr_len
0
ifconfig
5
o IFF_UP
Linux IFF_RUNNIN IFF_UP
IFF_UP BSD BSD
IFF_UP
e IFF_BROADCAST
e |IFF_DEBUG
e IFF_LOOPBACK lo
e IFF_POINTOPOINT SLIP  PPP

e IFF_RUNNING IFF_UP

e IFF_NOARP ARP

NetROM
6

sk_buff
buffs [ ]

int ct=0;
while(ct < DEV_NUMBUFFS)
{

skb_queue_head_init(&dev->buffs[ct]);
ct++;

0
dev->tx_queue_len
100 serial lines 10
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12.5.5

1 init)

init

register_netdev
2 open
open
down-->up init
dev->open error
MOD_INC_USE_COUNT

3 stop

close open
up down
MOD_DEC_USE_COUNT
(0O==success)

dev->hard_start xmit

dev->thusy

dev_kfree_skb

dev_kfree_skb(skb, FREE_WRITE)

sk_buff

down  open
open
close
close
close
sk_buff
dev->tbusy
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sk_buff ocked
5
dev->hard_header( )
dev->hard_header_len dev->hard_header()
skb_push
length
dev->hard_header( )
““NULL>” “ i ““NULL>”

dev->rebuild_header( )
ARP

dev_alloc_skb
sk_buff
skb->dev
skb->protocol
skb->mac. raw skb_pull
skb->pkt_type

skb->pkt_type
PACKET_BROADCAST
PACKET_MULTICAST
PACKET_SELF
PACKET_OTHERHOST

netif_rx( )

netif_rx()
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10

100

Linux

Linux

10
Linux

netif_rx

dev->tx_queue_len

12.2
124

slip

Linux

12.3 12.4
12.5
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L 1nux

ROM PC BI0S BI0S
1386
13.1
Linux
I
BIOS
Boot Loader
13.1
13.1
BI0S

BI0S BIOS Boot Loader
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13.1.1
Intel 386 CPU
CS FFFF[O] IP 0000[0]
CS:IP BIOS
BIOS
13.1.2 BIOS
BIOS Basic Input Output System
CPU CPU
ROM FFFF:0000
CPU BIOS
BI0S POST Power-0On Self
Test BIOS
BIOS Boot Loader
BI0S BIOS
1 MBR Boot Loader
AA55 BIOS Boot
Loader
BIOS
CPU
Linux Bootsect.S
BIOS
BIOS POST 14
13.1 POST Boot Loader
13.1 POST 14
1 CPU 8
2 32K RAM 9
3 DMA 10 RAM
4 32K RAM 11 BIOS
5 CRT 12
6 8259 13
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7 8253 I

BI0S BI0S

13.1.3 Boot Loader

Boot Loader MBR

13.1.4

Boot Loader

DOS
13.2
13.2.1
CPU
Linux
/usr/sur/arch
spark

Intel 80386
80386
80386

BI10S
Linux
Linux
Linux
Linux
Intel 386
CPU
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80386
80386
80386
13.2.2
PC
Windows
13.3 Linux
Linux
Boot Loader
13.3.1
13.2
inode
0xAA55
MS-DOS
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Windows

Boot Loader

MS  FAT

13.3

Boot Loader

Boot Loader

EXT2

Linux
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0x000

SEER

BRE ElR D

0003

0=02C/ Dx03E

Mt 2 #

BT 5y

BEERE . 0xAASS

e E 0x1FE
13.2
13.3.2
DOS
Pramiray Partition
(Extended Partition)

MBR
13.4

13.5

EHEE

Rl

R2

TFRIRR

arE3

R4

13.4

13.3.3 Boot Loader

Boot Loader
Boot Loader

active

BI0S Boot Loaer

13.3
MBR

R 65

SFRE
B PRE 0RAASS

13.5
DOS

DOS

Boot Loader

FDISK

MBR

Boot Loader

Boot
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Loader  DOS MS-Boot Loader Boot
Loader IBMBIO.COM  1BMDOS.COM
IBMBIO
Boot Loader
Boot Loader
Boot Loader
DOS DOS
Linux Linux
Windows ?
MS-DOS  Boot Loader

DOS Linux  LOADLIN Linux LILO

Boot Loader LILO
LILO

13.3.4 LILO

LILO Linux Boot Loader Linux
Linux Linux
DOS Windows Linux
MRB Boot Loadr

1 DOS
DOS 13.6

DOS-MBR ':‘::> MS-DOS ':’::> Command.com

13.6 DOS

2 DOS  Linux Linux  LOADIN 13.7

DOS-MBR —=——> MS-DOS —————=> Command.com

':|=I> LOADLIN =—> Linux
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13.7 LOADLIN  DOS
Linux DOS
DOS Autoexec.bat Loadin
3 LILO Linux 13.8
DOS-MBRE——> LILO T—/————>  Linux
|:|::> 0S I:’::>
13.8 LILO Linux
LILO Linux
Linux Windows Windows
Windows
Windows F3
D0S 6.22 Windows LILO
LILO Linux
13.9
':|::> Linux
DOSMBR=——> LILO
'Z%> DOS
':"::> Command.com
MS-DOS
=%> LOADLIN = Linux
13.9 LILO
Linux DOS DOS
Linux autoexec.bat LOADLIN Linux
LILO
LILO
Linux
4 LILO
13.10 LILO MRB Boot Loader

MBR
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[ > Linux
LILO | |
' >
| |
13.10 LILO
LILO
Map Installer LILO LILO
LILO LILO
/sbin/lilo Map installer Boot loader
Boot Loader —map file
/sbin/lilo
Boot Loader BIOS LILO Linux
Linux  Boot Loader
Map installer map /boot/map
LILO /etc/lilo.conf LILO
/boot
LILO Linux Linux LILO
LILO ““LILO””
ctrl Shift LILO Tab
““LILO boot””
““Linux”” <<D0S”~ ““Linux”~ Linux
““D0S”” Windows Linux ““Linux””
LILO
LILO boot: Linux 1
LILO boot: Linux ether=eth0 0x280 10 0x280
10
LILO Debug LILO
/etc/lilo.conf
lilo.conf
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Script lilo.conf
DOS config.sys
# /etc/lilo.conf
# LILO configuration file
# gernerated by "liloconfig®
#
# Start LILO global section /*LILO */
append = “ether=eth0 0x280 10" /*
*/
boot = /dev/hda2 /*LILO 1 */
delay = 50 /* */
vga = normal /* VGA*/
# ramdisk = 0 /* */
# End LILO global section /* */
# Linux bootable partition config begins /* Linux */
root = /dev/hda2 /*Linux 1 */
image = /vmlinuz /* vmlinuz */
lable = linux /* linux*/
image = /zimage-2.4.18 /* Linux
LILO Map */
label = Newkernel
read-only /* */
#Linux bootable partition config ends /*Linux */
#DOS bootable partition config begens /* DOS */
other = /dev/hdal /* Boot Loader 1 */
label = dos /* dos*/
table = /dev/hda /* 1 */
# Dos bootab le partion config ends /*Dos */
13.3.5 LILO
LILO LILO ?
LILO Boot Loader
1
Linux 1.44MB ““Linux 7
Linux Boot Loader arch/i386/boot/hootsect.S
Linux
Linux
1 BI0S
1 Boot Loader BIOS Boot Loader
0x07c00 Boot Loader Boot Loader
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. 0x07c00 0x90000
. Ox03ff “ i
. BIOS
) BIOS ““Loading””
) BIOS setup()
0x90200
° BI0OS
0x10000 0x100000 <
7z ““make zImage~”” “ 7z

““make bzlmage”~”

2
Linux BIOS
0x00007c00 Boot Loader Boot Loader 0x90000 0x9B000
0x9B000 0x9A200 2 0x9B000
L 2
I 2
LI
0x9D200
0x9D600
0x9D600
0x9D800
RAM
16MB 16MB BI0S 16MB
24
0x90200
0x10000 make bzlmage 0x100000
map 0x9D000
image  Linux 0x90200  Setup.S
:chain loader 0x90200
0x90400 chain loader 0x00600
0x07c00
2 L
0
13.11 LILO
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0x0000 1982
0x007BE 64
0x007FE 29K
0x07C00 MBA 512
0x7E00 32.5K
0x10000 448K
0x90000 512
0x90200 Linux  Setup.s 39.5K ( 2K )
0x9A000 512
0x9A200 3.5K
0x9B000 2 8K 2.5K
0x9D000 Map 512
0x9D200 1K
0x9D600 512
0x9D800 512
0x9DA00 1K
0x9DCO00 7.5K
0xA0000 driver swapper 1K
13.11 LILO
Boot Loader
LILO Setup.S
16
13.4.1 Setup.S
Setup.S
, BI0S
PS/2
386 CPU
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LILO)

gdt
gdt

.word
.word
.word
.word
.word
.word
4 .word
.word
.word
.word

32

0 0O
0 0O
OXFFFF
0x0000
0x9A00
0x00CF
OXFFFF
0x0000
0x9200
0x00CF

8259

32
lidt  Igdt
4
0 ! NULL
0 !
1 46b  0x100000*0x1000 = 4Gb

Ibase address=0
1

! =4096

I 4Gb 0x100000*0x1000 = 4Gb

! base address=0
!

! =4096

Jmpi 0x100000 KERNEL_CS

13.4.2 Head.S

Head.S

B10S

B10S

start_kernel ()
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B10S

2.10
Setup.S
Head.S 32
Linux
BI0S

32
Boot Loader

idt
BI0S
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Boot Loader

Head.S
empty_zero_page
Head.S CPU Intel CPU
4MB Linux
Intel
AMDK6 Intel
Start_kernel()
80387 80487
Head.S Setup_paging 4MB
start_kernel() 0xC0000000
4KB ——swap_page_dir
—pg0 0x1000  0x2000
4MB
Head.S swap_page_dir pg0
empty_bad_page empty_bad_page_table empty_zero_page
empty_zero_page
empty_zero_page 2KB
0 32 bytes
2 unsigned shortEXT_MEM_K extended memory size in Kb (BIOS 15
0x20 unsigned lhortCL_MAGIC (=0xA33F)

0x22 unsigned shortCL_OFFSET
0x90000 + contents of CL_OFFSET

( CL_MAGIC = OxA33F )
0x40 20 bytes APM_BIOS_INFO
0x80 16 bytes hd0-disk-parameter 1 BIOS 40
0x90 16 bytes hdl-disk-parameter 1 BIOS 46
0xa0 16 bytes 16
( sys_desc_table_struct )
0xb0 - Ox1df
0x1e0 unsigned long ALT_MEM_K
0x1f1 char setup.s

0x1f2 unsigned shortMOUNT_ROOT_RDONLY (if !=0)

0x1f4 unsigned short

0x1f6 unsigned shortswap_dev (unused AFAIK)

0x1f8 unsigned shortRAMDISK_FLAGS

Ox1fa unsigned shortVGA-Mode

Ox1fc unsigned shortORIG_ROOT_DEV (high=Major  low=minor)
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Ox1ff char AUX_DEVICE_INFO
0x200 short jump to start of setup code aka "reserved" field.
0x202 4 bytes SETUP-header ="HdrsS"
0x0241. ..
0x206 unsigned shortheader
0x208 8 bytes setup.S boot loaders
0x210 char LOADER_TYPE = 0
boot loader
OXTV: T=0 LILO
1 Loadlin
2 bootsect-loader
3 SYSLINUX
4 ETHERBOOT
V =
0x211 char loadflags :
bit0 = 1: (bzlImage)
bit7 = 1: boot loader
0x212 unsigned short(setup.S)
0x214 unsigned long KERNEL_START  loader
0x218 unsigned long INITRD_START image
0x21c unsigned long INITRD_SIZE image
0x220 4 bytes (setup.S)
0x224 unsigned shortsetup.S
0x226 - Ox7ff setup.S
0x800 string 2K max
0x800 4KB
Linux
0x0000
NULL
Head.S
Head.S
ENTRY(gdt_table)
.quad 0x0000000000000000 /* NULL descriptor */
.quad 0x0000000000000000 /* not used */
.quad 0x00ct9a000000FFff /* 0x10 kernel 4GB code at 0x00000000
.quad 0x00cf92000000fFFff /* 0x18 kernel 4GB data at 0x00000000
.quad 0x00cffa000000fFFff /* 0x23 user 4GB code at 0x00000000
.quad 0x00cff2000000fFFff /* 0x2b user 4GB data at 0x00000000
.quad 0x0000000000000000 /* not used */
.quad 0x0000000000000000 /* not used */

/*
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* The APM segments have byte granularity and their bases
* and limits are set at run time.

*/

.quad 0x0040920000000000
.quad 0x00409a0000000000
.quad 0x00009a0000000000
.quad 0x0040920000000000
_Fill NR_CPUS*4,8,0

Igdt lidt

11dt

Head.S

/* 0x40 APM set up for bad BIOS's */
/* 0x48 APM CS code */

/* 0x50 APM CS 16 code (16 bit) */
/* 0x58 APM DS data */

/* space for TSS"s and LDT"s */

2.3

/init/main.C start_kernel

13.5 main.c

head.s main.c start_kernel
start_kernel main.c
start_kernel 386
9
4MB 386
386 386
start_kernel Linux
start_kernel Linux
start_kernel start_kernel
start_kernel
C start_kernel
Linux Linux

start_kernel

start_kernel /*

{

setup_arch ;

}

/init/main.c main.c

init/main.c */
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386 486 586 Pentium 4MB
386 RAM RAM
setup_arch intel 1/0
paging_init ; /* arch/i1386/mm/init.c */

paging_init

trap_init I* arch/i1386/kernel/traps.c */
set_trap _gate
set_system_gate

Linux trap_init BIOS
V86 Linux BIOS
Linux Linux
BIOS

trap_init LDT  TSS Gdt

init_task init_task TSS

LDT TSS  LDT
init_IRQ /*  arch/i1386/kernel/irq.c */
intel 80386 8259
16 15
; Linux
?
irg.h

struct irgaction {
void  *handler int void * struct pt_regs * ;
unsigned long flags;
unsigned long mask;
const char *name;
void *dev_id;
struct irgaction *next;}

static void math_error_irq int cpl void *dev_id struct pt_regs *regs

{
outb 0 OxFO ;
if ignore_irgl3 || 'hard_math
return;
math_error
}
static struct irgaction irgl3 = { math_error_irq O O "math error” NULL NULL };

init_irq
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2
8259 170
0x20 15 386
setup_x86_irq
386
sched_init /* /kernel/sched.c */
init_bh
kernel/softirg.c timer tqueue immediate
time_init /* arch/i386/kernel/time.c */
Linux UNIX
CIH 26
CMOS
get_cmos_time Linux
CMOS CPU 1
Linux 0
8259 8253
parse_options /* main.c */
debug init
console_init /* linux/drivers/char/tty_io.c */
TTY
TTY
kmalloc_init /*  linux/mm/kmalloc.c */
kmalloc kernel_malloc
kmalloc kmalloc
Linux
Linux
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VFS ext2
fat
Linux
VFS proc
Linux
Windows  FAT
UNIX  SYSH
VFS name_cach inode
inode_init /* Linux/fs/inode.c */
VFS
name_cache_init /* linux/fs/dcache.c */
VFS LRU1 LRU2
Buffer_init /*  linux/fs/buffer.c */
buffer free list
mem_init /*  arch/i386/mm/init.c */
/etc
““Login ~~ dmesg | more
Loading bootsect.S
uncompress

main.c  start_kernel
Linux version 2.2.6 root@lance gcc version 2.7.2.3 Linux
gcc
Detected 199908264 Hz processor init_time
Console:colour VGA+ 80x25 1 virtaul console max 63 console_init
VGA 63
Memory: 63396k/65536k available 848k kernel code 408k reserved 856k data
init_mem 65536KB 63396KB
848KB 404KB 856KB
VFS:Diskquotas version dquot_6.4.0 initialized dguote_init
quota
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PCI: PCI BIOS revision 2.10 entry at 0xfd8dl |
PCI: Using configuration type 1 |
PCI: Probing PCI hardware pci_init

Linux NET4.0 for Linux 2.2
Based upon Swansea University Computer Society NET3.039
NET4: UNIX domain sockets 1.0 for Linux NET4.0.

NET4: Linux TCP/IP 1.0 for NET4.0

IP Protocols: ICMP UDP TCP socket_init Linux
4.0 sockets 1.0 1.0 TCP/IP TCP/IP
ICMP UDP TCP
Detected PS/2 Mouse Port
Sound initialization started
Sound initialization complete

Floppy drive s : fdO is 1.44M
Floppy drive s : fd0 is 1.44M

FDC 0 is a National Semiconductor PC87306 device_setup
ps/2

init
start_kernel

13.6 it
Linux Linux
13.6.1 init
Linux init kernel thread init
NULL O init  — Linux 1
kernel _thread init NULL O main.c —
—init init init inin
o dbflush kswapd
o ttyl concole
o init Linux ““/etc/init>’ ““/bin/init””
““/sbin/init””
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init init
etc/init init
1
2
3 ““getty””
4 ““/etc/rc””
““getty”” ““login””
““exec”” ““login’” ““login’”
““exec”” shell
shell
profile
init
““getty”’
““getty”” ““exec””
““login”” ““login”” ““getty””
““login>” shell
““getty’”
init “ 77
init
init
init Linux
Smoorenburg System V
init
System V BSD
5.12
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““login’”
X Windows
home
init
““fork””
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BOOT

A 4

—————> INIT N letc/inittab
fork
v v v
| GETTY | | GETTY | fetcire
letc/local.rc
Shell Script
v exec
LOGIN < /etc/passwd
v exec
—EELL < [etc/profile
A
Shell Script
$HOME/ profile
$HOME/.login
13.12 init
13.6.2 Shell
Shell — —Shell Script
““$HOME/profile®” <</etc/inittab”
Linux
/etc/inittab ““Login:~”
¥ 3 $ E R
Shell bash ksh zsh
/etc Is
/etc rc.d
/etc/inittab  rc.d init
/etc/inittab init
7
0 inittab
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1
2 3
3 Linux
4
5 X Windwos
6
7
X*7 X 1 2 6
6

inittab
id:3:initdefault:
#System initialization.
si::sysinit:/etc/rc.d/rc.sysinit
/etc/rc.d/rd.sysinit
10:0:wait:/etc/rc.d/rc.
11:1:wait:/etc/rc.d/rc.
12:2:wait:/etc/rc.d/rc.
13:3:wait:/etc/rc.d/rc.
14:4:wait:/etc/rc.d/rc.
15:5:wait:/etc/rc.d/rc.
16:6:wait:/etc/rc.d/rc.
#Things to run in every runlevel
ud: :once:/shin/update

o o~ W N - O
o OB~ W N P O

#Run gettys in standard runlevels

1:12345:respgwn:/sbin/mingetty ttyl
2:2345:respgwn:/sbin/mingetty tty2
3:2345:respgwn:/sbhin/mingetty tty3
4:2345:respgwn:/sbin/mingetty tty4
5:2345:respgwn:/sbin/mingetty tty5
6:2345:respgwn:/shin/mingetty tty6

#Run xdm in runlevel 5
x:5:respawn:/usr/bin/X11/xdm -nodaemon
inittab
inittab
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ttyl
tty2
tty3
ttyd
ttyS
tty6

Linux
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X Window

rc.
rc.
rc.
rc.
rc.
rc.
rc.
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NFS

inittab
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id:runleveld:action:process

id inittab

runlevels 3 action 4 runlevel
0 1 2... 6 s S

action init

e initdefault 1
runlevel 3 3 5

/etc/rc.d/rc.5 X Window

e sysinit inittab

action boot  bootwait action sysinit

e wait

e respawn process

getty

inittab

/etc/rd.c/rc.sysinit

1
quato
proc
2
PNP
3
rc.sysinit inittab init inittab
/etc/rc.d rc 3 rc rc.3
rc.3 cron sendmial
init getty Linux
Linux
Linux
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Linux
1
module_ini module_init X
t (%)
module_init
“¢__initcall.int””
init_module
module_exi module_exit X rmmod
t (x) module_exit
cleanup_module
clean-up
module_exit
atomic_rea atomic_read v atom- Y
d (v) ic_t atomic 24
atomic_set atomic_set (v, |V Y i
i) atomic _t atomic 24
i
atomic_add void atomic_add | i i v
(int i, Y atomic 24
atomic_t * v) atomic_t
atomic_sub void atomic_sub | i Y i
(int i, Y atomic 24
atomic_t * v) atomic_t
atomic_sub int atomic_sub_ | i v i
_and_test and_test (int v 0
i, atomic_t*v) | atomic_t atomic
24
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atomic_inc void atomic_inc | v Y 1

(atomic_t * v) | atomic _t atomic 24
atomic_dec void atomic_dec | v v 1 atomic

(atomic_t * v) | ato- mic_t 24
atomic_dec int atomic_dec_ | v v 1 0
_and_test and_test ato- mic_t

(atomic_ t * v) atomic 24
atomic_inc int atomic_ inc | v v 1 0
_and_test _and_test ato- mic_t

(atomic _t * v) atomic 24
atomic_add int atomic_add_ | i v i
_negative negative (int v 0

i, atomic_t*v) atomic_t atomic

24
et_unalign get_unaligned ptr
ed ( ptr)
ulé
ulé
put_unalig put_unaligned val
ned ( val, ptr) ptr
ulé ulé
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schedule_t
imeout

signed long | timeout
sche- jJiffies

dule_timeout
(signed long
timeout)

TASK_UNINTERRUPTIBLE
0

TASK_INTERRUPTIBLE

TASK_RUNNING

list_add

void list_add (struct
list_head * new, struct
list_head * head)

new head

list_add_tail

void list_add_tail
(str- uct list_head *
new, struct list_head *
head);

new head

list_del

void list_del (struct
list_head * entry);

entry

list_del_init

void list_del _init
(struct list_head *
entry)

entry

list_empty

int list_empty (struct
list_head * head)

head

list_splice

void list_splice
(struct list_head *
list, struct list _head *
head)

list head

list_entry

list_entry ( ptr, type,
member)

ptr list_head
type
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member type
list_head
list_for_each list_for_each ( pos, pos list_head
head) head
3 C
C Linux
simple_strto long simple_strtol | cp
1 (con- st char * cp, | endp
char faled endp, base
unsigned int base)
simple_strto long long | cp
11 simple_strtoll endp
(const char * cp, base
char faled endp,
unsigned int base)
simple_strto long long | cp
ul simple_strtoul endp
(const char * cp, base
char *x endp,
unsigned int base)
simple_strto long 1long simple_ | cp
ull strt- oull (const | endp
char * cp, char ** base
endp, unsigned int
base)
vsnprintf int vsnprintf (char * | buf
buf, size t size, , size
const char * fmt, fmt
va_list args) args
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snprintf int snprintf (char * | buf
buf, size t size, , size
const char * fmt
fint, ... ... ) 0
vsprintf int vsprintf (char * | buf
buf, const char * , Size
fmt, va_list args) fmt
args
sprintf int sprintf (char * | buf
buf, const char * , Size
fmt, ... ... ) fmt
@
strcpy char * strcpy (char * | dest
NUL dest, const char * , Src
src)
strncpy char * strncpy (char | dest
* dest, const char * , Src strncpy
NUL src, size_t count) count
NUL
count
NUL
strcat char * strcat (char * | dest
NUL dest, const char * , Src
src)
strncat char * strncat (char | dest
NUL | * dest, const char * , Src strncpy,
src, size_t count) count strncat
strchr char * strchr (const | s

char * s, int c¢)
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strrchr char * strrchr (const | s C
char * s, int c¢)
strlen size_t strlen (const | s
char * s)
strnlen size_t strnlen | s
(const char * s,
size_t count)
strpbrk char * strpbrk (const | cs
char * cs, const char | ct
* ct)
strtok char * strtok (char * | s ct
s, const char * ct)
strsep
memset void * memset (void * | s 170
s, int c, size t c mem-
count) count set
memset_io
bcopy char * bcopy (const | src dest
char * src, char * count me-
dest, int count) mcpy
BSD
1/0
memcpy_toio
memcpy_fromio
memcpy void * memcpy (void | dest 1/0
* dest, const void | src memcpy_toio me-
* src, size_t | count mcpy_fromio
count)
memmove void * memmove dest memcpy  memmove
(void * dest, const | src
void * src, size_t | count
count)
memcmp int memcmp (const | cs ct
void * cs, const
void count
*ct, size_t count)
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memscan

void * memscan
(void * addr, int
C,

size_t size)

addr

Size

strstr

NUL

char * strstr
(const char * si,
const char * s2)

sl

s2

memchr

void *  memchr
(const void * s,
int c, size_t n)

set_bit

void set_bit (int
nr, volatile void *
addr)

nr

addr

__set_bit

nr

__set_bit

void __set_bit
(int nr, volatile
void * addr)

nr

addr

clear_bit

void clear_bit
(int nr, volatile
void * addr)

nr

addr

smp_mb__before_

clear_bit

smp_mb__

after_clear_bit

__ change_
bit

void__change_bit
(int nr, volatile
void * addr)

nr

addr

change_bit

change_bi
t

void  change_bit
(int nr, volatile
void * addr)

nr

addr

test_and_
set _bit

int
test_and_set bit
(int nr, volatile
void * addr)

nr
addr
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int__test and_set | nr
__test_an bit (int nr, | addr
d _set bit volatile void *
addr)
test_and_ int nr
clear_bit test_and clear_bi | addr
t (intnr, volatile
void * addr);
__test_an int nr
d_clear_b __test_and_clear_ | addr
it bit (int nr,
volatile void *
addr);
test and_ int nr
change_bi test_and_change_ addr
t bit (int nr,
volatile void *
addr)
test bit int test bit (int | nr
nr, const volatile addr
void * addr)
find_firs int addr
t_zero_bi find_first_zero_ size
t bit (void * addr,
unsigned size)
find_next int addr
_zero_bit find_next_zero_ size
bit (void * addr, offset
int size, int
offset)
ffz unsigned long ffz | word
(un- signed long
word);
ffs int ffs (int x) X
Libc
hweight32 hweight32 ( x) X
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4 Linux slab
kmem_cach kmem_cache_t * | Name /proc/
e_create kmem_cache_create | slabinfo
(const char * size
name, size_t size,
size t offset,
unsigned long | offset ctor
flags, void flags slab dtor
(*ctor)  (void*, ctor
kmem cache _t *,
- dtor
unsigned  long),
void (*dtor)
(void*,
kmem cache t *,
unsigned long));
kmem_cach int  kmem_cache_ | Cachep
e_shrink shrink slab
(kmem_cache _t * 0 slab
cachep)
kmem_cach int  kmem_cache_ | cachep slab kmem_
e_destroy destroy cache_t 0
(kmem_cac- he_t *
cachep);
kmem_cache_destroy
kmem_cach void * kmem_cache_ | cachep
e_alloc alloc flags
(kmem_cache_t  * | kmalloc() flags
cachep, int
flags);
kmalloc void * kmalloc | size kmalloc
(size_ t size, int flags flags
flags)
GFP_USER —
GFP_KERNEL —
GFP_ATOMIC —
GFP_DMA
DMA 1386
16MB

-509 -



Linux

kmem_cach void kmem_cache_ | cachep
e_free free objp
(kmem_cache_t
cachep, wvoid *
objp)
kfree void kfree (const | objp kmalloc
void * objp)
5 Linux VFS
d_invalida int d_invalidate | dentry
te (str- uct dentry
* dentry) -EBUSY
0
d find_ali struct dentry * inode inode
as d_find_alias
(struct inode *
inode
prune_dcac void count
he prune_dcache
(int count)
shrink_dca void sh
che_sb shrink_dcache
_sbh (struct
super_  block *
sb)
have_submo int have_submou- | parent parent
unts nts (struct
dentry * parent)
shrink_dca void parent
che_parent shrink_dcache
_parent (struct
dentry * parent)
d_alloc struct dentry * | parent
d_ alloc (struct NULL
dentry * parent, name
const struct gstr gstr
* name)
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d_instanti void entry
ate d_instantiate inode
(struct dentry * | inode count
entry, struct inode inode
inode * inode)
d_alloc_ro struct dentry * | root_inode inode
ot d_ alloc_root () inode
(struct inode * | inode
root_inode) inode
d_lookup struct dentry * d_ | parent name
lookup (struct name
dentry * parent, 1
struct gstr * gstr
name)
d_put
d validate int d_validate | dentry
(struct dentry * | dparent dentry
dentry, dget
struct dentry * dparent ncpfs readdir
dparent) dentry 0
d_delete void d_delete | dentry
(struct dentry *
dentry)
d_rehash void d_rehash | dentry
(struct dentry *
entry)
d_move void d_move | dentry
(struct dentry *
dentry, target

struct dentry *
target)
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__d_path

char * _d_path
(struct dentry *
dentry, struct
vfsmount * vfsmnt,
struct dentry *
root,

struct vfsmount *
rootmnt, char *
buffer, int
buflen)

dentry
vfsmnt
root
rootmnt
buffer

buflen
buffer

““(deleted)””

buffer

““buflen®”
dcache_
lock

is_subdir

int is_subdir
(struct dentry *
new_den- try,
struct dentry *
old_dentry)

new_dentry
old_
dentry

find_inode
_number

ino_t find_inode_
number (struct
dentry * dir,
struct

gstr * name)

dir
name

inode

d_drop

void d_drop
(struct dentry *
dentry)

dentry

d_drop
VFS
d_delete
d_delete

d_drop

d_add

void d_add
(struct dentry *
entry,

struct inode *
inode)

dentry

inode

inode
d_alloc

dget

struct dentry *
dget

(struct dentry *
dentry)

dentry

count
count

dget
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d_unhashed

int d_unhashed
(struct dentry *
dentry)

dentry

__mark_ino
de_dirty

void
__mark_inode
_dirty (struct
inode * inode,
int flags)

inode

flags
I_DIR-
TY_SYNC

mark_inode_dirty

mark_inode_dirty_sync

write_inod
e_now

void

write_inode_ now
(struct inode *
inode, int sync)

inode

sync

knfsd

clear_inod
e

void clear_inode
(struct inode *
inode)

inode

invalidate
_inodes

int invalidate_
inodes (struct
super_block *
sb);

sh

get_empty
inode

struct 1inode *
get_ empty_inode
( void)

inode
NULL

iunique

ino_t iunique
(struct
super_block
* sb, ino_t
max_reserved)

sb
max_reserved

insert_ino
de_hash

void
insert_inode_
hash (struct
inode * inode)

inode
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remove_ino
de_hash

void
remove_inode
_hash (struct
inode * inode)

inode

iput

void iput (struct
inode * inode)

inode

bmap

int bmap (struct
inode * inode,
int

block)

inode

block

update_ati
me

void
update_atime
(struct inode *
inode)

inode

““noatime””
““noatime””

make_bad 1
node

170

void make bad_
inode (struct
inode

* inode)

inode

170

is_bad_ino
de

inode

int is_bad_inode
(struct inode *
inode)

inode

register_f
ilesystem

int
register_filesys
- tem (struct
file_sys-
tem_type * fs)

fs

unregister
_Filesyste
m

int
unregister_files
- ystem (struct
file_
system_type * fs)

fs

tem_type

file_sys

get_super

struct
super_block *
get_super

(kdev_t dev)

dev

6 Linux
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skb_queue_
empty

int skb_queue_
empty (struct
sk_buff_head *
list)

list

skb_get

struct sk_buff *
skb_get (struct
sk_buff * skb)

skb

kfree_skb

sk_buff

void kfree_skb
(struct sk_buff *
skb)

sk

skb_cloned

int skb_cloned
(struct sk_buff *
skb)

skb

skb_clone

skb_shared

int skb_shared
(struct sk_buff *
skb)

skb

skb_share_
check

struct sk_buff *
skb_share_check
(struct sk_buff *
skb, int pri)

skb
pri

pri GFP_ATOMIC
NULL

skb_queue_1
en

__u32 skb_queue_
len (struct
sk_buff_ head *

list)

list_

&sk_buff

__skb_queue
_head

void
__skb_queue_
head (struct
sk buff _head *
list, struct
sk_buff * newsk)

list
newsk

skb_queue_h
ead

void skb_queue_
head (struct
sk_buff _head *
list, struct
sk_buff * newsk)

list
newsk
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__skb_queue
_tail

void
__skb_queue_
tail (struct
sk _buff_ head *
list, struct
sk_buff * newsk)

list
newsk

skb_queue_t
ail

void
skb_queue_tail
(struct sk _buff_
head * list,
struct sk buff *
newsk)

list
newsk

__skb_deque
ue

struct sk_buff *
__Skb_dequeue
(struct sk_buff_
head * list)

list

NULL

skb_dequeue

struct sk _buff *
skb_dequeue
(struct
sk_buff_head *
list)

list

NULL

skb_insert

void skb_insert

(struct sk_buff *
old, struct
sk_buff * newsk)

old
newsk

skb_append

void skb_append

(struct sk_buff *
old, struct
sk_buff * newsk)

old
newsk

skb_unlink

void skb_unlink
(struct sk_buff *
Skb);

Skb

skb_dequeue
_tail

struct sk_buff *
skb_dequeue_tail
(struct sk_buff_
head * /Jist)

List

NULL
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skb_put

unsigned char *
skb_put (struct
sk_buff * skb,
unsigned int /en)

skb

len

skb_push

unsigned char *
skb_push (struct
sk_buff * skb,
unsigned int
len);

skb

len

skb_pull

unsigned char *
skb_pull (struct
sk_buff * skb,
unsigned int /en)

skb

len

skb_headroo
m

int skb_headroom
(const struct
sk_buff * skb)

skb

&sk_buff

skb_tailroo
m

int skb_tailroom
(const struct
sk_buff * skb)

skb

&sk_buff

skb_reserve

void skb_reserve
(struct sk_buff *
Skb, unsigned int
Ien)

skb

len

&sk_buff

skb_trim

void skb_trim
(struct sk_buff *
Skb, unsigned int
Ien);

skb

len

skb_orphan

void skb_orphan
(struct sk_buff *
Skb);

skb

skb

skb_queue_p
urge

void skb_queue_
purge (struct
sk_buff_head *
list)

list

&sk_buff
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dev_alloc_s
kb

skbuff

struct sk_buff *
dev_alloc_skb
(unsigned int
Iength)

length

&sk_buff

NULL

skb_cow

skb

struct sk _buff * | skb
skb_cow (struct
sk_buff * skb,
unsigned int

headroaon)

oom

headr-

skb_over_pa
nic

void skb_over_ skb
panic (struct sk_
buff * skb, iInt
sz,

void * here)

sz
here

skb_under_p
anic

void skb_under_ | skb
panic (struct sk_
buff * skb, int
sz,

void * here)

sz
here

alloc_skb

_mask)

struct sk _buff * | size
alloc_skb
(unsig-

ned int size, int

gfp

gfp_mask

&sk_buff
size

GFP_ATOMIC  gfp_mask

__kfree_skb

void __kfree_skb | skb
(struct sk_buff *

Skb)

sk_buff

kfree_skb

skb_clone

sk_buff

struct sk _buff * | skb
skb_clone
(struct

sk _buff =*
int
gfp_mask)

gfp_mask
Skb,

&sk_buff

NULL

GFP_ATOMIC
gfp_mask

—-518 -



A Linux

API

skb_copy_ex
pand

sk_buff

struct sk_buff *
skb_copy_expand
(const struct
sk_buff * skb,
int

newheadroom, int
newtailroon, int
gfp_mask);

skb

newhead- room

newtailroom

&sk_buff

NULL

GFP_ATO- MIC

init_ether
dev

truct
net_device *
init_etherdev
(struct
net_device

* dev, int
sizeof priv)

dev

NULL
sizeof _priv

dev  NULL

sizeof _priv

32

dev_add_pa
ck

void dev_add_
pack (struct
packet_type *
pt)

pt

&packet_type

dev_remove
_pack

void dev_remove
_pack (struct
packet_type *
pt)

pt

dev_add_pack

&packet_type

__dev_get_
by_name

struct
net_device

* _ dev_get_by
name (const
char

* nam);

name

RTNL
dev_base_lock

NULL
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dev_get

int dev_get
(const char *
name)

name

rtnl

__dev_get_
by_index

struct
net_device

* _ dev_get by
_ index (int
ifindex)

ifindex

NULL

RTNL
dev_base _lock

dev_get_hy
_index

struct
net_device

* dev_get_by
index (int
ifindex)

ifindex

NULL

1
dev_put

dev_alloc_
name

int dev_alloc_
name (struct
net_device *
dev,

const char *
name)

dev

name

Itd

dev_base rtnl

dev_alloc

struct
net_device

* dev_alloc
(const char *
name, int * err)

name
err

Itd
NULL
NULL
err

dev_base
RTNL

netdev_sta
te_change

void
netdev_state
_change (struct
net_device *
adev)

name
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dev_open int  dev_open | device

(str- uct

net_device *

adev)

NETDEV_UP
notifier
chain

dev_close int dev_close dev

(struct

net_device * notifier chain

aev) NETDEV_GOING_DOWN

notifier chain
NETDEV_DOWN

register_n int register_ nb
etdevice_n netdevice_noti
otifier fier (struct

notifier_ block

* lb)
unregister int unregister_ | nb register_netdevice
_netdevice netdevice_noti _notifer
_notifier fier (struct

notifier _block

* /70)
dev_queue_ int dev_queue_ | skb
xmit xmit (struct

sk_ buff * skb)
netif_rx void netif_rx skb

(struct sk_buff
* skb)
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register_g
ifconf

SI0CGIF

int register_
gifconf
(unsigned int
family, gifconf
_func_t *
gifconf)

family
gifconf

netdev_set
_master

int netdev_set_
master (struct
net_device *
slae, struct
net_ device
*master)

slave
master

NULL
RTNL

RTM_NEWLINK

dev_set al
Imulti

void
dev_set_all-
multi (struct
net_device *
dev,

int inc)

dev inc

inc

dev_ioctl

ioctl

int dev_ioctl
(unsigned int
cmd, void * arg)

cmd
arg
ifreq

ioctl

dev_new_in
dex

int dev_new_
index ( void)

rtnl

netdev_fin
ish_unregi
ster

int
netdev_finish
_unregister
(struct
net_device *
aev)

dev

unregister
_netdevice

int unregister_
netdevice
(struct
net_device *
adev)

dev
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ei_open int ei_open | dev
(str- uct
net_device *
839 dev)
0
ei_close int ei_close | dev ei_open
(str- uct ““ifconfig<devname>
net_device * down”~
aev)
ethdev_ini int ethdev_init | dev 8390
t 8390 (struct __init
net_device * 8390
839 aev)
0 NS8390_ini void dev
t 8390 NS8390_init startp
(struct 0
net_device *
dev, int
startp)
8
request_modul int module_name
e request_mod- 0
ule (const char
* module_nane)
call_usermode int path
helper call_usermod- argv
ehelper (char * keventd
path, char ** root
argv, char ** | envp Keventd
envp);
0
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inter_module_
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void
inter_module
_register
(const char *
im_name, struct
module * owner,
const void *
userdata)

im_name

owner

THIS_
MODULE
userdata

im_name

inter_module_entry

inter_module_
get

const void *
inter_module_g

et (const char *
im_name)

im_name

im_name
NULL

NULL

inter_module_
get_request

request_
module

const void *
inter_module_g
et_request
(const char *
im_name, const
char * modname)

im__name

modname
m_name

inter_module_get
request_module

inter_module_
put

void
inter_module
_put (const
char * im_name)

im__name

im_name

Disable_irq
_hosync

irg

void inline
disable_irg_n
osync
(unsigned

int 7ry)

irgq

disable_ irq
IRQ

IRQ

~524 -



A Linux

API

Disable_irq

irg

void disable_
irg (unsigned
int 7ry)

irgq

IRQ

IRQ

Enable_irq

irg

void
enable_irq
(unsigned int
)

irg

IRQ
IRQ

Probe_irg_m
ask

unsigned int
probe_irg_mas
k(unsigned
long val)

val

1SA

MTR

Mtrr_del

int mtrr_del
(int reg,
unsigned long
base, unsigned

lon- g size);

reg
mtrr_add
base

size

reg

base size

PCI

pci_find_sl
ot

PCI

PCI

struct pci_dev *
pci_find_slot
(unsigned int
bus, unsigned
int devi)

PCI
PCI

bus

devfn PCI

PCI

PCI PCI
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pci_find_de
vice
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struct pci_dev *
pci_find_device
(unsigned int
vendor, unsigned
int cdevice,

const struct
pci_dev * from)

vendor
PCI id

id PCI_
ANY _ID device
PCI
id
id
PCI_ANY_ID

from

PCI

device

NULL

from

from

PCI
vendor
PCI

NULL

pci_find_cl
ass

struct pci_dev *
pci_find_class
(unsigned int
class, const
struct

pci_dev *

from)

class
PCI

Previous

PCI

NULL

PCI

NULL

from

from

PCI
class

NULL

pci_find_ca
pability

int pci_find_
capability
(struct
pci_dev *
int

cap)

dev,

dev

PCI cap

PCI

PCI

PCI

pci_set_pow
er_state

int pci_set_
power_state
(struct
pci_dev * dev,
int
new_state)

dev  PCI
new_state
©
== D0, 3 == D3
)

D3

pci_save_st
ate

PCI

int pci_save_
state (struct
pci_dev * dev,
u32 * buffer)

dev
PCI
buffer

PCI 2.2
64 bytes)

=
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pci_restore
_state

PCI

int
pci_restore_
state (struct
pci_dev * dev,
u32 * buffer)

dev
PCI
buffer

pci_enable_

device

int
pci_enable
_device
(struct
pci_dev * dev)

dev
PCI

1/0

pci_disable
_device

PCI

void
pci_disable
_device
(struct
pci_dev * dev)

dev
PCI

PCI
PCI

pci_enable_
wake

PME#

int
pci_enable
_wake (struct
pci_dev * dev,
u32 state, int
enable)

dev
PCI
state
enable

PM
PME# PM
-EI0
-EINVAL

0

pci_release
_regions

PCI 1/0

void
pci_release
_regions
(struct
pci_dev *
pdev)

pdev  PCI

pci_request
_regions

PCI 1/0
pci_request_regions

PCI

pci_request
_regions

PCI
170

int
pci_request
_regions
(struct
pci_dev *
pdev, char *
res_ name)

pdev  PCI

res_name

PCI pdev
PCI

pdev res_name

PCI

0 EBUSY

PCI

pci_unregis
ter_driver

PCI

void
pci_unregi-
ster_driver
(struct pci_
driver * drv)

drv

PCI
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pci_insert_
device

void
pci_insert_
device
(struct
pci_dev * dev,
struct
pci_bus * bus)

dev
bus

PCI

/sbin/hotplug

pci_remove_
device

void pci_rem-
ove_device
(struct
pci_dev * dev)

dev

/sbin/hotplug

pci_dev_dri
ver

struct
pci_driver *
pci_drive | pci_dev_

r driver (const
struct
pci_dev * dev)

dev

pci_driver

NULL

pci_set_mas
ter

dev | void pci_set_
master
(struct
pci_dev * dev)

dev

pcibios_set_master

pci_setup_d
evice

int

pci_setup_
device
(struct
pci_dev * dev)

dev

10 IRO
PCI

10

blk_clean
up_queue

request_
queue_t

void
blk_cleanup_
queue
(request_que
ue_t * q);

blk_cleanup_queue
bIk_init_ queue

struct request
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blk_queue
_headacti
ve

void
blk_que-
ue_headactiv
e
(request_que
ue_t*q, int
active)

q

active

active

0

blk_queue_headactive

blk_queue
_make_req
uest

make_req
uest

void
blk_que-
ue_make_requ
est
(request_
queue_t * g,
make_request
_fn * mfn)

mfn

buffer_heads

md  Ivm

make_request

blk_queue_

bh_
kmap

create_
bounce

blk_init_
queue

void
blk_init_
queue
(request
_Queue_t *q,
request_fn_p
roc * rfn)

rfn

rfn

blk_init_q
ueue

blk cleanu
p_queue
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void rw 1/0 READ  WRITE
1/0 | generic_ READA
generic_m make_request | READ  WRITE
ake_reque (int rw, READA
st struct bh bh->b_end_io
buffer_head
* bh)
void submit_ | rw 1/0 generic_make_
bh (int rw, request
struct READ  WRITE | submit_bh
submit_bh buffer_ READA
head * bh) bh 170
buffer_
head
void Il_rw_ rw READ
block  (int | WRITE
rw, READA nr
int nr,
;ll(_rw_blo struct buffer_head
buffer_head | s bhs
*
* bhs) buffer_head
s
11 USB
Int
usb_register new_driver USB UsB
ush_regis (struct
ter USB usb_driver * | USB
new_driver)

0
usb_scan_ Usb_scan_devic usB
devices USB | es ( void) ““probe””

usB
usb_register
usb_dereg Usb_deregister | Driver USB
ister UsB (struct
usb_driver * UsB
driver)
usb_alloc Struct usb_bus | op usB
_bus UsB * struct
usb_alloc_bus usb_operation | USB
(struct S NULL
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usb_operations
* op)

usb_free Void ush_free_ usB
bus bus (struct
usb_bus * bus)
usb_regis Void bus USB
ter_bus usb usb_register
UsB _bus (struct

usb_bus * bus);
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