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Evolution of Firewalls

Firewalls have been one of the most important building blocks of
enterprise security infrastructure for almost three decade. During this
time, firewalls evolved through several generations. The first generation
is packet based firewall and they exist even today as ACLs (Access
Control Lists) in network switches and routers. Packet based firewalls
inspect individual packets and packets are filtered by simple matching
of fields in the Ethernet and IP header. No state information of protocol
or application is maintained. For example, in Cisco ACL implementation,
there is a primitive TCP state check using an “established” keyword to
restrict the flow of SYN packet. Today, packet based firewall only exists
as a function in network devices where resources are limited, and high
throughput is of utmost importance.

In the 1990s, stateful inspection firewalls were introduced. Most stateful
inspection firewalls operates on the layer 3 and 4 of OSI. In these
firewalls, flow state called “sessions” is introduced to keep track of
open connections. The session is identified based on the 5-tuple (source
and destination IP and port, IP protocol number). Sessions allows for
maintaining bidirectional conversation even when unidirectional policy
is used. For example, in a scenario where nobody from outside of the
company can initiate connection to the inside, traffic from someone
outside (Bob) is allowed to reach someone inside (Alice) only if Alice
initiates the connection to Bob first.

Sessions are also used for maintaining other layer 3 and 4 information
such as TCP state and NAT translation information.

Besides maintaining sessions, stateful inspection firewalls also need to
understand a few application protocols. Some applications (e.g. FTP)
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open up connection on the fly with dynamically selected TCP/UDP
ports, other applications such as VOIP protocol may open connections
with a third party. In order to maintain application usability under the
circumstances, stateful inspection firewalls support Application Layer
Gateways (ALGs) that inspect the content of the application protocol
and dynamically generate temporary rules to allow these connections to
establish.

With firewall staying on the network layer, application security demands
drove the appearance of security products such as IPS, Anti-Virus, URL
filtering. Unified Threat Management (UTM) is a security appliance that
combines stateful inspection firewall with these application security
features.

Recent years saw the rise of next generation firewall (NGFW). With
stateful inspection firewall controls network traffic based on IPs and
ports, NGFW use deep packet inspection (DPI) technology to look inside
protocols and contents to classify traffic. Modern day HTTP can carry a
variety of types of traffic, from web surfing, business application, social
networking, multimedia, P2P download and even malware and attacks.
NGFW decodes protocols and contents and typically use a combination
of pattern signatures and behavior signatures to identify application.
Policies on NGFW rely on 7-tuples match: IP 5-tuple, plus application ID

and user ID.
Stateful Inspection
Packet based Stateful Inspection ASIC based ut™M Multicore based ~ NGFW
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Paradigm Shift in Security
Methodology

Threat Based Security vs. Risk Based Security

During the past few years, we have seen increasing number of high
profile security breaches from fortune 500 enterprises and government.
Part of it is due to new regulation. Security and Exchange Commission
(SEC) in 2011 issued guidelines that public traded company should
disclose security risks and incidents in financial statement, especially
those that have a material effect on their operations. With the likes
of Google, Intel and RSA announced they are the victim of security
incidents, more and more companies are willing to “come out of the
closet” . Any company with internet access is highly likely to face cyber-
attacks at some point in time.

So if all these large named enterprises cannot fully defend against these
attacks, what does it say about the other companies who do not have
such large amount of resources available to them?

Do you have enough network security? Do you need to have that latest
piece of security hardware to defend against a specific threat? The key to
answer this question lies with understanding the risks.

A threat based security model identifies types of threats we are trying
to protect against, then device specific defenses against these threats.
In the past, for transmission of virus and Trojan files, we have Anti-
Virus solution. For network based attacks against applications, we have
Intrusion Detection and Prevention (IDS/IPS) solutions. To defend against
a new kind of attack, we add an IPS signature to the signature detection
database.

The problem with this approach is the defense is effective if the attacks



Intelligent NGFW

can be clearly understood. With the proliferation of zero day attacks and
APT, this no longer holds true. New techniques emerges that looks at
patterns in the traffic for behaviors that indicates whether an attack is
undergoing.

A risk based security model is one that device security protection of
company’ s IT infrastructure and assets based on risk analysis. So what is

risk?

Risk = Asset x Vulnerability x Threat

Vulnerabilities, Assets, Threats

Vulnerabilities

Risk is the intersection of Asset, Vulnerability and Threat. Asset is what we
are protecting that is of value. It can be real assets like money or property.
Or it can be assets like credit card files, source code, web sites, company
reputation etc where the lost or compromise of these assets may cause
intangible damage. Vulnerabilities are holes that can be exploited to gain
illegal access to the assets. These include physical infrastructure such as
unprotected network and unpatched software, as well as human factor
such as employees who are not security aware. Threats are what we are
protecting against. These are means to exploit the vulnerabilities such as
network attacks, Trojan email etc. Asset, Vulnerability and Threat forms
the essential elements of risk and without any one of them there is no
risk.

Threat based solution only looks at the threat dimension. In many



solutions, only known threats are dealt with. A risk based solution deals
with assets. Both known and unknown threats to assets, as well as
vulnerabilities of the assets are considered.

In a risk based security model, you should invest in security protection
in proportion to the risk. You should invest in security protection in
proportion to the value of assets you are trying to protect, and in
proportion to the damage that you suffer if the system is breached. Take
a home security analogy, for a regular home, a regular door and lock
suffice. But if you regularly have a stash of cash at home, you would buy
a safe. Furthermore, if you have arts and crafts at home that worth a lot
of money, you would invest in a home security system. An increasing
number of hackers are driven by money rather than political reasons.
For these hackers, if the resource put into the hacking is higher than the
potential return, they would be reluctant to carry out the attacks.

Following risk based security methodology, an enterprise can evaluate
risk before incident happens. Security measures can be implemented
proactively by increasing defense for high valued assets and where
threats and vulnerabilities are the most serious. And when risk level
changes because of newly discovered threats and vulnerabilities, security
policies can be adjusted dynamically to secure critical assets.

Security Analytics

Traditionally network security products are threat centric. We incorporate
security mechanism in reaction to the threat we are facing. These
security mechanisms are usually signature based. When a new attack
is discovered, the traffic is analyzed and signature of the new traffic is
added to the signature database. The system monitors running traffic for
patterns in the signature, and if a match is found, the system flags the
traffic for possible attack. Most of the intrusion detection and prevention
system today incorporate a signature based engine.

The signature based method is very good at detecting known attacks
that are not encrypted. However, there is an obvious drawback that the
exploit has to be known in order for it to be analyzed and new signatures
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written for it. New kinds of malwares and attacks that are polymorphic,
and the growing threat of Advanced Persistent Threat (APT) and the zero-
day exploit that they relies on make signature based method grossly
inadequate.

APTs and other sophisticated attacks use highly covert measures and
leave behind very few auditable events such as logs and events. Some
of the auditable logs and events are simply too abundant and does not
indicate by themselves serious security incident. But, these attacks, if
network based, always leave behind traces in traffic and flow data. Big
data analytics can use techniques such as correlation, machine learning
to discover traces of attacks that is harder to erase.

Data+Analytics—Incident Discovery

Log Alerting
Traffic Reporting

Security Event Behavior Analysis
Attack Detection
Data Leak Protection

By analyzing of large amount of security data of different type, big data
analytics is good at finding out abnormal behavior patterns in the traffic.
It is an important contributor to the risk assessment of users and systems
on the network. Security measures could be taken to reduce exposure to
high risk users and systems and increase monitoring if necessary.

The advance in network computing and big data technology makes it



possible to capture and analyze large amount of security data in real
time: syslogs, security logs, session information and packet captures.
Flow data and packet captures open up a great wealth of information not
available in system and event logs. With this information, a data analytical
system can:

® Analyze user behavior

Analyze application behavior, optimize application performance
Analyze traffic patterns, optimize network traffic

Detect data leaks

Detect botnet in the network

Business has been using SIEM (security information and event
management) system for these purposes. SIEM can accept data from
many devices and can correlate data across the network. The downside
is the analysis is done after the fact and the feedback to the enforcement
policy is usually not complete.

Collection, Visiblity, Analysis

SIEM

Log Management

Firewall situates in a critical point of the network in between different
security zones. It sees all the traffic for which security enforcement and
monitoring are important. Firewall with the evolution to NGFW has
started to collect and aggregate traffic and event data and use it for
visibility purpose. The latest DPI technology is then able to dissect the
traffic into applications and users. Armed with this information and
powerful hardware, the firewall can analyze the data in near real time
and dynamically change enforcement policy according to changes in the
network.
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An integrated data analytics solution in firewall has several advantages.
First of all it offers best responsiveness. For modern zero-day attacks,
there is a time difference between when an attack starts and when it is
detected. An integrated solution will minimized this time and able to
mitigate the damage. Secondly, an integrated solution can deal with
types of real time data not supported on third party analytics solution.
A large amount of data can be consumed locally and does not need
to be transmitted between devices. Since modern day analytics relies
on traffic data which is orders of magnitude more than event data,
this has significant impact on viability of the solution. Last but not the
least, integrated solution offers a cost advantage, not only during the
initial purchase, but also in daily operation by avoiding management of
multiple devices.

Security and Availability

There is a well known security principle called CIA triad. It is the 3
components of information security. C in CIA stands for Confidentiality:
the data you are protecting must be protected from unauthorized access.
| stands for Integrity: the data you are protecting must be guarded
against unauthorized modifications.

Beside these two components which prevent unauthorized access
and changes, Availability is the key third component that make sure
authorized access are allowed and can go through when needed.

Confidentiality, Integrity, Availability




Business application and services is the lifeline of today’ s enterprises.
The availability of these application services is critical to the day to day
operation and business continuity. Disruption or failure of them can
cause grave adverse effects monetarily, and in some cases, to human
lives. Recent trend in cloud computing, mobile technology and social
networks adds to the complexity of the IT infrastructure. Network
itself as the basic element also undergoes rapid changes. Traditionally,
enterprises use network management software to monitor the state
of network and use server management systems to monitor state of
applications. The separation of the two systems offer separate views
of the IT operation but has the shortcoming that it does not show the
relationship between the usability of the network and the applications.
This makes it more difficult to foresee application problems beforehand
and pinpoint issues afterwards.

Denial-of-Service (DoS) is one attack that target the Availability side
of the security model. But the availability issues in the system goes far
beyond just DoS prevention.

® DoS and DDoS attacks: Attacks to the system by making resources
or system unavailable for normal usage. There are several types of
DoS attacks. Bandwidth DoS attacks by takes up available network
bandwidth using large amount of traffic. Resource DoS attacks by
exhausting resources on the system such as CPU, TCP connections
using targeted traffic that each takes up a large amount of resource.
Crashing DoS attacks crash the application or operating system
by exploiting software bugs in them. DoS attacks can further be
categorized into regular DoS attack where one source systems is
used and Distributed DoS (DDoS) where a large number of systems
participate in the attack.

e Network devices failures: Failure of the device operation by network
device hardware failure of device or links, device software bugs etc.

® |nappropriate network configuration: As the cause of many network
failures, traffic errors by routing loops, broadcast storms by improper
switch connections etc. falls into this category.

e System failures: Failure of system or application due to server/storage
hardware failure, software bugs etc.



lntelligent NGFW

e |nappropriate system configuration: Failure or degrade of application
service may result if the system or application is not configured
properly.

e Bandwidth allocation and application optimization: Even if all system
and network operates normally, there can be application availability
issue when the traffic changes. For example, video conferencing or
VOIP call traffic maybe affected if the volume of P2P traffic increases
and takes up all the bandwidth.

e System and Network outages

e Human factors such as inadvertently disconnection of links.

Availability is one factor that has been neglected in the firewall
technology. The anti-flooding functionality in most firewalls today
address DoS/DDoS problems only and even then are grossly inadequate
to prevent modern DoS/DDoS attacks.

Problems with NGF\X/

NGFW does not have the capabilities to adjust
enforce-ment based on behaviors

The bases of Next Generation Firewall are the identification of application,
user and content and security control based on the identification results.
Policies are configured on firewalls that determines whether the user
be allowed to use the application with the content. And enforcement is
done based on application, user and the traditional IP 5-tuple (source and
destination IP, source and destination port, IP protocol).

But there may be other factors that affect the acceptable access control



level for a user. Application usage that is acceptable at one time may
be suspicious depending on the user or system’ s history of usage.
One factor that should affect user’ s access level is his risk level, or

“reputation” . Has the user been doing questionable things such as a
higher level of access to websites that contains malware? Has the user’ s
machine shown bot behavior by sending outbound DDoS or contact
known Botnet Command and Control IPs? Has the user shown unpatched
OS and applications? All these may be reasons to limit the user’ s access
to critical resources. A user’ s reputation may change over time and so
should be the user’ s level of access.

Let’ s look at the few elements that contribute to the risk level of the
user or system. NGFW does not look at user behavior as a correlation of
user traffic usage and other events. Specifically, it does not analyze the
information collected along the time dimension. Therefore a user is given
a certain level of access and NGFW does not have the capability to adjust
that level of access dynamically. The acceptable set of applications may
change over time according to risk perceived.

NGFW does not look for abnormality in traffic, either in relation to other
similar user or system entities, or through time. For example, a user that
does not see much activity for a long time suddenly becomes active, or
the responses time and rate of a web server deteriorate dramatically.
These are suspicious events that should be investigated. Abnormality
in behavior patterns should adversely affect a user’ s reputation, and
proper adjustments to access policies need to be made.

11
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Long Tail of Application

Long Tail Effect

Head

Popularity

I Long Tail

Application

With the growing use of smart phones and Web 2.0, the number of
applications increased tremendously. A press release in October 2012
put 700,000 as the number of applications for Android and about the
same number for iOS. The number of web application essentially tracks
the number of web sites out there. According to a survey by Netcraft in
March 2012, there are around 644 million web sites and that number is
increasing at a rate of 5% per month. We have not started to count the
number of application functions in each web site. However, the number
of applications identified by next generation firewalls today ranges from
a couple of hundreds to a couple of thousands.

What this means is there are simple a large amount of applications that
fly under the NGFW application identification radar. As shown in Figure,
the “long tail” represents applications that are less popular and not
covered by the application signatures on the firewall. But because their
numbers are so high, the total usage of these applications may equal or
exceed the total usage of some popular applications.

As a result, policy enforcement may not achieve the desired results. If one
desired to block file uploading, traditional firewalls may identity FTP and
HTTP based uploads and block them. NGFWs go further by adding more
applications such as box.com or Facebook upload. But what about file



uploading programs and websites that falls in the “long tail” ? Can they
be identified and properly blocked?

Heavy usage of unknown applications increase risks to the system and
administrators needs to be alerted. Adjustment to level of access or
additional monitoring can be made to these users.

Encrypted traffic

Application identification also runs into problems for encrypted traffic.
There are certain types of encrypted transport like SSL and SSH for which
it is possible to decrypt the content. For others we have to rely on traffic
behavior patterns to identify the application. Those unidentified traffic
then has to be allowed or denied as whole, all or none. It is possible to
whitelist known applications and deny all the unidentified traffic, but in
reality, because of the long tail of applications described above, there
are always applications that people use that falls into the unidentified
category and get blocked unintentionally. IT support calls will rise and
user experience will suffer as a results.

Heavy usage of application that encrypts contents may also affect the risk
level of the system. Administrators could also consider different access
level or monitoring policy for these users.

Intelligent NGF\X/

iINGFW is a firewall that use advanced data analytics of security and
traffic data and proactive monitoring to deliver risk based security to
the customer. Administrators can manage security based on perceived

13
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risks of the networks and assets, and prevent security issues or system
outages before they occur. INGFW’ s enhanced NGFW features offers
comprehensive visibility into network/user/application and dynamic
control of policies.

iINGFW implements the following functionalities:

® Proactively monitor network and user traffic. INGFW uses big data
analytics to detect abnormal behavior, unusual system usage and
guard against zero-day attacks. Behavior Reputation Index (BRI) is a
reputation measurement of intranet users, hosts and services. This
allows for visibility of risks associated with intranet assets.

® Proactively monitor availability of resources, network and services,
reduce chances of service interruption and downtime. Risk analysis
of user, resource, network, application usage and behavior. Network
Health Index (NHI) summarizes security and availability issues faced
by the system. NHI offers visibility of healthiness of the whole network
and each subnetworks.

® Reporting of system risks through BRI and NHI. Alerts are generated
when health states of target objects or network change.

® Dynamical adjustment of access control and traffic control
policies can be made based on BRI of target objects and/or NHI of
subnetworks. Policy control is done using 8-tuple: reputation, IP
5-tuple, Application ID and user ID.

® QoS that offers fine grained control of user and application traffic,
and delivers availability guarantee of critical business applications.

® Visibility of user, resource, network and application usage and
associated risk assessment.

Behavior Analytics and Behavior Reputation
Index (BRI)

iNGFW collects traffic information through continuous, real time
monitoring of traffic going through the device. In the meantime, up to
date threat intelligence combined with unified threat detection engine
generate security event logs. INGFW data analysis system processes data
from multiple sources in near real time and analyze the risk associated
with intranet users, hosts and services. The risk levels of intranet objects



are visible through Behavior Reputation Index (BRI). This risk level can
also be used to dynamically affect policy enforcement of these objects.

In the analysis phase, INGFW first uses application and user identification
technology to classified collected data. Each targeted object can be
a user, a host or a service. Here behavior of the targeted object is a
collection of information relating to the use of information and resources
over the network at a specific point in time:
e Traffic Usage:

+ traffic information,

+ bandwidth,

+ application mix,

+  request rate,

¢ response time

+ sources accessing this object

+ destinations which this object is accessing
e Attacks originating from the object
e Attacks targeting the object
e System information

+ device information

+ OSversion

+ patch information

+ application information (AntiVirus software, downloader etc)

iNGFW introduces a Behavior Reputation Index (BRI) for intranet objects.
This index is an indication of the health state of an object and its risk
level.

An object’ s reputation may depend on several things.

® The current behavior of the object.

e The historical behavior of the object: This maybe a history of attack
events, a history of application usage etc.

® The behavior of the object comparing to his peers: A user with usage
patterns that is very different from others may raise a red flag.

e The change of behavior of the object over time.

iNGFW then use data analytics technology and machine learning to look

15
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for activities and patterns that indicates problems.

e Whether network and system usage complies with company
Acceptable Usage Policy. Heavy use of social and media applications
may indicate a productivity problem. Heavy use of unknown
applications may be a security breach that needs to be investigated.

e Normal network and system usage compared with historical data.
Sudden change of behavior may not always indicate a problem. But
there are cases that should be causes of alarm: sudden appearance
of new services on web and application servers, sudden burst of
activities for dormant users.

e Abnormal network and system usage compare with peers. Top users
of non business related application may be causes for investigation,
for example, users of P2P or unknown applications.

e (Correlation of event log and traffic signature for botnet detection

Enforcement Loop

One thing the data analytics system is good at is detecting data leaks.
Usually these kinds of data leaks are accompanied by unusual application
usage or abnormal activities. Usually the activity will see the user hitting
more servers than normal and may see a higher level of denied access.
The user may use a higher volume of questionable application such as
downloaders, proxies, tunnels or unknown applications.



Advanced Persistent Threats (APT) are attacks that are more sophisticated,
organized and targeted. The activities of an APT attack are well disguised
and detection that relies on single events will generate too much false
positives to be useful. A behavior detection system that can analyze
massive amount of data of different kind can find advanced patterns of
APTs that together will give strong indication of attacks.

In depth data analysis can also discover activity of infected systems in
the network. The system looks for connection to Command and Control
servers and outbound attacks. Early detection of such systems alerts
administrators of network breaches and can help limits damaged caused
by them.

iINGFW provides risk based security management by offering visibility of
reputation of intranet objects in the system. Behavior Reputation Index
(BRI) is a measurement of object risks based on the behavior analysis. By
concentrating on the top risky targets in the system and the behavior
issues found related to these targets, the administrator is able to focus on
addressing the most serious problems in the system.

In INGFW, security analytics can be dynamically feed into security
enforcement through reputation based access control. This combination
reduces the time between the problem action arises and the remediation.

Proactive Monitoring and Network Health
Index (NHI)

One way iNGFW protects application availability and preserves business
continuity is through proactive monitoring. iNGFW monitors applications,
servers, key nodes in the network and resource consumption through
periodic probing. The results of the probing are correlated and analyzed
to give an overall evaluation of the health of the network and availability
of services. In many cases the deterioration of the condition can
be observed and administrator alerted before the service becomes
completely unusable. When problem arises, the system also offers a
complete report of the health of individual elements. This helps with
troubleshooting and shortens the time to pinpoint the failure.

17
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The metrics that can be monitored includes:

Traffic volume on network links

Application mix in the traffic

Packet loss and latency for network devices

Packet loss and latency for servers

Request failure and latency for applications and services
System Resources such as CPU, memory, sessions

The Network Health Index (NHI) is a measurement of the risk that impacts

usability of the network and services on the network. NHIs are computed

for each subnetwork, either through connected interfaces or security

zones. When the health state changes, the administrator can be notified

and actions can be taken preemptively.

There are three health states:

® Healthy: Network and service are operating normally

® Subhealthy: Even though the service is not disrupted, there
are conditions that potentially could lead to serious issues. The
administrators should mitigate the issue and avoid failures from
happening. For example, sustaining high CPU utilization or resources
near exhaustion.

® Unhealthy: Problems arise that seriously affect the normal operation
of network and service.

Network Health Index

Network Health Index

Availability Security

Network Health Index is an evolving system that evaluates and
summarizes the ability of network, systems and applications to deliver
expected service for business operations. It is divided into two units,
security evaluation and application and service availability.




Security evaluation unit looks at security events and vulnerability in the

system to determine existing or potential threats of the system. For the

three components that comprised of risk, this unit evaluates the threat

and vulnerability of the system.

e Threat state: including threat of attacking others and threat of been
attacked

® Abnormal Behavior Analysis: The security data is analyzed for
abnormal activities. The abnormality can be in comparison with peers
or with historical data.

® Vulnerability Detection: Systems on the network can be scanned for
vulnerability. Endpoint agents can also report compliance information
about the devices.

Application and service availability unit is supported by three monitoring

components: server and application monitoring, network device

monitoring and resource monitoring.

e Server and Application Monitoring: Monitor server and application
response time

e Network Device Monitoring: Monitor connectivity and latency of
network devices

® Resource Monitoring: Monitor key system resources such as CPU,
memory, sessions etc.

In general, the health index of a monitoring unit or components is a
calculated from the health indices of all of its subcomponents. For each
unit, components and subcomponents, there are a subhealthy threshold
and an unhealthy threshold. In general, if any one of the subcomponent
is in Unhealthy state, the containing components and the whole system
is in Unhealthy state. If any one of the subcomponent is in Subhealthy
state, the containing components and the whole system is in Unhealthy
state. This ensures that local problems are propagated to the top and
visible to the whole system.

With each monitoring unit, component, subcomponent having a health
index, we can give a health view of whole network. The hierarchical
structure of the monitoring component helps administrators to
proactively locate and diagnose problem spot.

19
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Aside from resource monitoring, other types of monitoring and security
evaluation can be associated with an interface or security zone on
the firewall. This is the interface or security zone where the traffic of
the monitoring or security events corresponds to. By dividing the
networks into subnetworks based on interfaces or security zones, NHI
can be computed on each of the subnetworks. For example, if bots are
detected in DMZ security zones, the risk level of DMZ is elevated, but not
necessarily other parts of the networks. NHI offers a great way to visualize
risks level associated with each networks and gives an overall assessment
of the health of the network.

Reputation Based Access Control

Based on the Behavior Reputation Index and Network Health Index,
the intranet objects and subnetworks are categorized into three health
states: Healthy, Subhealthy and Unhealthy. INGFW uses a reputation
based access control that apply access control and traffic control policy
based on 8-tuple: health state, 5-tuple IP information, application ID and
user ID.

Enterprises can take advantage of reputation based access control and
devise different policies for users in different health state. For users in
Unhealthy state, the users should be quarantined and may be assigned to
a remediation network, or offers access similar to visitors of the network.
Users in Subhealthy state may be barred from accessing sensitive or
highly confidential resources in the network. As a user-friendly measure,
the user should be notified when their access is limited because of
their health state, possibly through an endpoint agent or a web page
popup. This way they can proactively address the issue by contacting the
network administrator.

Similarly, Network Health Index can affect policies between different
interfaces or different security zones. Policies can be dynamical changed
based on the health state of subnetworks associated with interfaces or

security zones.

Both BRI and NHI are dynamical numbers that may change over

20



time. New attacks or vulnerabilities may be discovered, devices may
malfunction that affects availability. When BRI or NHI changes to the
point where the health state of target objects or network changes, the
level of access can be dynamically adjusted to reduce risks.

BRI and NHI help administrators locate high risk areas and proactively
address ongoing and potential problems. Reputation Based Access
Control allows administrator to reduce risks by limiting the exposure of
sensitive information.

Summary

Highly evasive nature of advanced threats and zero day attacks has made
signature based protection more and more vulnerable. The security
protection paradigm is shifting from threat based protection to risk based
protection. iINGFW is a risk based security solution on top of enhanced
Next Generation Firewall. Through continues monitoring, collecting
and analyzing traffic and availability data, INGFW proactively looks
for abnormal behaviors and potential network-wide issues that affect
network operations. INGFW offers two indices: Network Health Index is a
summary index of the potential security and usability risk of the network
and services. Behavior Reputation Index is a measure of health state
and risk level of individual intranet objects: users, servers and services. A
reputation based access control associates the health state and risk level
with the level of access. By dynamic adjustment of access control based
on perceived risk, INGFW helps administrators reduce risk exposure of
enterprise network and services.
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Open the book and find:

e \What is the limitations of threat based security approach?
e Do you have the capability to visualize risks faced by networks and users?

e How is INGFW different from existing UTMs and NGFWs?



