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Summary of the Amazon EC2 and Amazon RDS Service Disruption in the US East Region

April 29, 2011

Now that we have fully restored functionality to all affected services, we would like to share more details with our customers about the
events that occurred with the Amazon Elastic Compute Cloud (“*EC2") last week, our efforts to restore the services, and what we are doing
to prevent this sort of issue from happening again. We are very aware that many of our customers were significantly impacted by this
event, and as with any significant service issue, our intention is to share the details of what happened and how we will improve the service
for our customers.

The issues affecting EC2 customers last week primarily involved a subset of the Amazon Elastic Block Store ("EBS”) volumes in a single
Availability Zone within the US East Region that became unable to service read and write operations. In this document, we will refer to
these as “stuck” volumes. This caused instances trying to use these affected volumes to also get “stuck” when they attempted to read or
write to them. In order to restore these volumes and stabilize the EBS cluster in that Availability Zone, we disabled all control APIs (e.g.
Create Volume, Attach Volume, Detach Volume, and Create Snapshot) for EBS in the affected Availability Zone for much of the duration of
the event. For two periods during the first day of the issue, the degraded EBS cluster affected the EBS APIs and caused high error rates and
latencies for EBS calls to these APIs across the entire US East Region. As with any complicated operational issue, this one was caused by
several root causes interacting with one another and therefore gives us many opportunities to protect the service against any similar event
FEDCCUrFINg.
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Summary: Amazon EU datacenter in Dublin outage due to
lightning

Number Affected: Unknown Reported Date:

Organization: Amazon 2011-08-07
o Affected Service: EC2 Occurred Date: 2011-08-07
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Down Goes The Internet... Again. Amazon EC2
Outage Takes Down Foursquare, Instagram,
Quora, Reddit, Etc
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Monday, August 8th, 2011 104 Comments
EE2 Amazon ec? is down... Again Are you trying to use the web right now? Just
AW o stop. It's largely broken.
| TC Tips | outage
E&E3 EngineYard is down.... AGAIN! As indicated by about 20 tips in the last few

minutes and pretty much all of Twitter,

Amazon’s EC2 service appears to be down.

EEEE) #AWS goes down along with @Fab @Quora, That means services like Reddit, Heroku,

33 AWS Down! Foursquare, Inslagram, Fab, Quora,
Turntable.fm, Netflix and many, many others
are down.

EEE) Amazon EC2 down again, taking the web with

If this sounds familiar, it's because It just
happened this past April. So far, it looks like the outage has been going on for about 30
minutes.

Update: It looks like the ocutage may be isolated to EAST-1, so not all of EC2. Still, all of the
companies above and hundreds of others are clearly affected right now.

Update 2: And after roughly 40 minutes of downtime, the Internet appears to be coming back online.
Amazon’s status site confirms that it’s being resolved.


http://www.google.com/url?q=http%3A%2F%2Ftechcrunch.com%2F2011%2F08%2F08%2Famazon-ec2-outage%2F&sa=D&sntz=1&usg=AFQjCNFpPn938Fmd2EdzsbIOPeAY2GWOQg

4.5 Amazon AWSIREEHAZE (2012)

20124, AmazonE W R MAWSHERAEN RS EVN SR ALY R4KR. Tt E 15 2 B8 200 e 8]
KEBRA4INDE. BRTBREETEBSFREBRBAZIN, BE —RXKETELBAZHEREHNEN
B4

26. June 15, 2012

AWSEEZERFILHFFTRILNWHBFER LR ERINEH.

EWIRE: EC2, EBS

ERIRE 6/t

EWHARE: BRME

#B><URL: http://www.wired.com/insights/2012/06/amazon-outage-pilot-error/

&2 AWS Elastic Beanstalk (M. Virginia) [RESOLVED] Delays launching EC2 instances in the B
US-East-1 region
less &

amazon_outage_640

4 PM PDT We are currently experiencing issues
launching EC2 instances in the US-EAST-1 region.
Mew emvironment creations and updates are being
delayed. Emironments that transitioned to red are
being delayed relurning lo green
11:08 PM PDT We continue to bring the affected
instances back online

un 15, 1:03 AWM POT We are confinuing to bring the
few remaining affected single-AZ environmenis
anling. These remaining emiranments should be
recoverad within the next hour. A small number of
cuslomers may conlinue o experience elevaled
environment creation imes.

un 15, 3:19 A POT From 8:40 PM PDT to 2200 AM
PDT, we experienced elevated environment launch
and update times. We have recovered the single-AZ
environments affected by the power loss event. There
Wwas no impact to mult-AZ emvironments. The issue
is resolved and the service is operating normally

a AWS ImporfExport Sendce is operating normally. E;I

G AWS Management Consale Sendce is operating narmally £l
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Friday Night, Taking Netflix,
Instagram And Pinterest With It

X E i i i X L 43 comments, 16 called-out + Comment Now + Follow Comments

“ Netflix S Follow AL~

We're aware that some members are
experiencing issues streaming movies and
TV shows. We're working to resolve the
problem.

4 Reply 13 Retweet W Favorite
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As of 11:21 PM EST Amazon’s Elastic Compute Cloud in North Virginia went
down, due to severe thunder storms in the area. The Washington Post reports
torrential rains, “scary winds,” lightning and massive power outages in the
D.C. area.

AmazonE BB N: http://aws.amazon.com/message/67457/
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Summary of the AWS Service Event in the US East Region

July 2, 2012

We‘d like to share more about the service disruption which occurred last Friday night, June 29th, in one of our Availability Zones in the US
East-1 Region. The event was triggered during a large scale electrical storm which swept through the Northern Virginia area. We regret the
problems experienced by customers affected by the disruption and, in addition to giving more detail, also wanted to provide information on
actions we’ll be taking to mitigate these issues in the future.

Our US East-1 Region consists of more than 10 datacenters structured into multiple Availability Zones. These Availability Zones are in
distinct physical locations and are engineered to isolate failure from each other. Last Friday, due to weather warnings of the approaching
storm, all change activity in the US East-1 Region had been cancelled and extra personnel had been called into the datacenters for the
evening.

On Friday night, as the storm progressed, several US East-1 datacenters in Availability Zones which would remain unaffected by events that
evening saw utility power fluctuations. Backup systems in those datacenters responded as designed, resulting in no loss of power or
customer impact. At 7:24pm PDT, a large voltage spike was experienced by the electrical switching equipment in two of the US East-1
datacenters supporting a single Availability Zone. All utility electrical switches in both datacenters initiated transfer to generator power. In
one of the datacenters, the transfer completed without incident. In the other, the generators started successfully, but each generator
independently failed to provide stable voltage as they were brought into service. As a result, the generators did not pick up the load and
servers operated without interruption during this period on the Uninterruptable Power Supply ("UPS") units. Shortly thereafter, utility power
was restored and our datacenter personnel transferred the datacenter back to utility power. The utility power in the Region failed a second
time at 7:57pm PDT. Again, all rooms of this one facility failed to successfully transfer to generator power while all of our other datacenters
in the Region continued to operate without customer impact.
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Amazon Web Services Outage Caused By
Memory Leak And Failure In Monitoring Alarm

H ALEX WILLIAMS ¥

Saturday, October 27th, 2012 27 Comments

A memory leak and a failed monitoring system caused the Amazon Web

damazon i . . _
webservices: Services outage on Monday that took out Reddit and other major services.

According to a post Friday night, AWS explained that the problem arose

after a simple replacement of a data collection server. After installation, the
server did not propagate its DNS address correctly and so a fraction of servers did not get the
message. Those servers kept trying to reach the server, which led to a memory leak that then went
out of control due to the failure of an internal monitoring alarm. Eventually the system ground to a
virtual stop and millions of customers felt the pain.

AWS:

By Monday morning, the rate of memory loss became quite high and
consumed enough memory on the affected storage servers that they
were unable to keep up with normal request handling processes.

The failure in its North Virginia region eventually interrupted Reddit, Foursquare, Minecraft, Heroku,
GitHub, imgur, Pocket, HipChat, Coursera and a number of others.
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Summary of the October 22,2012 AWS Service Event in the US-East Region

We'd like to share more about the service event that occurred on Monday, October 22nd in the US- East Region. We have now completed the
analysis of the events that affected AWS customers, and we want to describe what happened, our understanding of how customers were
affected, and what we are doing to prevent a similar issue from occurring in the future.

The Primary Event and the Impact to Amazon Elastic Block Store (EBS) and Amazon Elastic
Compute Cloud (EC2)

At 10:00AM PDT Monday, a small number of Amazon Elastic Block Store (EBS) volumes in one of our five Availability Zones in the US-East
Region began seeing degraded performance, and in some cases, became “stuck” (i.e. unable to process further I/O regquests). The root
cause of the problem was a latent bug in an operational data collection agent that runs on the EBS storage servers. Each EBS storage server
has an agent that contacts a set of data collection servers and reports information that is used for fleet maintenance. The data collected
with this system is important, but the collection is not time- sensitive and the system is designed to be tolerant of late or missing data. Last
week, one of the data collection servers in the affected Availability Zone had a hardware failure and was replaced. As part of replacing that
server, a DNS record was updated to remove the failed server and add the replacement server. While not noticed at the time, the DNS
update did not successfully propagate to all of the internal DNS servers, and as a result, a fraction of the storage servers did not get the
updated server address and continued to attempt to contact the failed data collection server. Because of the design of the data collection
service (which is tolerant to missing data), this did not cause any immediate issues or set off any alarms. However, this inability to contact
a data collection server triggered a latent memory leak bug in the reporting agent on the storage servers. Rather than gracefully deal with
the failed connection, the reporting agent continued trying to contact the collection server in a way that slowly consumed system memory.
While we monitor aggregate memory consumption on each EBS Server, our monitoring failed to alarm on this memory leak. EBS Servers
generally make very dynamic use of all of their available memeory for managing customer data, making it difficult to set accurate alarms on
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Updated: Netflix Crippled On Christmas Eve By
AWS Outages
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Monday, December 24th, 2012 234 Comments

‘Twas the night before Christmas, when all
through the house, not a creature was stirring,
not even those in the lighthearted holiday fare
you were planning to watch on Netflix, which
has been down since 1pm PST for some
customers. Netflix confirmed the outage with a
tweet on its official channel, though Netflix

Cloud Architect Adrian Cockcroft said on
Twitter that the service is still working on some

devices.
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Summary of the December 24, 2012 Amazon ELB Service Event in the US-East Region

We would like to share more details with our customers about the event that occurred with the Amazon Elastic Load Balancing Service
(“ELB") earlier this week in the US-East Region. While the service disruption only affected applications using the ELB service (and only a
fraction of the ELB load balancers were affected), the impacted load balancers saw significant impact for a prolonged period of time.

The service disruption began at 12:24 PM PST on December 24th when a portion of the ELB state data was logically deleted. This data is
used and maintained by the ELB control plane to manage the configuration of the ELB load balancers in the region (for example tracking all
the backend hosts to which traffic should be routed by each load balancer). The data was deleted by a maintenance process that was
inadvertently run against the production ELB state data. This process was run by one of a very small number of developers who have access
to this production environment. Unfortunately, the developer did not realize the mistake at the time. After this data was deleted, the ELB
control plane began experiencing high latency and error rates for API calls to manage ELE load balancers. In this initial part of the service
disruption, there was no impact to the request handling functionality of running ELB load balancers because the missing ELB state data was
not integral to the basic operation of running load balancers.



